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A Dialogue on Virtualization

Professor: And thus we reach the first of our three pieces on operating systems:
virtualization.

Student: But what is virtualization, oh noble professor?

Professor: Imagine we have a peach.

Student: A peach? (incredulous)

Professor: Yes, a peach. Let us call that the physical peach. But we have many
eaters who would like to eat this peach. What we would like to present to each
eater is their own peach, so that they can be happy. We call the peach we give
eaters virtual peaches; we somehow create many of these virtual peaches out of
the one physical peach. And the important thing: in this illusion, it looks to each
eater like they have a physical peach, but in reality they don’t.

Student: So you are sharing the peach, but you don’t even know it?

Professor: Right! Exactly.

Student: But there’s only one peach.

Professor: Yes. And...?

Student: Well, if I was sharing a peach with somebody else, I think I would
notice.

Professor: Ah yes! Good point. But that is the thing with many eaters; most
of the time they are napping or doing something else, and thus, you can snatch
that peach away and give it to someone else for a while. And thus we create the
illusion of many virtual peaches, one peach for each person!

Student: Sounds like a bad campaign slogan. You are talking about computers,
right Professor?

Professor: Ah, young grasshopper, you wish to have a more concrete example.
Good idea! Let us take the most basic of resources, the CPU. Assume there is one
physical CPU in a system (though now there are often two or four or more). What
virtualization does is take that single CPU and make it look like many virtual
CPUs to the applications running on the system. Thus, while each application
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4 A DIALOGUE ON VIRTUALIZATION

thinks it has its own CPU to use, there is really only one. And thus the OS has
created a beautiful illusion: it has virtualized the CPU.

Student: Wow! That sounds like magic. Tell me more! How does that work?

Professor: In time, young student, in good time. Sounds like you are ready to
begin.

Student: I am! Well, sort of. I must admit, I’m a little worried you are going to
start talking about peaches again.

Professor: Don’t worry too much; I don’t even like peaches. And thus we be-
gin...
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Scheduling: Introduction

By now low-level mechanisms of running processes (e.g., context switch-
ing) should be clear; if they are not, go back a chapter or two, and read the
description of how that stuff works again. However, we have yet to un-
derstand the high-level policies that an OS scheduler employs. We will
now do just that, presenting a series of scheduling policies (sometimes
called disciplines) that various smart and hard-working people have de-
veloped over the years.

The origins of scheduling, in fact, predate computer systems; early
approaches were taken from the field of operations management and ap-
plied to computers. This reality should be no surprise: assembly lines
and many other human endeavors also require scheduling, and many of
the same concerns exist therein, including a laser-like desire for efficiency.
And thus, our problem:

THE CRUX: HOW TO DEVELOP SCHEDULING POLICY

How should we develop a basic framework for thinking about
scheduling policies? What are the key assumptions? What metrics are
important? What basic approaches have been used in the earliest of com-
puter systems?

7.1 Workload Assumptions

Before getting into the range of possible policies, let us first make a
number of simplifying assumptions about the processes running in the
system, sometimes collectively called the workload. Determining the
workload is a critical part of building policies, and the more you know
about workload, the more fine-tuned your policy can be.

The workload assumptions we make here are mostly unrealistic, but
that is alright (for now), because we will relax them as we go, and even-
tually develop what we will refer to as ... (dramatic pause) ...
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2 SCHEDULING: INTRODUCTION

a fully-operational scheduling discipline1.
We will make the following assumptions about the processes, some-

times called jobs, that are running in the system:

1. Each job runs for the same amount of time.
2. All jobs arrive at the same time.
3. Once started, each job runs to completion.
4. All jobs only use the CPU (i.e., they perform no I/O)
5. The run-time of each job is known.

We said many of these assumptions were unrealistic, but just as some
animals are more equal than others in Orwell’s Animal Farm [O45], some
assumptions are more unrealistic than others in this chapter. In particu-
lar, it might bother you that the run-time of each job is known: this would
make the scheduler omniscient, which, although it would be great (prob-
ably), is not likely to happen anytime soon.

7.2 Scheduling Metrics

Beyond making workload assumptions, we also need one more thing
to enable us to compare different scheduling policies: a scheduling met-
ric. A metric is just something that we use to measure something, and
there are a number of different metrics that make sense in scheduling.

For now, however, let us also simplify our life by simply having a sin-
gle metric: turnaround time. The turnaround time of a job is defined
as the time at which the job completes minus the time at which the job
arrived in the system. More formally, the turnaround time Tturnaround is:

Tturnaround = Tcompletion − Tarrival (7.1)

Because we have assumed that all jobs arrive at the same time, for now
Tarrival = 0 and hence Tturnaround = Tcompletion. This fact will change
as we relax the aforementioned assumptions.

You should note that turnaround time is a performance metric, which
will be our primary focus this chapter. Another metric of interest is fair-
ness, as measured (for example) by Jain’s Fairness Index [J91]. Perfor-
mance and fairness are often at odds in scheduling; a scheduler, for ex-
ample, may optimize performance but at the cost of preventing a few jobs
from running, thus decreasing fairness. This conundrum shows us that
life isn’t always perfect.

7.3 First In, First Out (FIFO)

The most basic algorithm we can implement is known as First In, First
Out (FIFO) scheduling or sometimes First Come, First Served (FCFS).

1Said in the same way you would say “A fully-operational Death Star.”
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SCHEDULING: INTRODUCTION 3

FIFO has a number of positive properties: it is clearly simple and thus
easy to implement. And, given our assumptions, it works pretty well.

Let’s do a quick example together. Imagine three jobs arrive in the
system, A, B, and C, at roughly the same time (Tarrival = 0). Because
FIFO has to put some job first, let’s assume that while they all arrived
simultaneously, A arrived just a hair before B which arrived just a hair
before C. Assume also that each job runs for 10 seconds. What will the
average turnaround time be for these jobs?

0 20 40 60 80 100 120

Time

A B C

Figure 7.1: FIFO Simple Example

From Figure 7.1, you can see that A finished at 10, B at 20, and C at 30.
Thus, the average turnaround time for the three jobs is simply 10+20+30

3
=

20. Computing turnaround time is as easy as that.
Now let’s relax one of our assumptions. In particular, let’s relax as-

sumption 1, and thus no longer assume that each job runs for the same
amount of time. How does FIFO perform now? What kind of workload
could you construct to make FIFO perform poorly?

(think about this before reading on ... keep thinking ... got it?!)
Presumably you’ve figured this out by now, but just in case, let’s do

an example to show how jobs of different lengths can lead to trouble for
FIFO scheduling. In particular, let’s again assume three jobs (A, B, and
C), but this time A runs for 100 seconds while B and C run for 10 each.

0 20 40 60 80 100 120

Time

A B C

Figure 7.2: Why FIFO Is Not That Great

As you can see in Figure 7.2, Job A runs first for the full 100 seconds
before B or C even get a chance to run. Thus, the average turnaround
time for the system is high: a painful 110 seconds ( 100+110+120

3
= 110).

This problem is generally referred to as the convoy effect [B+79], where
a number of relatively-short potential consumers of a resource get queued
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4 SCHEDULING: INTRODUCTION

TIP: THE PRINCIPLE OF SJF
Shortest Job First represents a general scheduling principle that can be
applied to any system where the perceived turnaround time per customer
(or, in our case, a job) matters. Think of any line you have waited in: if
the establishment in question cares about customer satisfaction, it is likely
they have taken SJF into account. For example, grocery stores commonly
have a “ten-items-or-less” line to ensure that shoppers with only a few
things to purchase don’t get stuck behind the family preparing for some
upcoming nuclear winter.

behind a heavyweight resource consumer. This scheduling scenario might
remind you of a single line at a grocery store and what you feel like when
you see the person in front of you with three carts full of provisions and

a checkbook out; it’s going to be a while2.
So what should we do? How can we develop a better algorithm to

deal with our new reality of jobs that run for different amounts of time?
Think about it first; then read on.

7.4 Shortest Job First (SJF)

It turns out that a very simple approach solves this problem; in fact
it is an idea stolen from operations research [C54,PV56] and applied to
scheduling of jobs in computer systems. This new scheduling discipline
is known as Shortest Job First (SJF), and the name should be easy to
remember because it describes the policy quite completely: it runs the
shortest job first, then the next shortest, and so on.

0 20 40 60 80 100 120

Time

B C A

Figure 7.3: SJF Simple Example

Let’s take our example above but with SJF as our scheduling policy.
Figure 7.3 shows the results of running A, B, and C. Hopefully the dia-
gram makes it clear why SJF performs much better with regards to aver-
age turnaround time. Simply by running B and C before A, SJF reduces
average turnaround from 110 seconds to 50 ( 10+20+120

3
= 50), more than

a factor of two improvement.

2Recommended action in this case: either quickly switch to a different line, or take a long,
deep, and relaxing breath. That’s right, breathe in, breathe out. It will be OK, don’t worry.
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SCHEDULING: INTRODUCTION 5

ASIDE: PREEMPTIVE SCHEDULERS

In the old days of batch computing, a number of non-preemptive sched-
ulers were developed; such systems would run each job to completion
before considering whether to run a new job. Virtually all modern sched-
ulers are preemptive, and quite willing to stop one process from run-
ning in order to run another. This implies that the scheduler employs the
mechanisms we learned about previously; in particular, the scheduler can
perform a context switch, stopping one running process temporarily and
resuming (or starting) another.

In fact, given our assumptions about jobs all arriving at the same time,
we could prove that SJF is indeed an optimal scheduling algorithm. How-
ever, you are in a systems class, not theory or operations research; no
proofs are allowed.

Thus we arrive upon a good approach to scheduling with SJF, but our
assumptions are still fairly unrealistic. Let’s relax another. In particular,
we can target assumption 2, and now assume that jobs can arrive at any
time instead of all at once. What problems does this lead to?

(Another pause to think ... are you thinking? Come on, you can do it)
Here we can illustrate the problem again with an example. This time,

assume A arrives at t = 0 and needs to run for 100 seconds, whereas B
and C arrive at t = 10 and each need to run for 10 seconds. With pure
SJF, we’d get the schedule seen in Figure 7.4.

0 20 40 60 80 100 120

Time

A B C
[B,C arrive]

Figure 7.4: SJF With Late Arrivals From B and C

As you can see from the figure, even though B and C arrived shortly
after A, they still are forced to wait until A has completed, and thus suffer
the same convoy problem. Average turnaround time for these three jobs

is 103.33 seconds ( 100+(110−10)+(120−10)
3

). What can a scheduler do?

7.5 Shortest Time-to-Completion First (STCF)

To address this concern, we need to relax assumption 3 (that jobs must
run to completion), so let’s do that. We also need some machinery within
the scheduler itself. As you might have guessed, given our previous dis-
cussion about timer interrupts and context switching, the scheduler can
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0 20 40 60 80 100 120

Time

A B C A
[B,C arrive]

Figure 7.5: STCF Simple Example

certainly do something else when B and C arrive: it can preempt job A
and decide to run another job, perhaps continuing A later. SJF by our defi-
nition is a non-preemptive scheduler, and thus suffers from the problems
described above.

Fortunately, there is a scheduler which does exactly that: add preemp-
tion to SJF, known as the Shortest Time-to-Completion First (STCF) or
Preemptive Shortest Job First (PSJF) scheduler [CK68]. Any time a new
job enters the system, the STCF scheduler determines which of the re-
maining jobs (including the new job) has the least time left, and schedules
that one. Thus, in our example, STCF would preempt A and run B and C
to completion; only when they are finished would A’s remaining time be
scheduled. Figure 7.5 shows an example.

The result is a much-improved average turnaround time: 50 seconds

( (120−0)+(20−10)+(30−10)
3

). And as before, given our new assumptions,
STCF is provably optimal; given that SJF is optimal if all jobs arrive at
the same time, you should probably be able to see the intuition behind
the optimality of STCF.

7.6 A New Metric: Response Time

Thus, if we knew job lengths, and that jobs only used the CPU, and our
only metric was turnaround time, STCF would be a great policy. In fact,
for a number of early batch computing systems, these types of scheduling
algorithms made some sense. However, the introduction of time-shared
machines changed all that. Now users would sit at a terminal and de-
mand interactive performance from the system as well. And thus, a new
metric was born: response time.

We define response time as the time from when the job arrives in a

system to the first time it is scheduled3. More formally:

Tresponse = Tfirstrun − Tarrival (7.2)

3Some define it slightly differently, e.g., to also include the time until the job produces
some kind of “response”; our definition is the best-case version of this, essentially assuming
that the job produces a response instantaneously.
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SCHEDULING: INTRODUCTION 7

0 5 10 15 20 25 30

Time

A B C

Figure 7.6: SJF Again (Bad for Response Time)

0 5 10 15 20 25 30

Time

ABCABCABCABCABC

Figure 7.7: Round Robin (Good For Response Time)

For example, if we had the schedule from Figure 7.5 (with A arriving
at time 0, and B and C at time 10), the response time of each job is as
follows: 0 for job A, 0 for B, and 10 for C (average: 3.33).

As you might be thinking, STCF and related disciplines are not par-
ticularly good for response time. If three jobs arrive at the same time,
for example, the third job has to wait for the previous two jobs to run in
their entirety before being scheduled just once. While great for turnaround
time, this approach is quite bad for response time and interactivity. In-
deed, imagine sitting at a terminal, typing, and having to wait 10 seconds
to see a response from the system just because some other job got sched-
uled in front of yours: not too pleasant.

Thus, we are left with another problem: how can we build a scheduler
that is sensitive to response time?

7.7 Round Robin

To solve this problem, we will introduce a new scheduling algorithm,
classically referred to as Round-Robin (RR) scheduling [K64]. The basic
idea is simple: instead of running jobs to completion, RR runs a job for a
time slice (sometimes called a scheduling quantum) and then switches
to the next job in the run queue. It repeatedly does so until the jobs are
finished. For this reason, RR is sometimes called time-slicing. Note that
the length of a time slice must be a multiple of the timer-interrupt period;
thus if the timer interrupts every 10 milliseconds, the time slice could be
10, 20, or any other multiple of 10 ms.

To understand RR in more detail, let’s look at an example. Assume
three jobs A, B, and C arrive at the same time in the system, and that
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8 SCHEDULING: INTRODUCTION

TIP: AMORTIZATION CAN REDUCE COSTS

The general technique of amortization is commonly used in systems
when there is a fixed cost to some operation. By incurring that cost less
often (i.e., by performing the operation fewer times), the total cost to the
system is reduced. For example, if the time slice is set to 10 ms, and the
context-switch cost is 1 ms, roughly 10% of time is spent context switch-
ing and is thus wasted. If we want to amortize this cost, we can increase
the time slice, e.g., to 100 ms. In this case, less than 1% of time is spent
context switching, and thus the cost of time-slicing has been amortized.

they each wish to run for 5 seconds. An SJF scheduler runs each job to
completion before running another (Figure 7.6). In contrast, RR with a
time-slice of 1 second would cycle through the jobs quickly (Figure 7.7).

The average response time of RR is: 0+1+2
3

= 1; for SJF, average re-

sponse time is: 0+5+10
3

= 5.
As you can see, the length of the time slice is critical for RR. The shorter

it is, the better the performance of RR under the response-time metric.
However, making the time slice too short is problematic: suddenly the
cost of context switching will dominate overall performance. Thus, de-
ciding on the length of the time slice presents a trade-off to a system de-
signer, making it long enough to amortize the cost of switching without
making it so long that the system is no longer responsive.

Note that the cost of context switching does not arise solely from the
OS actions of saving and restoring a few registers. When programs run,
they build up a great deal of state in CPU caches, TLBs, branch predictors,
and other on-chip hardware. Switching to another job causes this state
to be flushed and new state relevant to the currently-running job to be
brought in, which may exact a noticeable performance cost [MB91].

RR, with a reasonable time slice, is thus an excellent scheduler if re-
sponse time is our only metric. But what about our old friend turnaround
time? Let’s look at our example above again. A, B, and C, each with run-
ning times of 5 seconds, arrive at the same time, and RR is the scheduler
with a (long) 1-second time slice. We can see from the picture above that
A finishes at 13, B at 14, and C at 15, for an average of 14. Pretty awful!

It is not surprising, then, that RR is indeed one of the worst policies if
turnaround time is our metric. Intuitively, this should make sense: what
RR is doing is stretching out each job as long as it can, by only running
each job for a short bit before moving to the next. Because turnaround
time only cares about when jobs finish, RR is nearly pessimal, even worse
than simple FIFO in many cases.

More generally, any policy (such as RR) that is fair, i.e., that evenly di-
vides the CPU among active processes on a small time scale, will perform
poorly on metrics such as turnaround time. Indeed, this is an inherent
trade-off: if you are willing to be unfair, you can run shorter jobs to com-
pletion, but at the cost of response time; if you instead value fairness,
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TIP: OVERLAP ENABLES HIGHER UTILIZATION

When possible, overlap operations to maximize the utilization of sys-
tems. Overlap is useful in many different domains, including when per-
forming disk I/O or sending messages to remote machines; in either case,
starting the operation and then switching to other work is a good idea,
and improves the overall utilization and efficiency of the system.

response time is lowered, but at the cost of turnaround time. This type of

trade-off is common in systems; you can’t have your cake and eat it too4.
We have developed two types of schedulers. The first type (SJF, STCF)

optimizes turnaround time, but is bad for response time. The second type
(RR) optimizes response time but is bad for turnaround. And we still
have two assumptions which need to be relaxed: assumption 4 (that jobs
do no I/O), and assumption 5 (that the run-time of each job is known).
Let’s tackle those assumptions next.

7.8 Incorporating I/O

First we will relax assumption 4 — of course all programs perform
I/O. Imagine a program that didn’t take any input: it would produce the
same output each time. Imagine one without output: it is the proverbial
tree falling in the forest, with no one to see it; it doesn’t matter that it ran.

A scheduler clearly has a decision to make when a job initiates an I/O
request, because the currently-running job won’t be using the CPU dur-
ing the I/O; it is blocked waiting for I/O completion. If the I/O is sent to
a hard disk drive, the process might be blocked for a few milliseconds or
longer, depending on the current I/O load of the drive. Thus, the sched-
uler should probably schedule another job on the CPU at that time.

The scheduler also has to make a decision when the I/O completes.
When that occurs, an interrupt is raised, and the OS runs and moves
the process that issued the I/O from blocked back to the ready state. Of
course, it could even decide to run the job at that point. How should the
OS treat each job?

To understand this issue better, let us assume we have two jobs, A and
B, which each need 50 ms of CPU time. However, there is one obvious
difference: A runs for 10 ms and then issues an I/O request (assume here
that I/Os each take 10 ms), whereas B simply uses the CPU for 50 ms and
performs no I/O. The scheduler runs A first, then B after (Figure 7.8).

Assume we are trying to build a STCF scheduler. How should such a
scheduler account for the fact that A is broken up into 5 10-ms sub-jobs,

4A saying that confuses people, because it should be “You can’t keep your cake and eat it
too” (which is kind of obvious, no?). Amazingly, there is a wikipedia page about this saying;
even more amazingly, it is kind of fun to read [W15]. As they say in Italian, you can’t Avere la
botte piena e la moglie ubriaca.
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Figure 7.8: Poor Use Of Resources
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Figure 7.9: Overlap Allows Better Use Of Resources

whereas B is just a single 50-ms CPU demand? Clearly, just running one
job and then the other without considering how to take I/O into account
makes little sense.

A common approach is to treat each 10-ms sub-job of A as an indepen-
dent job. Thus, when the system starts, its choice is whether to schedule
a 10-ms A or a 50-ms B. With STCF, the choice is clear: choose the shorter
one, in this case A. Then, when the first sub-job of A has completed, only
B is left, and it begins running. Then a new sub-job of A is submitted,
and it preempts B and runs for 10 ms. Doing so allows for overlap, with
the CPU being used by one process while waiting for the I/O of another
process to complete; the system is thus better utilized (see Figure 7.9).

And thus we see how a scheduler might incorporate I/O. By treating
each CPU burst as a job, the scheduler makes sure processes that are “in-
teractive” get run frequently. While those interactive jobs are performing
I/O, other CPU-intensive jobs run, thus better utilizing the processor.

7.9 No More Oracle

With a basic approach to I/O in place, we come to our final assump-
tion: that the scheduler knows the length of each job. As we said before,
this is likely the worst assumption we could make. In fact, in a general-
purpose OS (like the ones we care about), the OS usually knows very little
about the length of each job. Thus, how can we build an approach that be-
haves like SJF/STCF without such a priori knowledge? Further, how can
we incorporate some of the ideas we have seen with the RR scheduler so
that response time is also quite good?
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SCHEDULING: INTRODUCTION 11

7.10 Summary

We have introduced the basic ideas behind scheduling and developed
two families of approaches. The first runs the shortest job remaining and
thus optimizes turnaround time; the second alternates between all jobs
and thus optimizes response time. Both are bad where the other is good,
alas, an inherent trade-off common in systems. We have also seen how we
might incorporate I/O into the picture, but have still not solved the prob-
lem of the fundamental inability of the OS to see into the future. Shortly,
we will see how to overcome this problem, by building a scheduler that
uses the recent past to predict the future. This scheduler is known as the
multi-level feedback queue, and it is the topic of the next chapter.
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Homework (Simulation)

This program, scheduler.py, allows you to see how different sched-
ulers perform under scheduling metrics such as response time, turnaround
time, and total wait time. See the README for details.

Questions

1. Compute the response time and turnaround time when running
three jobs of length 200 with the SJF and FIFO schedulers.

2. Now do the same but with jobs of different lengths: 100, 200, and
300.

3. Now do the same, but also with the RR scheduler and a time-slice
of 1.

4. For what types of workloads does SJF deliver the same turnaround
times as FIFO?

5. For what types of workloads and quantum lengths does SJF deliver
the same response times as RR?

6. What happens to response time with SJF as job lengths increase?
Can you use the simulator to demonstrate the trend?

7. What happens to response time with RR as quantum lengths in-
crease? Can you write an equation that gives the worst-case re-
sponse time, given N jobs?
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Scheduling:
The Multi-Level Feedback Queue

In this chapter, we’ll tackle the problem of developing one of the most
well-known approaches to scheduling, known as the Multi-level Feed-
back Queue (MLFQ). The Multi-level Feedback Queue (MLFQ) sched-
uler was first described by Corbato et al. in 1962 [C+62] in a system
known as the Compatible Time-Sharing System (CTSS), and this work,
along with later work on Multics, led the ACM to award Corbato its
highest honor, the Turing Award. The scheduler has subsequently been
refined throughout the years to the implementations you will encounter
in some modern systems.

The fundamental problem MLFQ tries to address is two-fold. First, it
would like to optimize turnaround time, which, as we saw in the previous
note, is done by running shorter jobs first; unfortunately, the OS doesn’t
generally know how long a job will run for, exactly the knowledge that
algorithms like SJF (or STCF) require. Second, MLFQ would like to make
a system feel responsive to interactive users (i.e., users sitting and staring
at the screen, waiting for a process to finish), and thus minimize response
time; unfortunately, algorithms like Round Robin reduce response time
but are terrible for turnaround time. Thus, our problem: given that we
in general do not know anything about a process, how can we build a
scheduler to achieve these goals? How can the scheduler learn, as the
system runs, the characteristics of the jobs it is running, and thus make
better scheduling decisions?

THE CRUX:
HOW TO SCHEDULE WITHOUT PERFECT KNOWLEDGE?

How can we design a scheduler that both minimizes response time for
interactive jobs while also minimizing turnaround time without a priori
knowledge of job length?

1
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TIP: LEARN FROM HISTORY

The multi-level feedback queue is an excellent example of a system that
learns from the past to predict the future. Such approaches are com-
mon in operating systems (and many other places in Computer Science,
including hardware branch predictors and caching algorithms). Such
approaches work when jobs have phases of behavior and are thus pre-
dictable; of course, one must be careful with such techniques, as they can
easily be wrong and drive a system to make worse decisions than they
would have with no knowledge at all.

8.1 MLFQ: Basic Rules

To build such a scheduler, in this chapter we will describe the basic
algorithms behind a multi-level feedback queue; although the specifics of
many implemented MLFQs differ [E95], most approaches are similar.

In our treatment, the MLFQ has a number of distinct queues, each
assigned a different priority level. At any given time, a job that is ready
to run is on a single queue. MLFQ uses priorities to decide which job
should run at a given time: a job with higher priority (i.e., a job on a
higher queue) is chosen to run.

Of course, more than one job may be on a given queue, and thus have
the same priority. In this case, we will just use round-robin scheduling
among those jobs.

Thus, we arrive at the first two basic rules for MLFQ:

• Rule 1: If Priority(A) > Priority(B), A runs (B doesn’t).
• Rule 2: If Priority(A) = Priority(B), A & B run in RR.

The key to MLFQ scheduling therefore lies in how the scheduler sets
priorities. Rather than giving a fixed priority to each job, MLFQ varies
the priority of a job based on its observed behavior. If, for example, a job
repeatedly relinquishes the CPU while waiting for input from the key-
board, MLFQ will keep its priority high, as this is how an interactive
process might behave. If, instead, a job uses the CPU intensively for long
periods of time, MLFQ will reduce its priority. In this way, MLFQ will try
to learn about processes as they run, and thus use the history of the job to
predict its future behavior.

If we were to put forth a picture of what the queues might look like at
a given instant, we might see something like the following (Figure 8.1).
In the figure, two jobs (A and B) are at the highest priority level, while job
C is in the middle and Job D is at the lowest priority. Given our current
knowledge of how MLFQ works, the scheduler would just alternate time
slices between A and B because they are the highest priority jobs in the
system; poor jobs C and D would never even get to run — an outrage!

Of course, just showing a static snapshot of some queues does not re-
ally give you an idea of how MLFQ works. What we need is to under-
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Figure 8.1: MLFQ Example

stand how job priority changes over time. And that, in a surprise only
to those who are reading a chapter from this book for the first time, is
exactly what we will do next.

8.2 Attempt #1: How To Change Priority

We now must decide how MLFQ is going to change the priority level
of a job (and thus which queue it is on) over the lifetime of a job. To do
this, we must keep in mind our workload: a mix of interactive jobs that
are short-running (and may frequently relinquish the CPU), and some
longer-running “CPU-bound” jobs that need a lot of CPU time but where
response time isn’t important. Here is our first attempt at a priority-
adjustment algorithm:

• Rule 3: When a job enters the system, it is placed at the highest
priority (the topmost queue).

• Rule 4a: If a job uses up an entire time slice while running, its pri-
ority is reduced (i.e., it moves down one queue).

• Rule 4b: If a job gives up the CPU before the time slice is up, it stays
at the same priority level.

Example 1: A Single Long-Running Job

Let’s look at some examples. First, we’ll look at what happens when there
has been a long running job in the system. Figure 8.2 shows what happens
to this job over time in a three-queue scheduler.
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Figure 8.2: Long-running Job Over Time

As you can see in the example, the job enters at the highest priority
(Q2). After a single time-slice of 10 ms, the scheduler reduces the job’s
priority by one, and thus the job is on Q1. After running at Q1 for a time
slice, the job is finally lowered to the lowest priority in the system (Q0),
where it remains. Pretty simple, no?

Example 2: Along Came A Short Job

Now let’s look at a more complicated example, and hopefully see how
MLFQ tries to approximate SJF. In this example, there are two jobs: A,
which is a long-running CPU-intensive job, and B, which is a short-running
interactive job. Assume A has been running for some time, and then B ar-
rives. What will happen? Will MLFQ approximate SJF for B?

Figure 8.3 plots the results of this scenario. A (shown in black) is run-
ning along in the lowest-priority queue (as would any long-running CPU-
intensive jobs); B (shown in gray) arrives at time T = 100, and thus is

Q0
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Q2

0 50 100 150 200

Figure 8.3: Along Came An Interactive Job
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Figure 8.4: A Mixed I/O-intensive and CPU-intensive Workload

inserted into the highest queue; as its run-time is short (only 20 ms), B
completes before reaching the bottom queue, in two time slices; then A
resumes running (at low priority).

From this example, you can hopefully understand one of the major
goals of the algorithm: because it doesn’t know whether a job will be a
short job or a long-running job, it first assumes it might be a short job, thus
giving the job high priority. If it actually is a short job, it will run quickly
and complete; if it is not a short job, it will slowly move down the queues,
and thus soon prove itself to be a long-running more batch-like process.
In this manner, MLFQ approximates SJF.

Example 3: What About I/O?

Let’s now look at an example with some I/O. As Rule 4b states above, if a
process gives up the processor before using up its time slice, we keep it at
the same priority level. The intent of this rule is simple: if an interactive
job, for example, is doing a lot of I/O (say by waiting for user input from
the keyboard or mouse), it will relinquish the CPU before its time slice is
complete; in such case, we don’t wish to penalize the job and thus simply
keep it at the same level.

Figure 8.4 shows an example of how this works, with an interactive job
B (shown in gray) that needs the CPU only for 1 ms before performing an
I/O competing for the CPU with a long-running batch job A (shown in
black). The MLFQ approach keeps B at the highest priority because B
keeps releasing the CPU; if B is an interactive job, MLFQ further achieves
its goal of running interactive jobs quickly.

Problems With Our Current MLFQ

We thus have a basic MLFQ. It seems to do a fairly good job, sharing the
CPU fairly between long-running jobs, and letting short or I/O-intensive
interactive jobs run quickly. Unfortunately, the approach we have devel-
oped thus far contains serious flaws. Can you think of any?

(This is where you pause and think as deviously as you can)
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Figure 8.5: Without (Left) and With (Right) Priority Boost

First, there is the problem of starvation: if there are “too many” in-
teractive jobs in the system, they will combine to consume all CPU time,
and thus long-running jobs will never receive any CPU time (they starve).
We’d like to make some progress on these jobs even in this scenario.

Second, a smart user could rewrite their program to game the sched-
uler. Gaming the scheduler generally refers to the idea of doing some-
thing sneaky to trick the scheduler into giving you more than your fair
share of the resource. The algorithm we have described is susceptible to
the following attack: before the time slice is over, issue an I/O operation
(to some file you don’t care about) and thus relinquish the CPU; doing so
allows you to remain in the same queue, and thus gain a higher percent-
age of CPU time. When done right (e.g., by running for 99% of a time slice
before relinquishing the CPU), a job could nearly monopolize the CPU.

Finally, a program may change its behavior over time; what was CPU-
bound may transition to a phase of interactivity. With our current ap-
proach, such a job would be out of luck and not be treated like the other
interactive jobs in the system.

TIP: SCHEDULING MUST BE SECURE FROM ATTACK

You might think that a scheduling policy, whether inside the OS itself
(as discussed herein), or in a broader context (e.g., in a distributed stor-
age system’s I/O request handling [Y+18]), is not a security concern, but
in increasingly many cases, it is exactly that. Consider the modern dat-
acenter, in which users from around the world share CPUs, memories,
networks, and storage systems; without care in policy design and en-
forcement, a single user may be able to adversely harm others and gain
advantage for itself. Thus, scheduling policy forms an important part of
the security of a system, and should be carefully constructed.
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Figure 8.6: Without (Left) and With (Right) Gaming Tolerance

8.3 Attempt #2: The Priority Boost

Let’s try to change the rules and see if we can avoid the problem of
starvation. What could we do in order to guarantee that CPU-bound jobs
will make some progress (even if it is not much?).

The simple idea here is to periodically boost the priority of all the jobs
in system. There are many ways to achieve this, but let’s just do some-
thing simple: throw them all in the topmost queue; hence, a new rule:

• Rule 5: After some time period S, move all the jobs in the system
to the topmost queue.

Our new rule solves two problems at once. First, processes are guar-
anteed not to starve: by sitting in the top queue, a job will share the CPU
with other high-priority jobs in a round-robin fashion, and thus eventu-
ally receive service. Second, if a CPU-bound job has become interactive,
the scheduler treats it properly once it has received the priority boost.

Let’s see an example. In this scenario, we just show the behavior of
a long-running job when competing for the CPU with two short-running
interactive jobs. Two graphs are shown in Figure 8.5 (page 6). On the left,
there is no priority boost, and thus the long-running job gets starved once
the two short jobs arrive; on the right, there is a priority boost every 50
ms (which is likely too small of a value, but used here for the example),
and thus we at least guarantee that the long-running job will make some
progress, getting boosted to the highest priority every 50 ms and thus
getting to run periodically.

Of course, the addition of the time period S leads to the obvious ques-
tion: what should S be set to? John Ousterhout, a well-regarded systems
researcher [O11], used to call such values in systems voo-doo constants,
because they seemed to require some form of black magic to set them cor-
rectly. Unfortunately, S has that flavor. If it is set too high, long-running
jobs could starve; too low, and interactive jobs may not get a proper share
of the CPU.
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Figure 8.7: Lower Priority, Longer Quanta

8.4 Attempt #3: Better Accounting

We now have one more problem to solve: how to prevent gaming of
our scheduler? The real culprit here, as you might have guessed, are
Rules 4a and 4b, which let a job retain its priority by relinquishing the
CPU before the time slice expires. So what should we do?

The solution here is to perform better accounting of CPU time at each
level of the MLFQ. Instead of forgetting how much of a time slice a pro-
cess used at a given level, the scheduler should keep track; once a process
has used its allotment, it is demoted to the next priority queue. Whether
it uses the time slice in one long burst or many small ones does not matter.
We thus rewrite Rules 4a and 4b to the following single rule:

• Rule 4: Once a job uses up its time allotment at a given level (re-
gardless of how many times it has given up the CPU), its priority is
reduced (i.e., it moves down one queue).

Let’s look at an example. Figure 8.6 (page 7) shows what happens
when a workload tries to game the scheduler with the old Rules 4a and 4b
(on the left) as well the new anti-gaming Rule 4. Without any protection
from gaming, a process can issue an I/O just before a time slice ends and
thus dominate CPU time. With such protections in place, regardless of
the I/O behavior of the process, it slowly moves down the queues, and
thus cannot gain an unfair share of the CPU.

8.5 Tuning MLFQ And Other Issues

A few other issues arise with MLFQ scheduling. One big question is
how to parameterize such a scheduler. For example, how many queues
should there be? How big should the time slice be per queue? How often
should priority be boosted in order to avoid starvation and account for
changes in behavior? There are no easy answers to these questions, and
thus only some experience with workloads and subsequent tuning of the
scheduler will lead to a satisfactory balance.
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TIP: AVOID VOO-DOO CONSTANTS (OUSTERHOUT’S LAW)
Avoiding voo-doo constants is a good idea whenever possible. Unfor-
tunately, as in the example above, it is often difficult. One could try to
make the system learn a good value, but that too is not straightforward.
The frequent result: a configuration file filled with default parameter val-
ues that a seasoned administrator can tweak when something isn’t quite
working correctly. As you can imagine, these are often left unmodified,
and thus we are left to hope that the defaults work well in the field. This
tip brought to you by our old OS professor, John Ousterhout, and hence
we call it Ousterhout’s Law.

For example, most MLFQ variants allow for varying time-slice length
across different queues. The high-priority queues are usually given short
time slices; they are comprised of interactive jobs, after all, and thus
quickly alternating between them makes sense (e.g., 10 or fewer millisec-
onds). The low-priority queues, in contrast, contain long-running jobs
that are CPU-bound; hence, longer time slices work well (e.g., 100s of
ms). Figure 8.7 (page 8) shows an example in which two jobs run for 20
ms at the highest queue (with a 10-ms time slice), 40 ms in the middle
(20-ms time slice), and with a 40-ms time slice at the lowest.

The Solaris MLFQ implementation — the Time-Sharing scheduling
class, or TS — is particularly easy to configure; it provides a set of tables
that determine exactly how the priority of a process is altered through-
out its lifetime, how long each time slice is, and how often to boost the
priority of a job [AD00]; an administrator can muck with this table in or-
der to make the scheduler behave in different ways. Default values for
the table are 60 queues, with slowly increasing time-slice lengths from
20 milliseconds (highest priority) to a few hundred milliseconds (lowest),
and priorities boosted around every 1 second or so.

Other MLFQ schedulers don’t use a table or the exact rules described
in this chapter; rather they adjust priorities using mathematical formu-
lae. For example, the FreeBSD scheduler (version 4.3) uses a formula to
calculate the current priority level of a job, basing it on how much CPU
the process has used [LM+89]; in addition, usage is decayed over time,
providing the desired priority boost in a different manner than described
herein. See Epema’s paper for an excellent overview of such decay-usage
algorithms and their properties [E95].

Finally, many schedulers have a few other features that you might en-
counter. For example, some schedulers reserve the highest priority levels
for operating system work; thus typical user jobs can never obtain the
highest levels of priority in the system. Some systems also allow some
user advice to help set priorities; for example, by using the command-line
utility nice you can increase or decrease the priority of a job (somewhat)
and thus increase or decrease its chances of running at any given time.
See the man page for more.
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TIP: USE ADVICE WHERE POSSIBLE

As the operating system rarely knows what is best for each and every
process of the system, it is often useful to provide interfaces to allow users
or administrators to provide some hints to the OS. We often call such
hints advice, as the OS need not necessarily pay attention to it, but rather
might take the advice into account in order to make a better decision.
Such hints are useful in many parts of the OS, including the scheduler
(e.g., with nice), memory manager (e.g., madvise), and file system (e.g.,
informed prefetching and caching [P+95]).

8.6 MLFQ: Summary

We have described a scheduling approach known as the Multi-Level
Feedback Queue (MLFQ). Hopefully you can now see why it is called
that: it has multiple levels of queues, and uses feedback to determine the
priority of a given job. History is its guide: pay attention to how jobs
behave over time and treat them accordingly.

The refined set of MLFQ rules, spread throughout the chapter, are re-
produced here for your viewing pleasure:

• Rule 1: If Priority(A) > Priority(B), A runs (B doesn’t).
• Rule 2: If Priority(A) = Priority(B), A & B run in round-robin fash-

ion using the time slice (quantum length) of the given queue.
• Rule 3: When a job enters the system, it is placed at the highest

priority (the topmost queue).
• Rule 4: Once a job uses up its time allotment at a given level (re-

gardless of how many times it has given up the CPU), its priority is
reduced (i.e., it moves down one queue).

• Rule 5: After some time period S, move all the jobs in the system
to the topmost queue.

MLFQ is interesting for the following reason: instead of demanding
a priori knowledge of the nature of a job, it observes the execution of a
job and prioritizes it accordingly. In this way, it manages to achieve the
best of both worlds: it can deliver excellent overall performance (similar
to SJF/STCF) for short-running interactive jobs, and is fair and makes
progress for long-running CPU-intensive workloads. For this reason,
many systems, including BSD UNIX derivatives [LM+89, B86], Solaris
[M06], and Windows NT and subsequent Windows operating systems
[CS97] use a form of MLFQ as their base scheduler.
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Homework (Simulation)

This program, mlfq.py, allows you to see how the MLFQ scheduler
presented in this chapter behaves. See the README for details.

Questions

1. Run a few randomly-generated problems with just two jobs and
two queues; compute the MLFQ execution trace for each. Make
your life easier by limiting the length of each job and turning off
I/Os.

2. How would you run the scheduler to reproduce each of the exam-
ples in the chapter?

3. How would you configure the scheduler parameters to behave just
like a round-robin scheduler?

4. Craft a workload with two jobs and scheduler parameters so that
one job takes advantage of the older Rules 4a and 4b (turned on
with the -S flag) to game the scheduler and obtain 99% of the CPU
over a particular time interval.

5. Given a system with a quantum length of 10 ms in its highest queue,
how often would you have to boost jobs back to the highest priority
level (with the -B flag) in order to guarantee that a single long-
running (and potentially-starving) job gets at least 5% of the CPU?

6. One question that arises in scheduling is which end of a queue to
add a job that just finished I/O; the -I flag changes this behavior
for this scheduling simulator. Play around with some workloads
and see if you can see the effect of this flag.
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A Dialogue on Memory Virtualization

Student: So, are we done with virtualization?

Professor: No!

Student: Hey, no reason to get so excited; I was just asking a question. Students
are supposed to do that, right?

Professor: Well, professors do always say that, but really they mean this: ask
questions, if they are good questions, and you have actually put a little thought
into them.

Student: Well, that sure takes the wind out of my sails.

Professor: Mission accomplished. In any case, we are not nearly done with
virtualization! Rather, you have just seen how to virtualize the CPU, but really
there is a big monster waiting in the closet: memory. Virtualizing memory is
complicated and requires us to understand many more intricate details about
how the hardware and OS interact.

Student: That sounds cool. Why is it so hard?

Professor: Well, there are a lot of details, and you have to keep them straight
in your head to really develop a mental model of what is going on. We’ll start
simple, with very basic techniques like base/bounds, and slowly add complexity
to tackle new challenges, including fun topics like TLBs and multi-level page
tables. Eventually, we’ll be able to describe the workings of a fully-functional
modern virtual memory manager.

Student: Neat! Any tips for the poor student, inundated with all of this infor-
mation and generally sleep-deprived?

Professor: For the sleep deprivation, that’s easy: sleep more (and party less).
For understanding virtual memory, start with this: every address generated
by a user program is a virtual address. The OS is just providing an illusion
to each process, specifically that it has its own large and private memory; with
some hardware help, the OS will turn these pretend virtual addresses into real
physical addresses, and thus be able to locate the desired information.

1



2 A DIALOGUE ON MEMORY VIRTUALIZATION

Student: OK, I think I can remember that... (to self) every address from a user
program is virtual, every address from a user program is virtual, every ...

Professor: What are you mumbling about?

Student: Oh nothing.... (awkward pause) ... Anyway, why does the OS want
to provide this illusion again?

Professor: Mostly ease of use: the OS will give each program the view that it
has a large contiguous address space to put its code and data into; thus, as a
programmer, you never have to worry about things like “where should I store this
variable?” because the virtual address space of the program is large and has lots
of room for that sort of thing. Life, for a programmer, becomes much more tricky
if you have to worry about fitting all of your code data into a small, crowded
memory.

Student: Why else?

Professor: Well, isolation and protection are big deals, too. We don’t want
one errant program to be able to read, or worse, overwrite, some other program’s
memory, do we?

Student: Probably not. Unless it’s a program written by someone you don’t
like.

Professor: Hmmm.... I think we might need to add a class on morals and ethics
to your schedule for next semester. Perhaps OS class isn’t getting the right mes-
sage across.

Student: Maybe we should. But remember, it’s not me who taught us that the
proper OS response to errant process behavior is to kill the offending process!
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The Abstraction: Address Spaces

In the early days, building computer systems was easy. Why, you ask?
Because users didn’t expect much. It is those darned users with their
expectations of “ease of use”, “high performance”, “reliability”, etc., that
really have led to all these headaches. Next time you meet one of those
computer users, thank them for all the problems they have caused.

13.1 Early Systems

From the perspective of memory, early machines didn’t provide much
of an abstraction to users. Basically, the physical memory of the machine
looked something like what you see in Figure 13.1 (page 2).

The OS was a set of routines (a library, really) that sat in memory (start-
ing at physical address 0 in this example), and there would be one run-
ning program (a process) that currently sat in physical memory (starting
at physical address 64k in this example) and used the rest of memory.
There were few illusions here, and the user didn’t expect much from the
OS. Life was sure easy for OS developers in those days, wasn’t it?

13.2 Multiprogramming and Time Sharing

After a time, because machines were expensive, people began to share
machines more effectively. Thus the era of multiprogramming was born
[DV66], in which multiple processes were ready to run at a given time,
and the OS would switch between them, for example when one decided
to perform an I/O. Doing so increased the effective utilization of the
CPU. Such increases in efficiency were particularly important in those
days where each machine cost hundreds of thousands or even millions of
dollars (and you thought your Mac was expensive!).

Soon enough, however, people began demanding more of machines,
and the era of time sharing was born [S59, L60, M62, M83]. Specifically,
many realized the limitations of batch computing, particularly on pro-
grammers themselves [CV65], who were tired of long (and hence ineffec-

1



2 THE ABSTRACTION: ADDRESS SPACES

max

64KB

0KB

Current Program
(code, data, etc.)

Operating System
(code, data, etc.)

Figure 13.1: Operating Systems: The Early Days

tive) program-debug cycles. The notion of interactivity became impor-
tant, as many users might be concurrently using a machine, each waiting
for (or hoping for) a timely response from their currently-executing tasks.

One way to implement time sharing would be to run one process for a
short while, giving it full access to all memory (Figure 13.1), then stop it,
save all of its state to some kind of disk (including all of physical mem-
ory), load some other process’s state, run it for a while, and thus imple-
ment some kind of crude sharing of the machine [M+63].

Unfortunately, this approach has a big problem: it is way too slow,
particularly as memory grows. While saving and restoring register-level
state (the PC, general-purpose registers, etc.) is relatively fast, saving the
entire contents of memory to disk is brutally non-performant. Thus, what
we’d rather do is leave processes in memory while switching between
them, allowing the OS to implement time sharing efficiently (as shown in
Figure 13.2, page 3).

In the diagram, there are three processes (A, B, and C) and each of
them have a small part of the 512KB physical memory carved out for
them. Assuming a single CPU, the OS chooses to run one of the processes
(say A), while the others (B and C) sit in the ready queue waiting to run.

As time sharing became more popular, you can probably guess that
new demands were placed on the operating system. In particular, allow-
ing multiple programs to reside concurrently in memory makes protec-
tion an important issue; you don’t want a process to be able to read, or
worse, write some other process’s memory.
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Operating System
(code, data, etc.)
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(code, data, etc.)
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(code, data, etc.)

Process C
(code, data, etc.)

Figure 13.2: Three Processes: Sharing Memory

13.3 The Address Space

However, we have to keep those pesky users in mind, and doing so
requires the OS to create an easy to use abstraction of physical memory.
We call this abstraction the address space, and it is the running program’s
view of memory in the system. Understanding this fundamental OS ab-
straction of memory is key to understanding how memory is virtualized.

The address space of a process contains all of the memory state of the
running program. For example, the code of the program (the instruc-
tions) have to live in memory somewhere, and thus they are in the ad-
dress space. The program, while it is running, uses a stack to keep track
of where it is in the function call chain as well as to allocate local variables
and pass parameters and return values to and from routines. Finally, the
heap is used for dynamically-allocated, user-managed memory, such as
that you might receive from a call to malloc() in C or new in an object-
oriented language such as C++ or Java. Of course, there are other things
in there too (e.g., statically-initialized variables), but for now let us just
assume those three components: code, stack, and heap.

In the example in Figure 13.3 (page 4), we have a tiny address space

(only 16KB)1. The program code lives at the top of the address space

1We will often use small examples like this because (a) it is a pain to represent a 32-bit
address space and (b) the math is harder. We like simple math.
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contains local variables
arguments to routines, 
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Figure 13.3: An Example Address Space

(starting at 0 in this example, and is packed into the first 1K of the ad-
dress space). Code is static (and thus easy to place in memory), so we can
place it at the top of the address space and know that it won’t need any
more space as the program runs.

Next, we have the two regions of the address space that may grow
(and shrink) while the program runs. Those are the heap (at the top) and
the stack (at the bottom). We place them like this because each wishes to
be able to grow, and by putting them at opposite ends of the address
space, we can allow such growth: they just have to grow in opposite
directions. The heap thus starts just after the code (at 1KB) and grows
downward (say when a user requests more memory via malloc()); the
stack starts at 16KB and grows upward (say when a user makes a proce-
dure call). However, this placement of stack and heap is just a convention;
you could arrange the address space in a different way if you’d like (as
we’ll see later, when multiple threads co-exist in an address space, no
nice way to divide the address space like this works anymore, alas).

Of course, when we describe the address space, what we are describ-
ing is the abstraction that the OS is providing to the running program.
The program really isn’t in memory at physical addresses 0 through 16KB;
rather it is loaded at some arbitrary physical address(es). Examine pro-
cesses A, B, and C in Figure 13.2; there you can see how each process is
loaded into memory at a different address. And hence the problem:
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THE ABSTRACTION: ADDRESS SPACES 5

THE CRUX: HOW TO VIRTUALIZE MEMORY

How can the OS build this abstraction of a private, potentially large
address space for multiple running processes (all sharing memory) on
top of a single, physical memory?

When the OS does this, we say the OS is virtualizing memory, because
the running program thinks it is loaded into memory at a particular ad-
dress (say 0) and has a potentially very large address space (say 32-bits or
64-bits); the reality is quite different.

When, for example, process A in Figure 13.2 tries to perform a load
at address 0 (which we will call a virtual address), somehow the OS, in
tandem with some hardware support, will have to make sure the load
doesn’t actually go to physical address 0 but rather to physical address
320KB (where A is loaded into memory). This is the key to virtualization
of memory, which underlies every modern computer system in the world.

13.4 Goals

Thus we arrive at the job of the OS in this set of notes: to virtualize
memory. The OS will not only virtualize memory, though; it will do so
with style. To make sure the OS does so, we need some goals to guide us.
We have seen these goals before (think of the Introduction), and we’ll see
them again, but they are certainly worth repeating.

One major goal of a virtual memory (VM) system is transparency2.
The OS should implement virtual memory in a way that is invisible to
the running program. Thus, the program shouldn’t be aware of the fact
that memory is virtualized; rather, the program behaves as if it has its
own private physical memory. Behind the scenes, the OS (and hardware)
does all the work to multiplex memory among many different jobs, and
hence implements the illusion.

Another goal of VM is efficiency. The OS should strive to make the
virtualization as efficient as possible, both in terms of time (i.e., not mak-
ing programs run much more slowly) and space (i.e., not using too much
memory for structures needed to support virtualization). In implement-
ing time-efficient virtualization, the OS will have to rely on hardware
support, including hardware features such as TLBs (which we will learn
about in due course).

Finally, a third VM goal is protection. The OS should make sure to
protect processes from one another as well as the OS itself from pro-

2This usage of transparency is sometimes confusing; some students think that “being
transparent” means keeping everything out in the open, i.e., what government should be like.
Here, it means the opposite: that the illusion provided by the OS should not be visible to ap-
plications. Thus, in common usage, a transparent system is one that is hard to notice, not one
that responds to requests as stipulated by the Freedom of Information Act.
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6 THE ABSTRACTION: ADDRESS SPACES

TIP: THE PRINCIPLE OF ISOLATION

Isolation is a key principle in building reliable systems. If two entities are
properly isolated from one another, this implies that one can fail with-
out affecting the other. Operating systems strive to isolate processes from
each other and in this way prevent one from harming the other. By using
memory isolation, the OS further ensures that running programs cannot
affect the operation of the underlying OS. Some modern OS’s take iso-
lation even further, by walling off pieces of the OS from other pieces of
the OS. Such microkernels [BH70, R+89, S+03] thus may provide greater
reliability than typical monolithic kernel designs.

cesses. When one process performs a load, a store, or an instruction fetch,
it should not be able to access or affect in any way the memory contents
of any other process or the OS itself (that is, anything outside its address
space). Protection thus enables us to deliver the property of isolation
among processes; each process should be running in its own isolated co-
coon, safe from the ravages of other faulty or even malicious processes.

In the next chapters, we’ll focus our exploration on the basic mecha-
nisms needed to virtualize memory, including hardware and operating
systems support. We’ll also investigate some of the more relevant poli-
cies that you’ll encounter in operating systems, including how to manage
free space and which pages to kick out of memory when you run low on
space. In doing so, we’ll build up your understanding of how a modern

virtual memory system really works3.

13.5 Summary

We have seen the introduction of a major OS subsystem: virtual mem-
ory. The VM system is responsible for providing the illusion of a large,
sparse, private address space to programs, which hold all of their instruc-
tions and data therein. The OS, with some serious hardware help, will
take each of these virtual memory references, and turn them into physi-
cal addresses, which can be presented to the physical memory in order to
fetch the desired information. The OS will do this for many processes at
once, making sure to protect programs from one another, as well as pro-
tect the OS. The entire approach requires a great deal of mechanism (lots
of low-level machinery) as well as some critical policies to work; we’ll
start from the bottom up, describing the critical mechanisms first. And
thus we proceed!

3Or, we’ll convince you to drop the course. But hold on; if you make it through VM, you’ll
likely make it all the way!
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THE ABSTRACTION: ADDRESS SPACES 7

ASIDE: EVERY ADDRESS YOU SEE IS VIRTUAL

Ever write a C program that prints out a pointer? The value you see
(some large number, often printed in hexadecimal), is a virtual address.
Ever wonder where the code of your program is found? You can print
that out too, and yes, if you can print it, it also is a virtual address. In
fact, any address you can see as a programmer of a user-level program
is a virtual address. It’s only the OS, through its tricky techniques of
virtualizing memory, that knows where in the physical memory of the
machine these instructions and data values lie. So never forget: if you
print out an address in a program, it’s a virtual one, an illusion of how
things are laid out in memory; only the OS (and the hardware) knows the
real truth.

Here’s a little program (va.c) that prints out the locations of the main()
routine (where code lives), the value of a heap-allocated value returned
from malloc(), and the location of an integer on the stack:

1 #include <stdio.h>

2 #include <stdlib.h>

3 int main(int argc, char *argv[]) {

4 printf("location of code : %p\n", main);

5 printf("location of heap : %p\n", malloc(100e6));

6 int x = 3;

7 printf("location of stack: %p\n", &x);

8 return x;

9 }

When run on a 64-bit Mac, we get the following output:

location of code : 0x1095afe50

location of heap : 0x1096008c0

location of stack: 0x7fff691aea64

From this, you can see that code comes first in the address space, then
the heap, and the stack is all the way at the other end of this large virtual
space. All of these addresses are virtual, and will be translated by the OS
and hardware in order to fetch values from their true physical locations.

.
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Homework (Code)

In this homework, we’ll just learn about a few useful tools to examine
virtual memory usage on Linux-based systems. This will only be a brief
hint at what is possible; you’ll have to dive deeper on your own to truly
become an expert (as always!).

Questions

1. The first Linux tool you should check out is the very simple tool
free. First, type man free and read its entire manual page; it’s
short, don’t worry!

2. Now, run free, perhaps using some of the arguments that might
be useful (e.g., -m, to display memory totals in megabytes). How
much memory is in your system? How much is free? Do these
numbers match your intuition?

3. Next, create a little program that uses a certain amount of memory,
called memory-user.c. This program should take one command-
line argument: the number of megabytes of memory it will use.
When run, it should allocate an array, and constantly stream through
the array, touching each entry. The program should do this indefi-
nitely, or, perhaps, for a certain amount of time also specified at the
command line.

4. Now, while running your memory-user program, also (in a dif-
ferent terminal window, but on the same machine) run the free

tool. How do the memory usage totals change when your program
is running? How about when you kill the memory-user program?
Do the numbers match your expectations? Try this for different
amounts of memory usage. What happens when you use really
large amounts of memory?

5. Let’s try one more tool, known as pmap. Spend some time, and read
the pmap manual page in detail.

6. To use pmap, you have to know the process ID of the process you’re
interested in. Thus, first run ps auxw to see a list of all processes;
then, pick an interesting one, such as a browser. You can also use
your memory-user program in this case (indeed, you can even
have that program call getpid() and print out its PID for your
convenience).

7. Now run pmap on some of these processes, using various flags (like
-X) to reveal many details about the process. What do you see?
How many different entities make up a modern address space, as
opposed to our simple conception of code/stack/heap?

8. Finally, let’s run pmap on your memory-user program, with dif-
ferent amounts of used memory. What do you see here? Does the
output from pmap match your expectations?
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Interlude: Memory API

In this interlude, we discuss the memory allocation interfaces in UNIX

systems. The interfaces provided are quite simple, and hence the chapter

is short and to the point1. The main problem we address is this:

CRUX: HOW TO ALLOCATE AND MANAGE MEMORY

In UNIX/C programs, understanding how to allocate and manage
memory is critical in building robust and reliable software. What inter-
faces are commonly used? What mistakes should be avoided?

14.1 Types of Memory

In running a C program, there are two types of memory that are allo-
cated. The first is called stack memory, and allocations and deallocations
of it are managed implicitly by the compiler for you, the programmer; for
this reason it is sometimes called automatic memory.

Declaring memory on the stack in C is easy. For example, let’s say you
need some space in a function func() for an integer, called x. To declare
such a piece of memory, you just do something like this:

void func() {

int x; // declares an integer on the stack

...

}

The compiler does the rest, making sure to make space on the stack
when you call into func(). When you return from the function, the com-
piler deallocates the memory for you; thus, if you want some information
to live beyond the call invocation, you had better not leave that informa-
tion on the stack.

1Indeed, we hope all chapters are! But this one is shorter and pointier, we think.

1



2 INTERLUDE: MEMORY API

It is this need for long-lived memory that gets us to the second type
of memory, called heap memory, where all allocations and deallocations
are explicitly handled by you, the programmer. A heavy responsibility,
no doubt! And certainly the cause of many bugs. But if you are careful
and pay attention, you will use such interfaces correctly and without too
much trouble. Here is an example of how one might allocate an integer
on the heap:

void func() {

int *x = (int *) malloc(sizeof(int));

...

}

A couple of notes about this small code snippet. First, you might no-
tice that both stack and heap allocation occur on this line: first the com-
piler knows to make room for a pointer to an integer when it sees your
declaration of said pointer (int *x); subsequently, when the program
calls malloc(), it requests space for an integer on the heap; the routine
returns the address of such an integer (upon success, or NULL on failure),
which is then stored on the stack for use by the program.

Because of its explicit nature, and because of its more varied usage,
heap memory presents more challenges to both users and systems. Thus,
it is the focus of the remainder of our discussion.

14.2 The malloc() Call

The malloc() call is quite simple: you pass it a size asking for some
room on the heap, and it either succeeds and gives you back a pointer to

the newly-allocated space, or fails and returns NULL2.
The manual page shows what you need to do to use malloc; type man

malloc at the command line and you will see:

#include <stdlib.h>

...

void *malloc(size_t size);

From this information, you can see that all you need to do is include
the header file stdlib.h to use malloc. In fact, you don’t really need to
even do this, as the C library, which all C programs link with by default,
has the code for malloc() inside of it; adding the header just lets the
compiler check whether you are calling malloc() correctly (e.g., passing
the right number of arguments to it, of the right type).

The single parameter malloc() takes is of type size t which sim-
ply describes how many bytes you need. However, most programmers
do not type in a number here directly (such as 10); indeed, it would be
considered poor form to do so. Instead, various routines and macros are

2Note that NULL in C isn’t really anything special at all, just a macro for the value zero.
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TIP: WHEN IN DOUBT, TRY IT OUT

If you aren’t sure how some routine or operator you are using behaves,
there is no substitute for simply trying it out and making sure it behaves
as you expect. While reading the manual pages or other documentation
is useful, how it works in practice is what matters. Write some code and
test it! That is no doubt the best way to make sure your code behaves as
you desire. Indeed, that is what we did to double-check the things we
were saying about sizeof() were actually true!

utilized. For example, to allocate space for a double-precision floating
point value, you simply do this:

double *d = (double *) malloc(sizeof(double));

Wow, that’s lot of double-ing! This invocation of malloc() uses the
sizeof() operator to request the right amount of space; in C, this is
generally thought of as a compile-time operator, meaning that the actual
size is known at compile time and thus a number (in this case, 8, for a
double) is substituted as the argument to malloc(). For this reason,
sizeof() is correctly thought of as an operator and not a function call
(a function call would take place at run time).

You can also pass in the name of a variable (and not just a type) to
sizeof(), but in some cases you may not get the desired results, so be
careful. For example, let’s look at the following code snippet:

int *x = malloc(10 * sizeof(int));

printf("%d\n", sizeof(x));

In the first line, we’ve declared space for an array of 10 integers, which
is fine and dandy. However, when we use sizeof() in the next line,
it returns a small value, such as 4 (on 32-bit machines) or 8 (on 64-bit
machines). The reason is that in this case, sizeof() thinks we are sim-
ply asking how big a pointer to an integer is, not how much memory we
have dynamically allocated. However, sometimes sizeof() does work
as you might expect:

int x[10];

printf("%d\n", sizeof(x));

In this case, there is enough static information for the compiler to
know that 40 bytes have been allocated.

Another place to be careful is with strings. When declaring space for a
string, use the following idiom: malloc(strlen(s) + 1), which gets
the length of the string using the function strlen(), and adds 1 to it
in order to make room for the end-of-string character. Using sizeof()

may lead to trouble here.
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4 INTERLUDE: MEMORY API

You might also notice that malloc() returns a pointer to type void.
Doing so is just the way in C to pass back an address and let the pro-
grammer decide what to do with it. The programmer further helps out
by using what is called a cast; in our example above, the programmer
casts the return type of malloc() to a pointer to a double. Casting
doesn’t really accomplish anything, other than tell the compiler and other
programmers who might be reading your code: “yeah, I know what I’m
doing.” By casting the result of malloc(), the programmer is just giving
some reassurance; the cast is not needed for the correctness.

14.3 The free() Call

As it turns out, allocating memory is the easy part of the equation;
knowing when, how, and even if to free memory is the hard part. To free
heap memory that is no longer in use, programmers simply call free():

int *x = malloc(10 * sizeof(int));

...

free(x);

The routine takes one argument, a pointer returned by malloc().
Thus, you might notice, the size of the allocated region is not passed in
by the user, and must be tracked by the memory-allocation library itself.

14.4 Common Errors

There are a number of common errors that arise in the use of malloc()
and free(). Here are some we’ve seen over and over again in teaching
the undergraduate operating systems course. All of these examples com-
pile and run with nary a peep from the compiler; while compiling a C
program is necessary to build a correct C program, it is far from suffi-
cient, as you will learn (often in the hard way).

Correct memory management has been such a problem, in fact, that
many newer languages have support for automatic memory manage-
ment. In such languages, while you call something akin to malloc()

to allocate memory (usually new or something similar to allocate a new
object), you never have to call something to free space; rather, a garbage
collector runs and figures out what memory you no longer have refer-
ences to and frees it for you.

Forgetting To Allocate Memory

Many routines expect memory to be allocated before you call them. For
example, the routine strcpy(dst, src) copies a string from a source
pointer to a destination pointer. However, if you are not careful, you
might do this:

char *src = "hello";

char *dst; // oops! unallocated

strcpy(dst, src); // segfault and die
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TIP: IT COMPILED OR IT RAN 6= IT IS CORRECT

Just because a program compiled(!) or even ran once or many times cor-
rectly does not mean the program is correct. Many events may have con-
spired to get you to a point where you believe it works, but then some-
thing changes and it stops. A common student reaction is to say (or yell)
“But it worked before!” and then blame the compiler, operating system,
hardware, or even (dare we say it) the professor. But the problem is usu-
ally right where you think it would be, in your code. Get to work and
debug it before you blame those other components.

When you run this code, it will likely lead to a segmentation fault3,
which is a fancy term for YOU DID SOMETHING WRONG WITH
MEMORY YOU FOOLISH PROGRAMMER AND I AM ANGRY.

In this case, the proper code might instead look like this:

char *src = "hello";

char *dst = (char *) malloc(strlen(src) + 1);

strcpy(dst, src); // work properly

Alternately, you could use strdup() and make your life even easier.
Read the strdup man page for more information.

Not Allocating Enough Memory

A related error is not allocating enough memory, sometimes called a buffer
overflow. In the example above, a common error is to make almost enough
room for the destination buffer.

char *src = "hello";

char *dst = (char *) malloc(strlen(src)); // too small!

strcpy(dst, src); // work properly

Oddly enough, depending on how malloc is implemented and many
other details, this program will often run seemingly correctly. In some
cases, when the string copy executes, it writes one byte too far past the
end of the allocated space, but in some cases this is harmless, perhaps
overwriting a variable that isn’t used anymore. In some cases, these over-
flows can be incredibly harmful, and in fact are the source of many secu-
rity vulnerabilities in systems [W06]. In other cases, the malloc library
allocated a little extra space anyhow, and thus your program actually
doesn’t scribble on some other variable’s value and works quite fine. In
even other cases, the program will indeed fault and crash. And thus we
learn another valuable lesson: even though it ran correctly once, doesn’t
mean it’s correct.

3Although it sounds arcane, you will soon learn why such an illegal memory access is
called a segmentation fault; if that isn’t incentive to read on, what is?
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6 INTERLUDE: MEMORY API

Forgetting to Initialize Allocated Memory

With this error, you call malloc() properly, but forget to fill in some val-
ues into your newly-allocated data type. Don’t do this! If you do forget,
your program will eventually encounter an uninitialized read, where it
reads from the heap some data of unknown value. Who knows what
might be in there? If you’re lucky, some value such that the program still
works (e.g., zero). If you’re not lucky, something random and harmful.

Forgetting To Free Memory

Another common error is known as a memory leak, and it occurs when
you forget to free memory. In long-running applications or systems (such
as the OS itself), this is a huge problem, as slowly leaking memory even-
tually leads one to run out of memory, at which point a restart is required.
Thus, in general, when you are done with a chunk of memory, you should
make sure to free it. Note that using a garbage-collected language doesn’t
help here: if you still have a reference to some chunk of memory, no
garbage collector will ever free it, and thus memory leaks remain a prob-
lem even in more modern languages.

In some cases, it may seem like not calling free() is reasonable. For
example, your program is short-lived, and will soon exit; in this case,
when the process dies, the OS will clean up all of its allocated pages and
thus no memory leak will take place per se. While this certainly “works”
(see the aside on page 7), it is probably a bad habit to develop, so be wary
of choosing such a strategy. In the long run, one of your goals as a pro-
grammer is to develop good habits; one of those habits is understanding
how you are managing memory, and (in languages like C), freeing the
blocks you have allocated. Even if you can get away with not doing so,
it is probably good to get in the habit of freeing each and every byte you
explicitly allocate.

Freeing Memory Before You Are Done With It

Sometimes a program will free memory before it is finished using it; such
a mistake is called a dangling pointer, and it, as you can guess, is also a
bad thing. The subsequent use can crash the program, or overwrite valid
memory (e.g., you called free(), but then called malloc() again to
allocate something else, which then recycles the errantly-freed memory).

Freeing Memory Repeatedly

Programs also sometimes free memory more than once; this is known as
the double free. The result of doing so is undefined. As you can imag-
ine, the memory-allocation library might get confused and do all sorts of
weird things; crashes are a common outcome.
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INTERLUDE: MEMORY API 7

ASIDE: WHY NO MEMORY IS LEAKED ONCE YOUR PROCESS EXITS

When you write a short-lived program, you might allocate some space
using malloc(). The program runs and is about to complete: is there
need to call free() a bunch of times just before exiting? While it seems
wrong not to, no memory will be “lost” in any real sense. The reason is
simple: there are really two levels of memory management in the system.

The first level of memory management is performed by the OS, which
hands out memory to processes when they run, and takes it back when
processes exit (or otherwise die). The second level of management
is within each process, for example within the heap when you call
malloc() and free(). Even if you fail to call free() (and thus leak
memory in the heap), the operating system will reclaim all the memory of
the process (including those pages for code, stack, and, as relevant here,
heap) when the program is finished running. No matter what the state
of your heap in your address space, the OS takes back all of those pages
when the process dies, thus ensuring that no memory is lost despite the
fact that you didn’t free it.

Thus, for short-lived programs, leaking memory often does not cause any
operational problems (though it may be considered poor form). When
you write a long-running server (such as a web server or database man-
agement system, which never exit), leaked memory is a much bigger is-
sue, and will eventually lead to a crash when the application runs out of
memory. And of course, leaking memory is an even larger issue inside
one particular program: the operating system itself. Showing us once
again: those who write the kernel code have the toughest job of all...

Calling free() Incorrectly

One last problem we discuss is the call of free() incorrectly. After all,
free() expects you only to pass to it one of the pointers you received
from malloc() earlier. When you pass in some other value, bad things
can (and do) happen. Thus, such invalid frees are dangerous and of
course should also be avoided.

Summary

As you can see, there are lots of ways to abuse memory. Because of fre-
quent errors with memory, a whole ecosphere of tools have developed to
help find such problems in your code. Check out both purify [HJ92] and
valgrind [SN05]; both are excellent at helping you locate the source of
your memory-related problems. Once you become accustomed to using
these powerful tools, you will wonder how you survived without them.
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8 INTERLUDE: MEMORY API

14.5 Underlying OS Support

You might have noticed that we haven’t been talking about system
calls when discussing malloc() and free(). The reason for this is sim-
ple: they are not system calls, but rather library calls. Thus the malloc li-
brary manages space within your virtual address space, but itself is built
on top of some system calls which call into the OS to ask for more mem-
ory or release some back to the system.

One such system call is called brk, which is used to change the loca-
tion of the program’s break: the location of the end of the heap. It takes
one argument (the address of the new break), and thus either increases or
decreases the size of the heap based on whether the new break is larger
or smaller than the current break. An additional call sbrk is passed an
increment but otherwise serves a similar purpose.

Note that you should never directly call either brk or sbrk. They
are used by the memory-allocation library; if you try to use them, you
will likely make something go (horribly) wrong. Stick to malloc() and
free() instead.

Finally, you can also obtain memory from the operating system via the
mmap() call. By passing in the correct arguments, mmap() can create an
anonymous memory region within your program — a region which is not
associated with any particular file but rather with swap space, something
we’ll discuss in detail later on in virtual memory. This memory can then
also be treated like a heap and managed as such. Read the manual page
of mmap() for more details.

14.6 Other Calls

There are a few other calls that the memory-allocation library sup-
ports. For example, calloc() allocates memory and also zeroes it be-
fore returning; this prevents some errors where you assume that memory
is zeroed and forget to initialize it yourself (see the paragraph on “unini-
tialized reads” above). The routine realloc() can also be useful, when
you’ve allocated space for something (say, an array), and then need to
add something to it: realloc() makes a new larger region of memory,
copies the old region into it, and returns the pointer to the new region.

14.7 Summary

We have introduced some of the APIs dealing with memory allocation.
As always, we have just covered the basics; more details are available
elsewhere. Read the C book [KR88] and Stevens [SR05] (Chapter 7) for
more information. For a cool modern paper on how to detect and correct
many of these problems automatically, see Novark et al. [N+07]; this
paper also contains a nice summary of common problems and some neat
ideas on how to find and fix them.
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10 INTERLUDE: MEMORY API

Homework (Code)

In this homework, you will gain some familiarity with memory allo-
cation. First, you’ll write some buggy programs (fun!). Then, you’ll use
some tools to help you find the bugs you inserted. Then, you will realize
how awesome these tools are and use them in the future, thus making
yourself more happy and productive. The tools are the debugger (e.g.,
gdb) and a memory-bug detector called valgrind [SN05].

Questions

1. First, write a simple program called null.c that creates a pointer
to an integer, sets it to NULL, and then tries to dereference it. Com-
pile this into an executable called null. What happens when you
run this program?

2. Next, compile this program with symbol information included (with
the -g flag). Doing so let’s put more information into the exe-
cutable, enabling the debugger to access more useful information
about variable names and the like. Run the program under the de-
bugger by typing gdb null and then, once gdb is running, typing
run. What does gdb show you?

3. Finally, use the valgrind tool on this program. We’ll use the memcheck
tool that is a part of valgrind to analyze what happens. Run
this by typing in the following: valgrind --leak-check=yes

null. What happens when you run this? Can you interpret the
output from the tool?

4. Write a simple program that allocates memory using malloc() but
forgets to free it before exiting. What happens when this program
runs? Can you use gdb to find any problems with it? How about
valgrind (again with the --leak-check=yes flag)?

5. Write a program that creates an array of integers called data of size
100 using malloc; then, set data[100] to zero. What happens
when you run this program? What happens when you run this
program using valgrind? Is the program correct?

6. Create a program that allocates an array of integers (as above), frees
them, and then tries to print the value of one of the elements of
the array. Does the program run? What happens when you use
valgrind on it?

7. Now pass a funny value to free (e.g., a pointer in the middle of the
array you allocated above). What happens? Do you need tools to
find this type of problem?
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INTERLUDE: MEMORY API 11

8. Try out some of the other interfaces to memory allocation. For ex-
ample, create a simple vector-like data structure and related rou-
tines that use realloc() to manage the vector. Use an array to
store the vectors elements; when a user adds an entry to the vec-
tor, use realloc() to allocate more space for it. How well does
such a vector perform? How does it compare to a linked list? Use
valgrind to help you find bugs.

9. Spend more time and read about using gdb and valgrind. Know-
ing your tools is critical; spend the time and learn how to become
an expert debugger in the UNIX and C environment.
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Mechanism: Address Translation

In developing the virtualization of the CPU, we focused on a general
mechanism known as limited direct execution (or LDE). The idea be-
hind LDE is simple: for the most part, let the program run directly on the
hardware; however, at certain key points in time (such as when a process
issues a system call, or a timer interrupt occurs), arrange so that the OS
gets involved and makes sure the “right” thing happens. Thus, the OS,
with a little hardware support, tries its best to get out of the way of the
running program, to deliver an efficient virtualization; however, by inter-
posing at those critical points in time, the OS ensures that it maintains
control over the hardware. Efficiency and control together are two of the
main goals of any modern operating system.

In virtualizing memory, we will pursue a similar strategy, attaining
both efficiency and control while providing the desired virtualization. Ef-
ficiency dictates that we make use of hardware support, which at first
will be quite rudimentary (e.g., just a few registers) but will grow to be
fairly complex (e.g., TLBs, page-table support, and so forth, as you will
see). Control implies that the OS ensures that no application is allowed
to access any memory but its own; thus, to protect applications from one
another, and the OS from applications, we will need help from the hard-
ware here too. Finally, we will need a little more from the VM system, in
terms of flexibility; specifically, we’d like for programs to be able to use
their address spaces in whatever way they would like, thus making the
system easier to program. And thus we arrive at the refined crux:

THE CRUX:
HOW TO EFFICIENTLY AND FLEXIBLY VIRTUALIZE MEMORY

How can we build an efficient virtualization of memory? How do
we provide the flexibility needed by applications? How do we maintain
control over which memory locations an application can access, and thus
ensure that application memory accesses are properly restricted? How
do we do all of this efficiently?

1



2 MECHANISM: ADDRESS TRANSLATION

The generic technique we will use, which you can consider an addition
to our general approach of limited direct execution, is something that is
referred to as hardware-based address translation, or just address trans-
lation for short. With address translation, the hardware transforms each
memory access (e.g., an instruction fetch, load, or store), changing the vir-
tual address provided by the instruction to a physical address where the
desired information is actually located. Thus, on each and every memory
reference, an address translation is performed by the hardware to redirect
application memory references to their actual locations in memory.

Of course, the hardware alone cannot virtualize memory, as it just pro-
vides the low-level mechanism for doing so efficiently. The OS must get
involved at key points to set up the hardware so that the correct trans-
lations take place; it must thus manage memory, keeping track of which
locations are free and which are in use, and judiciously intervening to
maintain control over how memory is used.

Once again the goal of all of this work is to create a beautiful illu-
sion: that the program has its own private memory, where its own code
and data reside. Behind that virtual reality lies the ugly physical truth:
that many programs are actually sharing memory at the same time, as
the CPU (or CPUs) switches between running one program and the next.
Through virtualization, the OS (with the hardware’s help) turns the ugly
machine reality into a useful, powerful, and easy to use abstraction.

15.1 Assumptions
Our first attempts at virtualizing memory will be very simple, almost

laughably so. Go ahead, laugh all you want; pretty soon it will be the OS
laughing at you, when you try to understand the ins and outs of TLBs,
multi-level page tables, and other technical wonders. Don’t like the idea
of the OS laughing at you? Well, you may be out of luck then; that’s just
how the OS rolls.

Specifically, we will assume for now that the user’s address space must
be placed contiguously in physical memory. We will also assume, for sim-
plicity, that the size of the address space is not too big; specifically, that
it is less than the size of physical memory. Finally, we will also assume that
each address space is exactly the same size. Don’t worry if these assump-
tions sound unrealistic; we will relax them as we go, thus achieving a
realistic virtualization of memory.

15.2 An Example
To understand better what we need to do to implement address trans-

lation, and why we need such a mechanism, let’s look at a simple exam-
ple. Imagine there is a process whose address space is as indicated in
Figure 15.1. What we are going to examine here is a short code sequence
that loads a value from memory, increments it by three, and then stores
the value back into memory. You can imagine the C-language represen-
tation of this code might look like this:
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MECHANISM: ADDRESS TRANSLATION 3

TIP: INTERPOSITION IS POWERFUL

Interposition is a generic and powerful technique that is often used to
great effect in computer systems. In virtualizing memory, the hardware
will interpose on each memory access, and translate each virtual address
issued by the process to a physical address where the desired informa-
tion is actually stored. However, the general technique of interposition is
much more broadly applicable; indeed, almost any well-defined interface
can be interposed upon, to add new functionality or improve some other
aspect of the system. One of the usual benefits of such an approach is
transparency; the interposition often is done without changing the inter-
face of the client, thus requiring no changes to said client.

void func() {

int x = 3000; // thanks, Perry.

x = x + 3; // line of code we are interested in

...

The compiler turns this line of code into assembly, which might look
something like this (in x86 assembly). Use objdump on Linux or otool
on a Mac to disassemble it:

128: movl 0x0(%ebx), %eax ;load 0+ebx into eax

132: addl $0x03, %eax ;add 3 to eax register

135: movl %eax, 0x0(%ebx) ;store eax back to mem

This code snippet is relatively straightforward; it presumes that the
address of x has been placed in the register ebx, and then loads the value
at that address into the general-purpose register eax using the movl in-
struction (for “longword” move). The next instruction adds 3 to eax,
and the final instruction stores the value in eax back into memory at that
same location.

In Figure 15.1 (page 4), observe how both the code and data are laid
out in the process’s address space; the three-instruction code sequence is
located at address 128 (in the code section near the top), and the value
of the variable x at address 15 KB (in the stack near the bottom). In the
figure, the initial value of x is 3000, as shown in its location on the stack.

When these instructions run, from the perspective of the process, the
following memory accesses take place.

• Fetch instruction at address 128
• Execute this instruction (load from address 15 KB)
• Fetch instruction at address 132
• Execute this instruction (no memory reference)
• Fetch the instruction at address 135
• Execute this instruction (store to address 15 KB)
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4 MECHANISM: ADDRESS TRANSLATION
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Program Code
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movl 0x0(%ebx),%eax
addl 0x03, %eax
movl %eax,0x0(%ebx)

3000

Figure 15.1: A Process And Its Address Space
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Figure 15.2: Physical Memory with a Single Relocated Process

From the program’s perspective, its address space starts at address 0
and grows to a maximum of 16 KB; all memory references it generates
should be within these bounds. However, to virtualize memory, the OS
wants to place the process somewhere else in physical memory, not nec-
essarily at address 0. Thus, we have the problem: how can we relocate
this process in memory in a way that is transparent to the process? How
can we provide the illusion of a virtual address space starting at 0, when
in reality the address space is located at some other physical address?

An example of what physical memory might look like once this pro-
cess’s address space has been placed in memory is found in Figure 15.2.
In the figure, you can see the OS using the first slot of physical memory
for itself, and that it has relocated the process from the example above
into the slot starting at physical memory address 32 KB. The other two
slots are free (16 KB-32 KB and 48 KB-64 KB).

15.3 Dynamic (Hardware-based) Relocation

To gain some understanding of hardware-based address translation,
we’ll first discuss its first incarnation. Introduced in the first time-sharing
machines of the late 1950’s is a simple idea referred to as base and bounds;
the technique is also referred to as dynamic relocation; we’ll use both
terms interchangeably [SS74].

Specifically, we’ll need two hardware registers within each CPU: one
is called the base register, and the other the bounds (sometimes called a
limit register). This base-and-bounds pair is going to allow us to place the
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6 MECHANISM: ADDRESS TRANSLATION

ASIDE: SOFTWARE-BASED RELOCATION

In the early days, before hardware support arose, some systems per-
formed a crude form of relocation purely via software methods. The
basic technique is referred to as static relocation, in which a piece of soft-
ware known as the loader takes an executable that is about to be run and
rewrites its addresses to the desired offset in physical memory.

For example, if an instruction was a load from address 1000 into a reg-
ister (e.g., movl 1000, %eax), and the address space of the program
was loaded starting at address 3000 (and not 0, as the program thinks),
the loader would rewrite the instruction to offset each address by 3000
(e.g., movl 4000, %eax). In this way, a simple static relocation of the
process’s address space is achieved.

However, static relocation has numerous problems. First and most im-
portantly, it does not provide protection, as processes can generate bad
addresses and thus illegally access other process’s or even OS memory; in
general, hardware support is likely needed for true protection [WL+93].
Another negative is that once placed, it is difficult to later relocate an ad-
dress space to another location [M65].

address space anywhere we’d like in physical memory, and do so while
ensuring that the process can only access its own address space.

In this setup, each program is written and compiled as if it is loaded at
address zero. However, when a program starts running, the OS decides
where in physical memory it should be loaded and sets the base register
to that value. In the example above, the OS decides to load the process at
physical address 32 KB and thus sets the base register to this value.

Interesting things start to happen when the process is running. Now,
when any memory reference is generated by the process, it is translated
by the processor in the following manner:

physical address = virtual address + base

Each memory reference generated by the process is a virtual address;
the hardware in turn adds the contents of the base register to this address
and the result is a physical address that can be issued to the memory
system.

To understand this better, let’s trace through what happens when a
single instruction is executed. Specifically, let’s look at one instruction
from our earlier sequence:

128: movl 0x0(%ebx), %eax

The program counter (PC) is set to 128; when the hardware needs to
fetch this instruction, it first adds the value to the base register value
of 32 KB (32768) to get a physical address of 32896; the hardware then
fetches the instruction from that physical address. Next, the processor
begins executing the instruction. At some point, the process then issues
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MECHANISM: ADDRESS TRANSLATION 7

TIP: HARDWARE-BASED DYNAMIC RELOCATION

With dynamic relocation, a little hardware goes a long way. Namely, a
base register is used to transform virtual addresses (generated by the pro-
gram) into physical addresses. A bounds (or limit) register ensures that
such addresses are within the confines of the address space. Together
they provide a simple and efficient virtualization of memory.

the load from virtual address 15 KB, which the processor takes and again
adds to the base register (32 KB), getting the final physical address of
47 KB and thus the desired contents.

Transforming a virtual address into a physical address is exactly the
technique we refer to as address translation; that is, the hardware takes a
virtual address the process thinks it is referencing and transforms it into
a physical address which is where the data actually resides. Because this
relocation of the address happens at runtime, and because we can move
address spaces even after the process has started running, the technique
is often referred to as dynamic relocation [M65].

Now you might be asking: what happened to that bounds (limit) reg-
ister? After all, isn’t this the base and bounds approach? Indeed, it is. As
you might have guessed, the bounds register is there to help with protec-
tion. Specifically, the processor will first check that the memory reference
is within bounds to make sure it is legal; in the simple example above, the
bounds register would always be set to 16 KB. If a process generates a vir-
tual address that is greater than the bounds, or one that is negative, the
CPU will raise an exception, and the process will likely be terminated.
The point of the bounds is thus to make sure that all addresses generated
by the process are legal and within the “bounds” of the process.

We should note that the base and bounds registers are hardware struc-
tures kept on the chip (one pair per CPU). Sometimes people call the
part of the processor that helps with address translation the memory
management unit (MMU); as we develop more sophisticated memory-
management techniques, we will be adding more circuitry to the MMU.

A small aside about bound registers, which can be defined in one of
two ways. In one way (as above), it holds the size of the address space,
and thus the hardware checks the virtual address against it first before
adding the base. In the second way, it holds the physical address of the
end of the address space, and thus the hardware first adds the base and
then makes sure the address is within bounds. Both methods are logically
equivalent; for simplicity, we’ll usually assume the former method.

Example Translations

To understand address translation via base-and-bounds in more detail,
let’s take a look at an example. Imagine a process with an address space of
size 4 KB (yes, unrealistically small) has been loaded at physical address
16 KB. Here are the results of a number of address translations:
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8 MECHANISM: ADDRESS TRANSLATION

Virtual Address Physical Address
0 → 16 KB

1 KB → 17 KB
3000 → 19384
4400 → Fault (out of bounds)

As you can see from the example, it is easy for you to simply add the
base address to the virtual address (which can rightly be viewed as an
offset into the address space) to get the resulting physical address. Only
if the virtual address is “too big” or negative will the result be a fault,
causing an exception to be raised.

15.4 Hardware Support: A Summary

Let us now summarize the support we need from the hardware (also
see Figure 15.3, page 9). First, as discussed in the chapter on CPU virtual-
ization, we require two different CPU modes. The OS runs in privileged
mode (or kernel mode), where it has access to the entire machine; appli-
cations run in user mode, where they are limited in what they can do. A
single bit, perhaps stored in some kind of processor status word, indi-
cates which mode the CPU is currently running in; upon certain special
occasions (e.g., a system call or some other kind of exception or interrupt),
the CPU switches modes.

The hardware must also provide the base and bounds registers them-
selves; each CPU thus has an additional pair of registers, part of the mem-
ory management unit (MMU) of the CPU. When a user program is run-
ning, the hardware will translate each address, by adding the base value
to the virtual address generated by the user program. The hardware must
also be able to check whether the address is valid, which is accomplished
by using the bounds register and some circuitry within the CPU.

The hardware should provide special instructions to modify the base
and bounds registers, allowing the OS to change them when different
processes run. These instructions are privileged; only in kernel (or priv-
ileged) mode can the registers be modified. Imagine the havoc a user

process could wreak1 if it could arbitrarily change the base register while

1Is there anything other than “havoc” that can be “wreaked”? [W17]

ASIDE: DATA STRUCTURE — THE FREE LIST

The OS must track which parts of free memory are not in use, so as to
be able to allocate memory to processes. Many different data structures
can of course be used for such a task; the simplest (which we will assume
here) is a free list, which simply is a list of the ranges of the physical
memory which are not currently in use.
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MECHANISM: ADDRESS TRANSLATION 9

Hardware Requirements Notes

Privileged mode Needed to prevent user-mode processes
from executing privileged operations

Base/bounds registers Need pair of registers per CPU to support
address translation and bounds checks

Ability to translate virtual addresses Circuitry to do translations and check
and check if within bounds limits; in this case, quite simple

Privileged instruction(s) to OS must be able to set these values
update base/bounds before letting a user program run

Privileged instruction(s) to register OS must be able to tell hardware what
exception handlers code to run if exception occurs

Ability to raise exceptions When processes try to access privileged
instructions or out-of-bounds memory

Figure 15.3: Dynamic Relocation: Hardware Requirements

running. Imagine it! And then quickly flush such dark thoughts from
your mind, as they are the ghastly stuff of which nightmares are made.

Finally, the CPU must be able to generate exceptions in situations
where a user program tries to access memory illegally (with an address
that is “out of bounds”); in this case, the CPU should stop executing the
user program and arrange for the OS “out-of-bounds” exception handler
to run. The OS handler can then figure out how to react, in this case likely
terminating the process. Similarly, if a user program tries to change the
values of the (privileged) base and bounds registers, the CPU should raise
an exception and run the “tried to execute a privileged operation while
in user mode” handler. The CPU also must provide a method to inform
it of the location of these handlers; a few more privileged instructions are
thus needed.

15.5 Operating System Issues

Just as the hardware provides new features to support dynamic relo-
cation, the OS now has new issues it must handle; the combination of
hardware support and OS management leads to the implementation of
a simple virtual memory. Specifically, there are a few critical junctures
where the OS must get involved to implement our base-and-bounds ver-
sion of virtual memory.

First, the OS must take action when a process is created, finding space
for its address space in memory. Fortunately, given our assumptions that
each address space is (a) smaller than the size of physical memory and
(b) the same size, this is quite easy for the OS; it can simply view physical
memory as an array of slots, and track whether each one is free or in
use. When a new process is created, the OS will have to search a data
structure (often called a free list) to find room for the new address space
and then mark it used. With variable-sized address spaces, life is more
complicated, but we will leave that concern for future chapters.
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10 MECHANISM: ADDRESS TRANSLATION

OS Requirements Notes

Memory management Need to allocate memory for new processes;
Reclaim memory from terminated processes;
Generally manage memory via free list

Base/bounds management Must set base/bounds properly upon context switch
Exception handling Code to run when exceptions arise;

likely action is to terminate offending process

Figure 15.4: Dynamic Relocation: Operating System Responsibilities

Let’s look at an example. In Figure 15.2 (page 5), you can see the OS
using the first slot of physical memory for itself, and that it has relocated
the process from the example above into the slot starting at physical mem-
ory address 32 KB. The other two slots are free (16 KB-32 KB and 48 KB-
64 KB); thus, the free list should consist of these two entries.

Second, the OS must do some work when a process is terminated (i.e.,
when it exits gracefully, or is forcefully killed because it misbehaved),
reclaiming all of its memory for use in other processes or the OS. Upon
termination of a process, the OS thus puts its memory back on the free
list, and cleans up any associated data structures as need be.

Third, the OS must also perform a few additional steps when a context
switch occurs. There is only one base and bounds register pair on each
CPU, after all, and their values differ for each running program, as each
program is loaded at a different physical address in memory. Thus, the
OS must save and restore the base-and-bounds pair when it switches be-
tween processes. Specifically, when the OS decides to stop running a pro-
cess, it must save the values of the base and bounds registers to memory,
in some per-process structure such as the process structure or process
control block (PCB). Similarly, when the OS resumes a running process
(or runs it the first time), it must set the values of the base and bounds on
the CPU to the correct values for this process.

We should note that when a process is stopped (i.e., not running), it is
possible for the OS to move an address space from one location in mem-
ory to another rather easily. To move a process’s address space, the OS
first deschedules the process; then, the OS copies the address space from
the current location to the new location; finally, the OS updates the saved
base register (in the process structure) to point to the new location. When
the process is resumed, its (new) base register is restored, and it begins
running again, oblivious that its instructions and data are now in a com-
pletely new spot in memory.

Fourth, the OS must provide exception handlers, or functions to be
called, as discussed above; the OS installs these handlers at boot time (via
privileged instructions). For example, if a process tries to access mem-
ory outside its bounds, the CPU will raise an exception; the OS must be
prepared to take action when such an exception arises. The common reac-
tion of the OS will be one of hostility: it will likely terminate the offending
process. The OS should be highly protective of the machine it is running,
and thus it does not take kindly to a process trying to access memory or
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MECHANISM: ADDRESS TRANSLATION 11

OS @ boot Hardware (No Program Yet)
(kernel mode)

initialize trap table
remember addresses of...

system call handler
timer handler
illegal mem-access handler
illegal instruction handler

start interrupt timer
start timer; interrupt after X ms

initialize process table
initialize free list

Figure 15.5: Limited Direct Execution (Dynamic Relocation) @ Boot

execute instructions that it shouldn’t. Bye bye, misbehaving process; it’s
been nice knowing you.

Figures 15.5 and 15.6 (page 12) illustrate much of the hardware/OS
interaction in a timeline. The first figure shows what the OS does at boot
time to ready the machine for use, and the second shows what happens
when a process (Process A) starts running; note how its memory transla-
tions are handled by the hardware with no OS intervention. At some
point (middle of second figure), a timer interrupt occurs, and the OS
switches to Process B, which executes a “bad load” (to an illegal memory
address); at that point, the OS must get involved, terminating the process
and cleaning up by freeing B’s memory and removing its entry from the
process table. As you can see from the figures, we are still following the
basic approach of limited direct execution. In most cases, the OS just
sets up the hardware appropriately and lets the process run directly on
the CPU; only when the process misbehaves does the OS have to become
involved.

15.6 Summary

In this chapter, we have extended the concept of limited direct exe-
cution with a specific mechanism used in virtual memory, known as ad-
dress translation. With address translation, the OS can control each and
every memory access from a process, ensuring the accesses stay within
the bounds of the address space. Key to the efficiency of this technique
is hardware support, which performs the translation quickly for each ac-
cess, turning virtual addresses (the process’s view of memory) into phys-
ical ones (the actual view). All of this is performed in a way that is trans-
parent to the process that has been relocated; the process has no idea its
memory references are being translated, making for a wonderful illusion.

We have also seen one particular form of virtualization, known as base
and bounds or dynamic relocation. Base-and-bounds virtualization is
quite efficient, as only a little more hardware logic is required to add a
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12 MECHANISM: ADDRESS TRANSLATION

OS @ run Hardware Program
(kernel mode) (user mode)

To start process A:
allocate entry

in process table
alloc memory for process
set base/bound registers
return-from-trap (into A)

restore registers of A
move to user mode
jump to A’s (initial) PC

Process A runs
Fetch instruction

translate virtual address
perform fetch

Execute instruction
if explicit load/store:

ensure address is legal
translate virtual address
perform load/store

(A runs...)
Timer interrupt
move to kernel mode
jump to handler

Handle timer
decide: stop A, run B
call switch() routine

save regs(A)
to proc-struct(A)

(including base/bounds)
restore regs(B)

from proc-struct(B)
(including base/bounds)

return-from-trap (into B)
restore registers of B
move to user mode
jump to B’s PC

Process B runs
Execute bad load

Load is out-of-bounds;
move to kernel mode
jump to trap handler

Handle the trap
decide to kill process B
deallocate B’s memory
free B’s entry

in process table

Figure 15.6: Limited Direct Execution (Dynamic Relocation) @ Runtime
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MECHANISM: ADDRESS TRANSLATION 13

base register to the virtual address and check that the address generated
by the process is in bounds. Base-and-bounds also offers protection; the
OS and hardware combine to ensure no process can generate memory
references outside its own address space. Protection is certainly one of
the most important goals of the OS; without it, the OS could not control
the machine (if processes were free to overwrite memory, they could eas-
ily do nasty things like overwrite the trap table and take over the system).

Unfortunately, this simple technique of dynamic relocation does have
its inefficiencies. For example, as you can see in Figure 15.2 (page 5), the
relocated process is using physical memory from 32 KB to 48 KB; how-
ever, because the process stack and heap are not too big, all of the space
between the two is simply wasted. This type of waste is usually called in-
ternal fragmentation, as the space inside the allocated unit is not all used
(i.e., is fragmented) and thus wasted. In our current approach, although
there might be enough physical memory for more processes, we are cur-
rently restricted to placing an address space in a fixed-sized slot and thus

internal fragmentation can arise2. Thus, we are going to need more so-
phisticated machinery, to try to better utilize physical memory and avoid
internal fragmentation. Our first attempt will be a slight generalization
of base and bounds known as segmentation, which we will discuss next.

2A different solution might instead place a fixed-sized stack within the address space,
just below the code region, and a growing heap below that. However, this limits flexibility
by making recursion and deeply-nested function calls challenging, and thus is something we
hope to avoid.
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Homework (Simulation)

The program relocation.py allows you to see how address trans-
lations are performed in a system with base and bounds registers. See the
README for details.

Questions

1. Run with seeds 1, 2, and 3, and compute whether each virtual ad-
dress generated by the process is in or out of bounds. If in bounds,
compute the translation.

2. Run with these flags: -s 0 -n 10. What value do you have set
-l (the bounds register) to in order to ensure that all the generated
virtual addresses are within bounds?

3. Run with these flags: -s 1 -n 10 -l 100. What is the maxi-
mum value that base can be set to, such that the address space still
fits into physical memory in its entirety?

4. Run some of the same problems above, but with larger address
spaces (-a) and physical memories (-p).

5. What fraction of randomly-generated virtual addresses are valid,
as a function of the value of the bounds register? Make a graph
from running with different random seeds, with limit values rang-
ing from 0 up to the maximum size of the address space.
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Segmentation

So far we have been putting the entire address space of each process in
memory. With the base and bounds registers, the OS can easily relocate
processes to different parts of physical memory. However, you might
have noticed something interesting about these address spaces of ours:
there is a big chunk of “free” space right in the middle, between the stack
and the heap.

As you can imagine from Figure 16.1, although the space between the
stack and heap is not being used by the process, it is still taking up phys-
ical memory when we relocate the entire address space somewhere in
physical memory; thus, the simple approach of using a base and bounds
register pair to virtualize memory is wasteful. It also makes it quite hard
to run a program when the entire address space doesn’t fit into memory;
thus, base and bounds is not as flexible as we would like. And thus:

THE CRUX: HOW TO SUPPORT A LARGE ADDRESS SPACE

How do we support a large address space with (potentially) a lot of
free space between the stack and the heap? Note that in our examples,
with tiny (pretend) address spaces, the waste doesn’t seem too bad. Imag-
ine, however, a 32-bit address space (4 GB in size); a typical program will
only use megabytes of memory, but still would demand that the entire
address space be resident in memory.

16.1 Segmentation: Generalized Base/Bounds

To solve this problem, an idea was born, and it is called segmenta-
tion. It is quite an old idea, going at least as far back as the very early
1960’s [H61, G62]. The idea is simple: instead of having just one base
and bounds pair in our MMU, why not have a base and bounds pair per
logical segment of the address space? A segment is just a contiguous
portion of the address space of a particular length, and in our canonical

1



2 SEGMENTATION

16KB

15KB

14KB

7KB

6KB

5KB

4KB

3KB

2KB

1KB

0KB

Program Code

Heap

(free)

Stack

Figure 16.1: An Address Space (Again)

address space, we have three logically-different segments: code, stack,
and heap. What segmentation allows the OS to do is to place each one
of those segments in different parts of physical memory, and thus avoid
filling physical memory with unused virtual address space.

Let’s look at an example. Assume we want to place the address space
from Figure 16.1 into physical memory. With a base and bounds pair
per segment, we can place each segment independently in physical mem-
ory. For example, see Figure 16.2 (page 3); there you see a 64KB physical
memory with those three segments in it (and 16KB reserved for the OS).
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SEGMENTATION 3

64KB

48KB

32KB

16KB

0KB

(not in use)

(not in use)

(not in use)

Operating System

Stack

Code

Heap

Figure 16.2: Placing Segments In Physical Memory

As you can see in the diagram, only used memory is allocated space
in physical memory, and thus large address spaces with large amounts of
unused address space (which we sometimes call sparse address spaces)
can be accommodated.

The hardware structure in our MMU required to support segmenta-
tion is just what you’d expect: in this case, a set of three base and bounds
register pairs. Figure 16.3 below shows the register values for the exam-
ple above; each bounds register holds the size of a segment.

Segment Base Size
Code 32K 2K
Heap 34K 3K
Stack 28K 2K

Figure 16.3: Segment Register Values

You can see from the figure that the code segment is placed at physical
address 32KB and has a size of 2KB and the heap segment is placed at
34KB and has a size of 3KB. The size segment here is exactly the same as
the bounds register introduced previously; it tells the hardware exactly
how many bytes are valid in this segment (and thus, enables the hard-
ware to determine when a program has made an illegal access outside of
those bounds).

Let’s do an example translation, using the address space in Figure 16.1.
Assume a reference is made to virtual address 100 (which is in the code
segment, as you can see visually in Figure 16.1, page 2). When the refer-
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4 SEGMENTATION

ASIDE: THE SEGMENTATION FAULT

The term segmentation fault or violation arises from a memory access
on a segmented machine to an illegal address. Humorously, the term
persists, even on machines with no support for segmentation at all. Or
not so humorously, if you can’t figure out why your code keeps faulting.

ence takes place (say, on an instruction fetch), the hardware will add the
base value to the offset into this segment (100 in this case) to arrive at the
desired physical address: 100 + 32KB, or 32868. It will then check that the
address is within bounds (100 is less than 2KB), find that it is, and issue
the reference to physical memory address 32868.

Now let’s look at an address in the heap, virtual address 4200 (again
refer to Figure 16.1). If we just add the virtual address 4200 to the base
of the heap (34KB), we get a physical address of 39016, which is not the
correct physical address. What we need to first do is extract the offset into
the heap, i.e., which byte(s) in this segment the address refers to. Because
the heap starts at virtual address 4KB (4096), the offset of 4200 is actually
4200 minus 4096, or 104. We then take this offset (104) and add it to the
base register physical address (34K) to get the desired result: 34920.

What if we tried to refer to an illegal address (i.e., a virtual address of
7KB or greater), which is beyond the end of the heap? You can imagine
what will happen: the hardware detects that the address is out of bounds,
traps into the OS, likely leading to the termination of the offending pro-
cess. And now you know the origin of the famous term that all C pro-
grammers learn to dread: the segmentation violation or segmentation
fault.

16.2 Which Segment Are We Referring To?

The hardware uses segment registers during translation. How does it
know the offset into a segment, and to which segment an address refers?

One common approach, sometimes referred to as an explicit approach,
is to chop up the address space into segments based on the top few bits
of the virtual address; this technique was used in the VAX/VMS system
[LL82]. In our example above, we have three segments; thus we need two
bits to accomplish our task. If we use the top two bits of our 14-bit virtual
address to select the segment, our virtual address looks like this:

13 12 11 10 9 8 7 6 5 4 3 2 1 0

Segment Offset

In our example, then, if the top two bits are 00, the hardware knows
the virtual address is in the code segment, and thus uses the code base
and bounds pair to relocate the address to the correct physical location.
If the top two bits are 01, the hardware knows the address is in the heap,
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SEGMENTATION 5

and thus uses the heap base and bounds. Let’s take our example heap
virtual address from above (4200) and translate it, just to make sure this
is clear. The virtual address 4200, in binary form, can be seen here:

13

0

12

1

11

0

10

0

9

0

8

0

7

0

6

1

5

1

4

0

3

1

2

0

1

0

0

0

Segment Offset

As you can see from the picture, the top two bits (01) tell the hardware
which segment we are referring to. The bottom 12 bits are the offset into
the segment: 0000 0110 1000, or hex 0x068, or 104 in decimal. Thus, the
hardware simply takes the first two bits to determine which segment reg-
ister to use, and then takes the next 12 bits as the offset into the segment.
By adding the base register to the offset, the hardware arrives at the fi-
nal physical address. Note the offset eases the bounds check too: we can
simply check if the offset is less than the bounds; if not, the address is ille-
gal. Thus, if base and bounds were arrays (with one entry per segment),
the hardware would be doing something like this to obtain the desired
physical address:

1 // get top 2 bits of 14-bit VA

2 Segment = (VirtualAddress & SEG_MASK) >> SEG_SHIFT

3 // now get offset

4 Offset = VirtualAddress & OFFSET_MASK

5 if (Offset >= Bounds[Segment])

6 RaiseException(PROTECTION_FAULT)

7 else

8 PhysAddr = Base[Segment] + Offset

9 Register = AccessMemory(PhysAddr)

In our running example, we can fill in values for the constants above.
Specifically, SEG MASK would be set to 0x3000, SEG SHIFT to 12, and
OFFSET MASK to 0xFFF.

You may also have noticed that when we use the top two bits, and we
only have three segments (code, heap, stack), one segment of the address
space goes unused. To fully utilize the virtual address space (and avoid
an unused segment), some systems put code in the same segment as the
heap and thus use only one bit to select which segment to use [LL82].

Another issue with using the top so many bits to select a segment is
that it limits use of the virtual address space. Specifically, each segment
is limited to a maximum size, which in our example is 4KB (using the top
two bits to choose segments implies the 16KB address space gets chopped
into four pieces, or 4KB in this example). If a running program wishes to
grow a segment (say the heap, or the stack) beyond that maximum, the
program is out of luck.

There are other ways for the hardware to determine which segment
a particular address is in. In the implicit approach, the hardware deter-
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6 SEGMENTATION

mines the segment by noticing how the address was formed. If, for ex-
ample, the address was generated from the program counter (i.e., it was
an instruction fetch), then the address is within the code segment; if the
address is based off of the stack or base pointer, it must be in the stack
segment; any other address must be in the heap.

16.3 What About The Stack?

Thus far, we’ve left out one important component of the address space:
the stack. The stack has been relocated to physical address 28KB in the
diagram above, but with one critical difference: it grows backwards (i.e.,

towards lower addresses). In physical memory, it “starts” at 28KB1 and
grows back to 26KB, corresponding to virtual addresses 16KB to 14KB;
translation must proceed differently.

The first thing we need is a little extra hardware support. Instead of
just base and bounds values, the hardware also needs to know which way
the segment grows (a bit, for example, that is set to 1 when the segment
grows in the positive direction, and 0 for negative). Our updated view of
what the hardware tracks is seen in Figure 16.4:

Segment Base Size (max 4K) Grows Positive?
Code00 32K 2K 1
Heap01 34K 3K 1
Stack11 28K 2K 0

Figure 16.4: Segment Registers (With Negative-Growth Support)

With the hardware understanding that segments can grow in the neg-
ative direction, the hardware must now translate such virtual addresses
slightly differently. Let’s take an example stack virtual address and trans-
late it to understand the process.

In this example, assume we wish to access virtual address 15KB, which
should map to physical address 27KB. Our virtual address, in binary
form, thus looks like this: 11 1100 0000 0000 (hex 0x3C00). The hard-
ware uses the top two bits (11) to designate the segment, but then we are
left with an offset of 3KB. To obtain the correct negative offset, we must
subtract the maximum segment size from 3KB: in this example, a seg-
ment can be 4KB, and thus the correct negative offset is 3KB minus 4KB
which equals -1KB. We simply add the negative offset (-1KB) to the base
(28KB) to arrive at the correct physical address: 27KB. The bounds check
can be calculated by ensuring the absolute value of the negative offset is
less than or equal to the segment’s current size (in this case, 2KB).

1Although we say, for simplicity, that the stack “starts” at 28KB, this value is actually the
byte just below the location of the backward growing region; the first valid byte is actually
28KB minus 1. In contrast, forward-growing regions start at the address of the first byte of the
segment. We take this approach because it makes the math to compute the physical address
straightforward: the physical address is just the base plus the negative offset.
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SEGMENTATION 7

16.4 Support for Sharing

As support for segmentation grew, system designers soon realized that
they could realize new types of efficiencies with a little more hardware
support. Specifically, to save memory, sometimes it is useful to share
certain memory segments between address spaces. In particular, code
sharing is common and still in use in systems today.

To support sharing, we need a little extra support from the hardware,
in the form of protection bits. Basic support adds a few bits per segment,
indicating whether or not a program can read or write a segment, or per-
haps execute code that lies within the segment. By setting a code segment
to read-only, the same code can be shared across multiple processes, with-
out worry of harming isolation; while each process still thinks that it is ac-
cessing its own private memory, the OS is secretly sharing memory which
cannot be modified by the process, and thus the illusion is preserved.

An example of the additional information tracked by the hardware
(and OS) is shown in Figure 16.5. As you can see, the code segment is
set to read and execute, and thus the same physical segment in memory
could be mapped into multiple virtual address spaces.

Segment Base Size (max 4K) Grows Positive? Protection
Code00 32K 2K 1 Read-Execute
Heap01 34K 3K 1 Read-Write
Stack11 28K 2K 0 Read-Write

Figure 16.5: Segment Register Values (with Protection)

With protection bits, the hardware algorithm described earlier would
also have to change. In addition to checking whether a virtual address is
within bounds, the hardware also has to check whether a particular access
is permissible. If a user process tries to write to a read-only segment, or
execute from a non-executable segment, the hardware should raise an
exception, and thus let the OS deal with the offending process.

16.5 Fine-grained vs. Coarse-grained Segmentation

Most of our examples thus far have focused on systems with just a
few segments (i.e., code, stack, heap); we can think of this segmentation
as coarse-grained, as it chops up the address space into relatively large,
coarse chunks. However, some early systems (e.g., Multics [CV65,DD68])
were more flexible and allowed for address spaces to consist of a large
number of smaller segments, referred to as fine-grained segmentation.

Supporting many segments requires even further hardware support,
with a segment table of some kind stored in memory. Such segment ta-
bles usually support the creation of a very large number of segments, and
thus enable a system to use segments in more flexible ways than we have
thus far discussed. For example, early machines like the Burroughs B5000
had support for thousands of segments, and expected a compiler to chop
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8 SEGMENTATION
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Figure 16.6: Non-compacted and Compacted Memory

code and data into separate segments which the OS and hardware would
then support [RK68]. The thinking at the time was that by having fine-
grained segments, the OS could better learn about which segments are in
use and which are not and thus utilize main memory more effectively.

16.6 OS Support

You now should have a basic idea as to how segmentation works.
Pieces of the address space are relocated into physical memory as the
system runs, and thus a huge savings of physical memory is achieved
relative to our simpler approach with just a single base/bounds pair for
the entire address space. Specifically, all the unused space between the
stack and the heap need not be allocated in physical memory, allowing
us to fit more address spaces into physical memory and support a large
and sparse virtual address space per process.

However, segmentation raises a number of new issues for the operat-
ing system. The first is an old one: what should the OS do on a context
switch? You should have a good guess by now: the segment registers
must be saved and restored. Clearly, each process has its own virtual ad-
dress space, and the OS must make sure to set up these registers correctly
before letting the process run again.

The second is OS interaction when segments grow (or perhaps shrink).
For example, a program may call malloc() to allocate an object. In
some cases, the existing heap will be able to service the request, and thus
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SEGMENTATION 9

TIP: IF 1000 SOLUTIONS EXIST, NO GREAT ONE DOES

The fact that so many different algorithms exist to try to minimize exter-
nal fragmentation is indicative of a stronger underlying truth: there is no
one “best” way to solve the problem. Thus, we settle for something rea-
sonable and hope it is good enough. The only real solution (as we will
see in forthcoming chapters) is to avoid the problem altogether, by never
allocating memory in variable-sized chunks.

malloc() will find free space for the object and return a pointer to it to
the caller. In others, however, the heap segment itself may need to grow.
In this case, the memory-allocation library will perform a system call to
grow the heap (e.g., the traditional UNIX sbrk() system call). The OS
will then (usually) provide more space, updating the segment size reg-
ister to the new (bigger) size, and informing the library of success; the
library can then allocate space for the new object and return successfully
to the calling program. Do note that the OS could reject the request, if no
more physical memory is available, or if it decides that the calling process
already has too much.

The last, and perhaps most important, issue is managing free space in
physical memory. When a new address space is created, the OS has to be
able to find space in physical memory for its segments. Previously, we
assumed that each address space was the same size, and thus physical
memory could be thought of as a bunch of slots where processes would
fit in. Now, we have a number of segments per process, and each segment
might be a different size.

The general problem that arises is that physical memory quickly be-
comes full of little holes of free space, making it difficult to allocate new
segments, or to grow existing ones. We call this problem external frag-
mentation [R69]; see Figure 16.6 (left).

In the example, a process comes along and wishes to allocate a 20KB
segment. In that example, there is 24KB free, but not in one contiguous
segment (rather, in three non-contiguous chunks). Thus, the OS cannot
satisfy the 20KB request. Similar problems could occur when a request to
grow a segment arrives; if the next so many bytes of physical space are
not available, the OS will have to reject the request, even though there
may be free bytes available elsewhere in physical memory.

One solution to this problem would be to compact physical memory
by rearranging the existing segments. For example, the OS could stop
whichever processes are running, copy their data to one contiguous re-
gion of memory, change their segment register values to point to the
new physical locations, and thus have a large free extent of memory with
which to work. By doing so, the OS enables the new allocation request
to succeed. However, compaction is expensive, as copying segments is
memory-intensive and generally uses a fair amount of processor time; see

c© 2008–19, ARPACI-DUSSEAU
THREE

EASY

PIECES



10 SEGMENTATION

Figure 16.6 (right) for a diagram of compacted physical memory. Com-
paction also (ironically) makes requests to grow existing segments hard to
serve, and may thus cause further rearrangement to accommodate such
requests.

A simpler approach might instead be to use a free-list management
algorithm that tries to keep large extents of memory available for alloca-
tion. There are literally hundreds of approaches that people have taken,
including classic algorithms like best-fit (which keeps a list of free spaces
and returns the one closest in size that satisfies the desired allocation to
the requester), worst-fit, first-fit, and more complex schemes like buddy
algorithm [K68]. An excellent survey by Wilson et al. is a good place to
start if you want to learn more about such algorithms [W+95], or you can
wait until we cover some of the basics in a later chapter. Unfortunately,
though, no matter how smart the algorithm, external fragmentation will
still exist; thus, a good algorithm simply attempts to minimize it.

16.7 Summary

Segmentation solves a number of problems, and helps us build a more
effective virtualization of memory. Beyond just dynamic relocation, seg-
mentation can better support sparse address spaces, by avoiding the huge
potential waste of memory between logical segments of the address space.
It is also fast, as doing the arithmetic segmentation requires is easy and
well-suited to hardware; the overheads of translation are minimal. A
fringe benefit arises too: code sharing. If code is placed within a sepa-
rate segment, such a segment could potentially be shared across multiple
running programs.

However, as we learned, allocating variable-sized segments in mem-
ory leads to some problems that we’d like to overcome. The first, as dis-
cussed above, is external fragmentation. Because segments are variable-
sized, free memory gets chopped up into odd-sized pieces, and thus sat-
isfying a memory-allocation request can be difficult. One can try to use
smart algorithms [W+95] or periodically compact memory, but the prob-
lem is fundamental and hard to avoid.

The second and perhaps more important problem is that segmentation
still isn’t flexible enough to support our fully generalized, sparse address
space. For example, if we have a large but sparsely-used heap all in one
logical segment, the entire heap must still reside in memory in order to be
accessed. In other words, if our model of how the address space is being
used doesn’t exactly match how the underlying segmentation has been
designed to support it, segmentation doesn’t work very well. We thus
need to find some new solutions. Ready to find them?
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12 SEGMENTATION

Homework (Simulation)

This program allows you to see how address translations are performed
in a system with segmentation. See the README for details.

Questions

1. First let’s use a tiny address space to translate some addresses. Here’s
a simple set of parameters with a few different random seeds; can
you translate the addresses?

segmentation.py -a 128 -p 512 -b 0 -l 20 -B 512

-L 20 -s 0

segmentation.py -a 128 -p 512 -b 0 -l 20 -B 512

-L 20 -s 1

segmentation.py -a 128 -p 512 -b 0 -l 20 -B 512

-L 20 -s 2

2. Now, let’s see if we understand this tiny address space we’ve con-
structed (using the parameters from the question above). What is
the highest legal virtual address in segment 0? What about the low-
est legal virtual address in segment 1? What are the lowest and
highest illegal addresses in this entire address space? Finally, how
would you run segmentation.py with the -A flag to test if you
are right?

3. Let’s say we have a tiny 16-byte address space in a 128-byte physical
memory. What base and bounds would you set up so as to get
the simulator to generate the following translation results for the
specified address stream: valid, valid, violation, ..., violation, valid,
valid? Assume the following parameters:

segmentation.py -a 16 -p 128

-A 0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15

--b0 ? --l0 ? --b1 ? --l1 ?

4. Assume we want to generate a problem where roughly 90% of the
randomly-generated virtual addresses are valid (not segmentation
violations). How should you configure the simulator to do so?
Which parameters are important to getting this outcome?

5. Can you run the simulator such that no virtual addresses are valid?
How?
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Paging: Introduction

It is sometimes said that the operating system takes one of two approaches
when solving most any space-management problem. The first approach
is to chop things up into variable-sized pieces, as we saw with segmenta-
tion in virtual memory. Unfortunately, this solution has inherent difficul-
ties. In particular, when dividing a space into different-size chunks, the
space itself can become fragmented, and thus allocation becomes more
challenging over time.

Thus, it may be worth considering the second approach: to chop up
space into fixed-sized pieces. In virtual memory, we call this idea paging,
and it goes back to an early and important system, the Atlas [KE+62, L78].
Instead of splitting up a process’s address space into some number of
variable-sized logical segments (e.g., code, heap, stack), we divide it into
fixed-sized units, each of which we call a page. Correspondingly, we view
physical memory as an array of fixed-sized slots called page frames; each
of these frames can contain a single virtual-memory page. Our challenge:

THE CRUX:
HOW TO VIRTUALIZE MEMORY WITH PAGES

How can we virtualize memory with pages, so as to avoid the prob-
lems of segmentation? What are the basic techniques? How do we make
those techniques work well, with minimal space and time overheads?

18.1 A Simple Example And Overview

To help make this approach more clear, let’s illustrate it with a simple
example. Figure 18.1 (page 2) presents an example of a tiny address space,
only 64 bytes total in size, with four 16-byte pages (virtual pages 0, 1, 2,
and 3). Real address spaces are much bigger, of course, commonly 32 bits

and thus 4-GB of address space, or even 64 bits1; in the book, we’ll often
use tiny examples to make them easier to digest.

1A 64-bit address space is hard to imagine, it is so amazingly large. An analogy might
help: if you think of a 32-bit address space as the size of a tennis court, a 64-bit address space
is about the size of Europe(!).

1
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64

48
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16

0

(page 3)

(page 2)

(page 1)

(page 0 of the address space)

Figure 18.1: A Simple 64-byte Address Space

Physical memory, as shown in Figure 18.2, also consists of a number
of fixed-sized slots, in this case eight page frames (making for a 128-byte
physical memory, also ridiculously small). As you can see in the diagram,
the pages of the virtual address space have been placed at different loca-
tions throughout physical memory; the diagram also shows the OS using
some of physical memory for itself.

Paging, as we will see, has a number of advantages over our previous
approaches. Probably the most important improvement will be flexibil-
ity: with a fully-developed paging approach, the system will be able to
support the abstraction of an address space effectively, regardless of how
a process uses the address space; we won’t, for example, make assump-
tions about the direction the heap and stack grow and how they are used.
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Figure 18.2: A 64-Byte Address Space In A 128-Byte Physical Memory
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PAGING: INTRODUCTION 3

Another advantage is the simplicity of free-space management that pag-
ing affords. For example, when the OS wishes to place our tiny 64-byte
address space into our eight-page physical memory, it simply finds four
free pages; perhaps the OS keeps a free list of all free pages for this, and
just grabs the first four free pages off of this list. In the example, the OS
has placed virtual page 0 of the address space (AS) in physical frame 3,
virtual page 1 of the AS in physical frame 7, page 2 in frame 5, and page
3 in frame 2. Page frames 1, 4, and 6 are currently free.

To record where each virtual page of the address space is placed in
physical memory, the operating system usually keeps a per-process data
structure known as a page table. The major role of the page table is to
store address translations for each of the virtual pages of the address
space, thus letting us know where in physical memory each page resides.
For our simple example (Figure 18.2, page 2), the page table would thus
have the following four entries: (Virtual Page 0 → Physical Frame 3),
(VP 1 → PF 7), (VP 2 → PF 5), and (VP 3 → PF 2).

It is important to remember that this page table is a per-process data
structure (most page table structures we discuss are per-process struc-
tures; an exception we’ll touch on is the inverted page table). If another
process were to run in our example above, the OS would have to manage
a different page table for it, as its virtual pages obviously map to different
physical pages (modulo any sharing going on).

Now, we know enough to perform an address-translation example.
Let’s imagine the process with that tiny address space (64 bytes) is per-
forming a memory access:

movl <virtual address>, %eax

Specifically, let’s pay attention to the explicit load of the data from
address <virtual address> into the register eax (and thus ignore the
instruction fetch that must have happened prior).

To translate this virtual address that the process generated, we have
to first split it into two components: the virtual page number (VPN), and
the offset within the page. For this example, because the virtual address
space of the process is 64 bytes, we need 6 bits total for our virtual address
(26 = 64). Thus, our virtual address can be conceptualized as follows:

Va5 Va4 Va3 Va2 Va1 Va0

In this diagram, Va5 is the highest-order bit of the virtual address, and
Va0 the lowest-order bit. Because we know the page size (16 bytes), we
can further divide the virtual address as follows:

Va5 Va4 Va3 Va2 Va1 Va0

VPN offset
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4 PAGING: INTRODUCTION

The page size is 16 bytes in a 64-byte address space; thus we need to
be able to select 4 pages, and the top 2 bits of the address do just that.
Thus, we have a 2-bit virtual page number (VPN). The remaining bits tell
us which byte of the page we are interested in, 4 bits in this case; we call
this the offset.

When a process generates a virtual address, the OS and hardware
must combine to translate it into a meaningful physical address. For ex-
ample, let us assume the load above was to virtual address 21:

movl 21, %eax

Turning “21” into binary form, we get “010101”, and thus we can ex-
amine this virtual address and see how it breaks down into a virtual page
number (VPN) and offset:

0 1 0 1 0 1

VPN offset

Thus, the virtual address “21” is on the 5th (“0101”th) byte of virtual
page “01” (or 1). With our virtual page number, we can now index our
page table and find which physical frame virtual page 1 resides within. In
the page table above the physical frame number (PFN) (also sometimes
called the physical page number or PPN) is 7 (binary 111). Thus, we can
translate this virtual address by replacing the VPN with the PFN and then
issue the load to physical memory (Figure 18.3).

0 1 0 1 0 1

VPN offset

1 1 1 0 1 0 1

Address
Translation

PFN offset

Virtual

Address

Physical

Address

Figure 18.3: The Address Translation Process
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Figure 18.4: Example: Page Table in Kernel Physical Memory

Note the offset stays the same (i.e., it is not translated), because the
offset just tells us which byte within the page we want. Our final physical
address is 1110101 (117 in decimal), and is exactly where we want our
load to fetch data from (Figure 18.2, page 2).

With this basic overview in mind, we can now ask (and hopefully,
answer) a few basic questions you may have about paging. For example,
where are these page tables stored? What are the typical contents of the
page table, and how big are the tables? Does paging make the system
(too) slow? These and other beguiling questions are answered, at least in
part, in the text below. Read on!

18.2 Where Are Page Tables Stored?

Page tables can get terribly large, much bigger than the small segment
table or base/bounds pair we have discussed previously. For example,
imagine a typical 32-bit address space, with 4KB pages. This virtual ad-
dress splits into a 20-bit VPN and 12-bit offset (recall that 10 bits would
be needed for a 1KB page size, and just add two more to get to 4KB).

A 20-bit VPN implies that there are 2
20 translations that the OS would

have to manage for each process (that’s roughly a million); assuming we
need 4 bytes per page table entry (PTE) to hold the physical translation
plus any other useful stuff, we get an immense 4MB of memory needed
for each page table! That is pretty large. Now imagine there are 100
processes running: this means the OS would need 400MB of memory
just for all those address translations! Even in the modern era, where
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6 PAGING: INTRODUCTION

ASIDE: DATA STRUCTURE — THE PAGE TABLE

One of the most important data structures in the memory management
subsystem of a modern OS is the page table. In general, a page table
stores virtual-to-physical address translations, thus letting the system
know where each page of an address space actually resides in physical
memory. Because each address space requires such translations, in gen-
eral there is one page table per process in the system. The exact structure
of the page table is either determined by the hardware (older systems) or
can be more flexibly managed by the OS (modern systems).

machines have gigabytes of memory, it seems a little crazy to use a large
chunk of it just for translations, no? And we won’t even think about how
big such a page table would be for a 64-bit address space; that would be
too gruesome and perhaps scare you off entirely.

Because page tables are so big, we don’t keep any special on-chip hard-
ware in the MMU to store the page table of the currently-running process.
Instead, we store the page table for each process in memory somewhere.
Let’s assume for now that the page tables live in physical memory that
the OS manages; later we’ll see that much of OS memory itself can be vir-
tualized, and thus page tables can be stored in OS virtual memory (and
even swapped to disk), but that is too confusing right now, so we’ll ig-
nore it. In Figure 18.4 (page 5) is a picture of a page table in OS memory;
see the tiny set of translations in there?

18.3 What’s Actually In The Page Table?

Let’s talk a little about page table organization. The page table is just
a data structure that is used to map virtual addresses (or really, virtual
page numbers) to physical addresses (physical frame numbers). Thus,
any data structure could work. The simplest form is called a linear page
table, which is just an array. The OS indexes the array by the virtual page
number (VPN), and looks up the page-table entry (PTE) at that index in
order to find the desired physical frame number (PFN). For now, we will
assume this simple linear structure; in later chapters, we will make use of
more advanced data structures to help solve some problems with paging.

As for the contents of each PTE, we have a number of different bits
in there worth understanding at some level. A valid bit is common to
indicate whether the particular translation is valid; for example, when
a program starts running, it will have code and heap at one end of its
address space, and the stack at the other. All the unused space in-between
will be marked invalid, and if the process tries to access such memory, it
will generate a trap to the OS which will likely terminate the process.
Thus, the valid bit is crucial for supporting a sparse address space; by
simply marking all the unused pages in the address space invalid, we
remove the need to allocate physical frames for those pages and thus save
a great deal of memory.
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Figure 18.5: An x86 Page Table Entry (PTE)

We also might have protection bits, indicating whether the page could
be read from, written to, or executed from. Again, accessing a page in a
way not allowed by these bits will generate a trap to the OS.

There are a couple of other bits that are important but we won’t talk
about much for now. A present bit indicates whether this page is in phys-
ical memory or on disk (i.e., it has been swapped out). We will under-
stand this machinery further when we study how to swap parts of the
address space to disk to support address spaces that are larger than phys-
ical memory; swapping allows the OS to free up physical memory by
moving rarely-used pages to disk. A dirty bit is also common, indicating
whether the page has been modified since it was brought into memory.

A reference bit (a.k.a. accessed bit) is sometimes used to track whether
a page has been accessed, and is useful in determining which pages are
popular and thus should be kept in memory; such knowledge is critical
during page replacement, a topic we will study in great detail in subse-
quent chapters.

Figure 18.5 shows an example page table entry from the x86 architec-
ture [I09]. It contains a present bit (P); a read/write bit (R/W) which
determines if writes are allowed to this page; a user/supervisor bit (U/S)
which determines if user-mode processes can access the page; a few bits
(PWT, PCD, PAT, and G) that determine how hardware caching works for
these pages; an accessed bit (A) and a dirty bit (D); and finally, the page
frame number (PFN) itself.

Read the Intel Architecture Manuals [I09] for more details on x86 pag-
ing support. Be forewarned, however; reading manuals such as these,
while quite informative (and certainly necessary for those who write code
to use such page tables in the OS), can be challenging at first. A little pa-
tience, and a lot of desire, is required.

ASIDE: WHY NO VALID BIT?
You may notice that in the Intel example, there are no separate valid and
present bits, but rather just a present bit (P). If that bit is set (P=1), it
means the page is both present and valid. If not (P=0), it means that
the page may not be present in memory (but is valid), or may not be
valid. An access to a page with P=0 will trigger a trap to the OS; the
OS must then use additional structures it keeps to determine whether
the page is valid (and thus perhaps should be swapped back in) or not
(and thus the program is attempting to access memory illegally). This
sort of judiciousness is common in hardware, which often just provide
the minimal set of features upon which the OS can build a full service.
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8 PAGING: INTRODUCTION

18.4 Paging: Also Too Slow

With page tables in memory, we already know that they might be too
big. As it turns out, they can slow things down too. For example, take
our simple instruction:

movl 21, %eax

Again, let’s just examine the explicit reference to address 21 and not
worry about the instruction fetch. In this example, we’ll assume the hard-
ware performs the translation for us. To fetch the desired data, the system
must first translate the virtual address (21) into the correct physical ad-
dress (117). Thus, before fetching the data from address 117, the system
must first fetch the proper page table entry from the process’s page table,
perform the translation, and then load the data from physical memory.

To do so, the hardware must know where the page table is for the
currently-running process. Let’s assume for now that a single page-table
base register contains the physical address of the starting location of the
page table. To find the location of the desired PTE, the hardware will thus
perform the following functions:

VPN = (VirtualAddress & VPN_MASK) >> SHIFT

PTEAddr = PageTableBaseRegister + (VPN * sizeof(PTE))

In our example, VPN MASK would be set to 0x30 (hex 30, or binary
110000) which picks out the VPN bits from the full virtual address; SHIFT
is set to 4 (the number of bits in the offset), such that we move the VPN
bits down to form the correct integer virtual page number. For exam-
ple, with virtual address 21 (010101), and masking turns this value into
010000; the shift turns it into 01, or virtual page 1, as desired. We then use
this value as an index into the array of PTEs pointed to by the page table
base register.

Once this physical address is known, the hardware can fetch the PTE
from memory, extract the PFN, and concatenate it with the offset from the
virtual address to form the desired physical address. Specifically, you can
think of the PFN being left-shifted by SHIFT, and then bitwise OR’d with
the offset to form the final address as follows:

offset = VirtualAddress & OFFSET_MASK

PhysAddr = (PFN << SHIFT) | offset

Finally, the hardware can fetch the desired data from memory and put
it into register eax. The program has now succeeded at loading a value
from memory!

To summarize, we now describe the initial protocol for what happens
on each memory reference. Figure 18.6 (page 9) shows the approach. For
every memory reference (whether an instruction fetch or an explicit load
or store), paging requires us to perform one extra memory reference in
order to first fetch the translation from the page table. That is a lot of
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1 // Extract the VPN from the virtual address

2 VPN = (VirtualAddress & VPN_MASK) >> SHIFT

3

4 // Form the address of the page-table entry (PTE)

5 PTEAddr = PTBR + (VPN * sizeof(PTE))

6

7 // Fetch the PTE

8 PTE = AccessMemory(PTEAddr)

9

10 // Check if process can access the page

11 if (PTE.Valid == False)

12 RaiseException(SEGMENTATION_FAULT)

13 else if (CanAccess(PTE.ProtectBits) == False)

14 RaiseException(PROTECTION_FAULT)

15 else

16 // Access is OK: form physical address and fetch it

17 offset = VirtualAddress & OFFSET_MASK

18 PhysAddr = (PTE.PFN << PFN_SHIFT) | offset

19 Register = AccessMemory(PhysAddr)

Figure 18.6: Accessing Memory With Paging

work! Extra memory references are costly, and in this case will likely
slow down the process by a factor of two or more.

And now you can hopefully see that there are two real problems that
we must solve. Without careful design of both hardware and software,
page tables will cause the system to run too slowly, as well as take up
too much memory. While seemingly a great solution for our memory
virtualization needs, these two crucial problems must first be overcome.

18.5 A Memory Trace

Before closing, we now trace through a simple memory access exam-
ple to demonstrate all of the resulting memory accesses that occur when
using paging. The code snippet (in C, in a file called array.c) that we
are interested in is as follows:

int array[1000];

...

for (i = 0; i < 1000; i++)

array[i] = 0;

We compile array.c and run it with the following commands:

prompt> gcc -o array array.c -Wall -O

prompt> ./array
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10 PAGING: INTRODUCTION

Of course, to truly understand what memory accesses this code snip-
pet (which simply initializes an array) will make, we’ll have to know (or
assume) a few more things. First, we’ll have to disassemble the result-
ing binary (using objdump on Linux, or otool on a Mac) to see what
assembly instructions are used to initialize the array in a loop. Here is the
resulting assembly code:

1024 movl $0x0,(%edi,%eax,4)

1028 incl %eax

1032 cmpl $0x03e8,%eax

1036 jne 0x1024

The code, if you know a little x86, is actually quite easy to understand2.
The first instruction moves the value zero (shown as $0x0) into the vir-
tual memory address of the location of the array; this address is computed
by taking the contents of %edi and adding %eax multiplied by four to it.
Thus, %edi holds the base address of the array, whereas %eax holds the
array index (i); we multiply by four because the array is an array of inte-
gers, each of size four bytes.

The second instruction increments the array index held in %eax, and
the third instruction compares the contents of that register to the hex
value 0x03e8, or decimal 1000. If the comparison shows that two val-
ues are not yet equal (which is what the jne instruction tests), the fourth
instruction jumps back to the top of the loop.

To understand which memory accesses this instruction sequence makes
(at both the virtual and physical levels), we’ll have to assume something
about where in virtual memory the code snippet and array are found, as
well as the contents and location of the page table.

For this example, we assume a virtual address space of size 64KB (un-
realistically small). We also assume a page size of 1KB.

All we need to know now are the contents of the page table, and its
location in physical memory. Let’s assume we have a linear (array-based)
page table and that it is located at physical address 1KB (1024).

As for its contents, there are just a few virtual pages we need to worry
about having mapped for this example. First, there is the virtual page the
code lives on. Because the page size is 1KB, virtual address 1024 resides
on the second page of the virtual address space (VPN=1, as VPN=0 is
the first page). Let’s assume this virtual page maps to physical frame 4
(VPN 1 → PFN 4).

Next, there is the array itself. Its size is 4000 bytes (1000 integers),
and we assume that it resides at virtual addresses 40000 through 44000
(not including the last byte). The virtual pages for this decimal range are
VPN=39 ... VPN=42. Thus, we need mappings for these pages. Let’s as-
sume these virtual-to-physical mappings for the example: (VPN 39 → PFN 7),
(VPN 40 → PFN 8), (VPN 41 → PFN 9), (VPN 42 → PFN 10).

2We are cheating a little bit here, assuming each instruction is four bytes in size for sim-
plicity; in actuality, x86 instructions are variable-sized.
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Figure 18.7: A Virtual (And Physical) Memory Trace

We are now ready to trace the memory references of the program.
When it runs, each instruction fetch will generate two memory references:
one to the page table to find the physical frame that the instruction resides
within, and one to the instruction itself to fetch it to the CPU for process-
ing. In addition, there is one explicit memory reference in the form of
the mov instruction; this adds another page table access first (to translate
the array virtual address to the correct physical one) and then the array
access itself.

The entire process, for the first five loop iterations, is depicted in Fig-
ure 18.7 (page 11). The bottom most graph shows the instruction memory
references on the y-axis in black (with virtual addresses on the left, and
the actual physical addresses on the right); the middle graph shows array
accesses in dark gray (again with virtual on left and physical on right); fi-
nally, the topmost graph shows page table memory accesses in light gray
(just physical, as the page table in this example resides in physical mem-
ory). The x-axis, for the entire trace, shows memory accesses across the
first five iterations of the loop; there are 10 memory accesses per loop,
which includes four instruction fetches, one explicit update of memory,
and five page table accesses to translate those four fetches and one explicit
update.
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12 PAGING: INTRODUCTION

See if you can make sense of the patterns that show up in this visu-
alization. In particular, what will change as the loop continues to run
beyond these first five iterations? Which new memory locations will be
accessed? Can you figure it out?

This has just been the simplest of examples (only a few lines of C code),
and yet you might already be able to sense the complexity of understand-
ing the actual memory behavior of real applications. Don’t worry: it defi-
nitely gets worse, because the mechanisms we are about to introduce only

complicate this already complex machinery. Sorry3!

18.6 Summary

We have introduced the concept of paging as a solution to our chal-
lenge of virtualizing memory. Paging has many advantages over previ-
ous approaches (such as segmentation). First, it does not lead to external
fragmentation, as paging (by design) divides memory into fixed-sized
units. Second, it is quite flexible, enabling the sparse use of virtual ad-
dress spaces.

However, implementing paging support without care will lead to a
slower machine (with many extra memory accesses to access the page
table) as well as memory waste (with memory filled with page tables in-
stead of useful application data). We’ll thus have to think a little harder
to come up with a paging system that not only works, but works well.
The next two chapters, fortunately, will show us how to do so.

3We’re not really sorry. But, we are sorry about not being sorry, if that makes sense.
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14 PAGING: INTRODUCTION

Homework (Simulation)

In this homework, you will use a simple program, which is known as
paging-linear-translate.py, to see if you understand how simple
virtual-to-physical address translation works with linear page tables. See
the README for details.

Questions

1. Before doing any translations, let’s use the simulator to study how
linear page tables change size given different parameters. Compute
the size of linear page tables as different parameters change. Some
suggested inputs are below; by using the -v flag, you can see
how many page-table entries are filled. First, to understand how
linear page table size changes as the address space grows, run with
these flags:

-P 1k -a 1m -p 512m -v -n 0

-P 1k -a 2m -p 512m -v -n 0

-P 1k -a 4m -p 512m -v -n 0

Then, to understand how linear page table size changes as page size
grows:

-P 1k -a 1m -p 512m -v -n 0

-P 2k -a 1m -p 512m -v -n 0

-P 4k -a 1m -p 512m -v -n 0

Before running any of these, try to think about the expected trends.
How should page-table size change as the address space grows? As
the page size grows? Why not use big pages in general?

2. Now let’s do some translations. Start with some small examples,
and change the number of pages that are allocated to the address
space with the -u flag. For example:

-P 1k -a 16k -p 32k -v -u 0

-P 1k -a 16k -p 32k -v -u 25

-P 1k -a 16k -p 32k -v -u 50

-P 1k -a 16k -p 32k -v -u 75

-P 1k -a 16k -p 32k -v -u 100

What happens as you increase the percentage of pages that are al-
located in each address space?

3. Now let’s try some different random seeds, and some different (and
sometimes quite crazy) address-space parameters, for variety:
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-P 8 -a 32 -p 1024 -v -s 1

-P 8k -a 32k -p 1m -v -s 2

-P 1m -a 256m -p 512m -v -s 3

Which of these parameter combinations are unrealistic? Why?

4. Use the program to try out some other problems. Can you find the
limits of where the program doesn’t work anymore? For example,
what happens if the address-space size is bigger than physical mem-
ory?
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Paging: Faster Translations (TLBs)

Using paging as the core mechanism to support virtual memory can lead
to high performance overheads. By chopping the address space into small,
fixed-sized units (i.e., pages), paging requires a large amount of mapping
information. Because that mapping information is generally stored in
physical memory, paging logically requires an extra memory lookup for
each virtual address generated by the program. Going to memory for
translation information before every instruction fetch or explicit load or
store is prohibitively slow. And thus our problem:

THE CRUX:
HOW TO SPEED UP ADDRESS TRANSLATION

How can we speed up address translation, and generally avoid the
extra memory reference that paging seems to require? What hardware
support is required? What OS involvement is needed?

When we want to make things fast, the OS usually needs some help.
And help often comes from the OS’s old friend: the hardware. To speed
address translation, we are going to add what is called (for historical rea-
sons [CP78]) a translation-lookaside buffer, or TLB [CG68, C95]. A TLB
is part of the chip’s memory-management unit (MMU), and is simply a
hardware cache of popular virtual-to-physical address translations; thus,
a better name would be an address-translation cache. Upon each virtual
memory reference, the hardware first checks the TLB to see if the desired
translation is held therein; if so, the translation is performed (quickly)
without having to consult the page table (which has all translations). Be-
cause of their tremendous performance impact, TLBs in a real sense make
virtual memory possible [C95].

1



2 PAGING: FASTER TRANSLATIONS (TLBS)

1 VPN = (VirtualAddress & VPN_MASK) >> SHIFT

2 (Success, TlbEntry) = TLB_Lookup(VPN)

3 if (Success == True) // TLB Hit

4 if (CanAccess(TlbEntry.ProtectBits) == True)

5 Offset = VirtualAddress & OFFSET_MASK

6 PhysAddr = (TlbEntry.PFN << SHIFT) | Offset

7 Register = AccessMemory(PhysAddr)

8 else

9 RaiseException(PROTECTION_FAULT)

10 else // TLB Miss

11 PTEAddr = PTBR + (VPN * sizeof(PTE))

12 PTE = AccessMemory(PTEAddr)

13 if (PTE.Valid == False)

14 RaiseException(SEGMENTATION_FAULT)

15 else if (CanAccess(PTE.ProtectBits) == False)

16 RaiseException(PROTECTION_FAULT)

17 else

18 TLB_Insert(VPN, PTE.PFN, PTE.ProtectBits)

19 RetryInstruction()

Figure 19.1: TLB Control Flow Algorithm

19.1 TLB Basic Algorithm

Figure 19.1 shows a rough sketch of how hardware might handle a
virtual address translation, assuming a simple linear page table (i.e., the
page table is an array) and a hardware-managed TLB (i.e., the hardware
handles much of the responsibility of page table accesses; we’ll explain
more about this below).

The algorithm the hardware follows works like this: first, extract the
virtual page number (VPN) from the virtual address (Line 1 in Figure 19.1),
and check if the TLB holds the translation for this VPN (Line 2). If it does,
we have a TLB hit, which means the TLB holds the translation. Success!
We can now extract the page frame number (PFN) from the relevant TLB
entry, concatenate that onto the offset from the original virtual address,
and form the desired physical address (PA), and access memory (Lines
5–7), assuming protection checks do not fail (Line 4).

If the CPU does not find the translation in the TLB (a TLB miss), we
have some more work to do. In this example, the hardware accesses the
page table to find the translation (Lines 11–12), and, assuming that the
virtual memory reference generated by the process is valid and accessi-
ble (Lines 13, 15), updates the TLB with the translation (Line 18). These
set of actions are costly, primarily because of the extra memory reference
needed to access the page table (Line 12). Finally, once the TLB is up-
dated, the hardware retries the instruction; this time, the translation is
found in the TLB, and the memory reference is processed quickly.
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PAGING: FASTER TRANSLATIONS (TLBS) 3

The TLB, like all caches, is built on the premise that in the common
case, translations are found in the cache (i.e., are hits). If so, little over-
head is added, as the TLB is found near the processing core and is de-
signed to be quite fast. When a miss occurs, the high cost of paging is
incurred; the page table must be accessed to find the translation, and an
extra memory reference (or more, with more complex page tables) results.
If this happens often, the program will likely run noticeably more slowly;
memory accesses, relative to most CPU instructions, are quite costly, and
TLB misses lead to more memory accesses. Thus, it is our hope to avoid
TLB misses as much as we can.

19.2 Example: Accessing An Array

To make clear the operation of a TLB, let’s examine a simple virtual
address trace and see how a TLB can improve its performance. In this
example, let’s assume we have an array of 10 4-byte integers in memory,
starting at virtual address 100. Assume further that we have a small 8-bit
virtual address space, with 16-byte pages; thus, a virtual address breaks
down into a 4-bit VPN (there are 16 virtual pages) and a 4-bit offset (there
are 16 bytes on each of those pages).

Figure 19.2 (page 4) shows the array laid out on the 16 16-byte pages
of the system. As you can see, the array’s first entry (a[0]) begins on
(VPN=06, offset=04); only three 4-byte integers fit onto that page. The
array continues onto the next page (VPN=07), where the next four entries
(a[3] ... a[6]) are found. Finally, the last three entries of the 10-entry
array (a[7] ... a[9]) are located on the next page of the address space
(VPN=08).

Now let’s consider a simple loop that accesses each array element,
something that would look like this in C:

int sum = 0;

for (i = 0; i < 10; i++) {

sum += a[i];

}

For the sake of simplicity, we will pretend that the only memory ac-
cesses the loop generates are to the array (ignoring the variables i and
sum, as well as the instructions themselves). When the first array element
(a[0]) is accessed, the CPU will see a load to virtual address 100. The
hardware extracts the VPN from this (VPN=06), and uses that to check
the TLB for a valid translation. Assuming this is the first time the pro-
gram accesses the array, the result will be a TLB miss.

The next access is to a[1], and there is some good news here: a TLB
hit! Because the second element of the array is packed next to the first, it
lives on the same page; because we’ve already accessed this page when
accessing the first element of the array, the translation is already loaded

c© 2008–19, ARPACI-DUSSEAU
THREE

EASY

PIECES
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Figure 19.2: Example: An Array In A Tiny Address Space

into the TLB. And hence the reason for our success. Access to a[2] en-
counters similar success (another hit), because it too lives on the same
page as a[0] and a[1].

Unfortunately, when the program accesses a[3], we encounter an-
other TLB miss. However, once again, the next entries (a[4] ... a[6])
will hit in the TLB, as they all reside on the same page in memory.

Finally, access to a[7] causes one last TLB miss. The hardware once
again consults the page table to figure out the location of this virtual page
in physical memory, and updates the TLB accordingly. The final two ac-
cesses (a[8] and a[9]) receive the benefits of this TLB update; when the
hardware looks in the TLB for their translations, two more hits result.

Let us summarize TLB activity during our ten accesses to the array:
miss, hit, hit, miss, hit, hit, hit, miss, hit, hit. Thus, our TLB hit rate,
which is the number of hits divided by the total number of accesses, is
70%. Although this is not too high (indeed, we desire hit rates that ap-
proach 100%), it is non-zero, which may be a surprise. Even though this
is the first time the program accesses the array, the TLB improves per-
formance due to spatial locality. The elements of the array are packed
tightly into pages (i.e., they are close to one another in space), and thus
only the first access to an element on a page yields a TLB miss.

Also note the role that page size plays in this example. If the page size

OPERATING

SYSTEMS

[VERSION 1.01]
WWW.OSTEP.ORG



PAGING: FASTER TRANSLATIONS (TLBS) 5

TIP: USE CACHING WHEN POSSIBLE

Caching is one of the most fundamental performance techniques in com-
puter systems, one that is used again and again to make the “common-
case fast” [HP06]. The idea behind hardware caches is to take advantage
of locality in instruction and data references. There are usually two types
of locality: temporal locality and spatial locality. With temporal locality,
the idea is that an instruction or data item that has been recently accessed
will likely be re-accessed soon in the future. Think of loop variables or in-
structions in a loop; they are accessed repeatedly over time. With spatial
locality, the idea is that if a program accesses memory at address x, it will
likely soon access memory near x. Imagine here streaming through an
array of some kind, accessing one element and then the next. Of course,
these properties depend on the exact nature of the program, and thus are
not hard-and-fast laws but more like rules of thumb.

Hardware caches, whether for instructions, data, or address translations
(as in our TLB) take advantage of locality by keeping copies of memory in
small, fast on-chip memory. Instead of having to go to a (slow) memory
to satisfy a request, the processor can first check if a nearby copy exists
in a cache; if it does, the processor can access it quickly (i.e., in a few
CPU cycles) and avoid spending the costly time it takes to access memory
(many nanoseconds).

You might be wondering: if caches (like the TLB) are so great, why don’t
we just make bigger caches and keep all of our data in them? Unfor-
tunately, this is where we run into more fundamental laws like those of
physics. If you want a fast cache, it has to be small, as issues like the
speed-of-light and other physical constraints become relevant. Any large
cache by definition is slow, and thus defeats the purpose. Thus, we are
stuck with small, fast caches; the question that remains is how to best use
them to improve performance.

had simply been twice as big (32 bytes, not 16), the array access would
suffer even fewer misses. As typical page sizes are more like 4KB, these
types of dense, array-based accesses achieve excellent TLB performance,
encountering only a single miss per page of accesses.

One last point about TLB performance: if the program, soon after this
loop completes, accesses the array again, we’d likely see an even bet-
ter result, assuming that we have a big enough TLB to cache the needed
translations: hit, hit, hit, hit, hit, hit, hit, hit, hit, hit. In this case, the
TLB hit rate would be high because of temporal locality, i.e., the quick
re-referencing of memory items in time. Like any cache, TLBs rely upon
both spatial and temporal locality for success, which are program proper-
ties. If the program of interest exhibits such locality (and many programs
do), the TLB hit rate will likely be high.
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6 PAGING: FASTER TRANSLATIONS (TLBS)

1 VPN = (VirtualAddress & VPN_MASK) >> SHIFT

2 (Success, TlbEntry) = TLB_Lookup(VPN)

3 if (Success == True) // TLB Hit

4 if (CanAccess(TlbEntry.ProtectBits) == True)

5 Offset = VirtualAddress & OFFSET_MASK

6 PhysAddr = (TlbEntry.PFN << SHIFT) | Offset

7 Register = AccessMemory(PhysAddr)

8 else

9 RaiseException(PROTECTION_FAULT)

10 else // TLB Miss

11 RaiseException(TLB_MISS)

Figure 19.3: TLB Control Flow Algorithm (OS Handled)

19.3 Who Handles The TLB Miss?

One question that we must answer: who handles a TLB miss? Two an-
swers are possible: the hardware, or the software (OS). In the olden days,
the hardware had complex instruction sets (sometimes called CISC, for
complex-instruction set computers) and the people who built the hard-
ware didn’t much trust those sneaky OS people. Thus, the hardware
would handle the TLB miss entirely. To do this, the hardware has to
know exactly where the page tables are located in memory (via a page-
table base register, used in Line 11 in Figure 19.1), as well as their exact
format; on a miss, the hardware would “walk” the page table, find the cor-
rect page-table entry and extract the desired translation, update the TLB
with the translation, and retry the instruction. An example of an “older”
architecture that has hardware-managed TLBs is the Intel x86 architec-
ture, which uses a fixed multi-level page table (see the next chapter for
details); the current page table is pointed to by the CR3 register [I09].

More modern architectures (e.g., MIPS R10k [H93] or Sun’s SPARC v9
[WG00], both RISC or reduced-instruction set computers) have what is
known as a software-managed TLB. On a TLB miss, the hardware sim-
ply raises an exception (line 11 in Figure 19.3), which pauses the current
instruction stream, raises the privilege level to kernel mode, and jumps
to a trap handler. As you might guess, this trap handler is code within
the OS that is written with the express purpose of handling TLB misses.
When run, the code will lookup the translation in the page table, use spe-
cial “privileged” instructions to update the TLB, and return from the trap;
at this point, the hardware retries the instruction (resulting in a TLB hit).

Let’s discuss a couple of important details. First, the return-from-trap
instruction needs to be a little different than the return-from-trap we saw
before when servicing a system call. In the latter case, the return-from-
trap should resume execution at the instruction after the trap into the OS,
just as a return from a procedure call returns to the instruction imme-
diately following the call into the procedure. In the former case, when
returning from a TLB miss-handling trap, the hardware must resume ex-
ecution at the instruction that caused the trap; this retry thus lets the in-
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PAGING: FASTER TRANSLATIONS (TLBS) 7

ASIDE: RISC VS. CISC
In the 1980’s, a great battle took place in the computer architecture com-
munity. On one side was the CISC camp, which stood for Complex
Instruction Set Computing; on the other side was RISC, for Reduced
Instruction Set Computing [PS81]. The RISC side was spear-headed by
David Patterson at Berkeley and John Hennessy at Stanford (who are also
co-authors of some famous books [HP06]), although later John Cocke was
recognized with a Turing award for his earliest work on RISC [CM00].
CISC instruction sets tend to have a lot of instructions in them, and each
instruction is relatively powerful. For example, you might see a string
copy, which takes two pointers and a length and copies bytes from source
to destination. The idea behind CISC was that instructions should be
high-level primitives, to make the assembly language itself easier to use,
and to make code more compact.
RISC instruction sets are exactly the opposite. A key observation behind
RISC is that instruction sets are really compiler targets, and all compil-
ers really want are a few simple primitives that they can use to gener-
ate high-performance code. Thus, RISC proponents argued, let’s rip out
as much from the hardware as possible (especially the microcode), and
make what’s left simple, uniform, and fast.
In the early days, RISC chips made a huge impact, as they were noticeably
faster [BC91]; many papers were written; a few companies were formed
(e.g., MIPS and Sun). However, as time progressed, CISC manufacturers
such as Intel incorporated many RISC techniques into the core of their
processors, for example by adding early pipeline stages that transformed
complex instructions into micro-instructions which could then be pro-
cessed in a RISC-like manner. These innovations, plus a growing number
of transistors on each chip, allowed CISC to remain competitive. The end
result is that the debate died down, and today both types of processors
can be made to run fast.

struction run again, this time resulting in a TLB hit. Thus, depending on
how a trap or exception was caused, the hardware must save a different
PC when trapping into the OS, in order to resume properly when the time
to do so arrives.

Second, when running the TLB miss-handling code, the OS needs to be
extra careful not to cause an infinite chain of TLB misses to occur. Many
solutions exist; for example, you could keep TLB miss handlers in physi-
cal memory (where they are unmapped and not subject to address trans-
lation), or reserve some entries in the TLB for permanently-valid transla-
tions and use some of those permanent translation slots for the handler
code itself; these wired translations always hit in the TLB.

The primary advantage of the software-managed approach is flexibil-
ity: the OS can use any data structure it wants to implement the page
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8 PAGING: FASTER TRANSLATIONS (TLBS)

ASIDE: TLB VALID BIT 6= PAGE TABLE VALID BIT

A common mistake is to confuse the valid bits found in a TLB with those
found in a page table. In a page table, when a page-table entry (PTE)
is marked invalid, it means that the page has not been allocated by the
process, and should not be accessed by a correctly-working program. The
usual response when an invalid page is accessed is to trap to the OS,
which will respond by killing the process.

A TLB valid bit, in contrast, simply refers to whether a TLB entry has a
valid translation within it. When a system boots, for example, a common
initial state for each TLB entry is to be set to invalid, because no address
translations are yet cached there. Once virtual memory is enabled, and
once programs start running and accessing their virtual address spaces,
the TLB is slowly populated, and thus valid entries soon fill the TLB.

The TLB valid bit is quite useful when performing a context switch too,
as we’ll discuss further below. By setting all TLB entries to invalid, the
system can ensure that the about-to-be-run process does not accidentally
use a virtual-to-physical translation from a previous process.

table, without necessitating hardware change. Another advantage is sim-
plicity, as seen in the TLB control flow (line 11 in Figure 19.3, in contrast
to lines 11–19 in Figure 19.1). The hardware doesn’t do much on a miss:
just raise an exception and let the OS TLB miss handler do the rest.

19.4 TLB Contents: What’s In There?

Let’s look at the contents of the hardware TLB in more detail. A typical
TLB might have 32, 64, or 128 entries and be what is called fully associa-
tive. Basically, this just means that any given translation can be anywhere
in the TLB, and that the hardware will search the entire TLB in parallel to
find the desired translation. A TLB entry might look like this:

VPN PFN other bits

Note that both the VPN and PFN are present in each entry, as a trans-
lation could end up in any of these locations (in hardware terms, the TLB
is known as a fully-associative cache). The hardware searches the entries
in parallel to see if there is a match.

More interesting are the “other bits”. For example, the TLB commonly
has a valid bit, which says whether the entry has a valid translation or
not. Also common are protection bits, which determine how a page can
be accessed (as in the page table). For example, code pages might be
marked read and execute, whereas heap pages might be marked read and
write. There may also be a few other fields, including an address-space
identifier, a dirty bit, and so forth; see below for more information.
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PAGING: FASTER TRANSLATIONS (TLBS) 9

19.5 TLB Issue: Context Switches

With TLBs, some new issues arise when switching between processes
(and hence address spaces). Specifically, the TLB contains virtual-to-physical
translations that are only valid for the currently running process; these
translations are not meaningful for other processes. As a result, when
switching from one process to another, the hardware or OS (or both) must
be careful to ensure that the about-to-be-run process does not accidentally
use translations from some previously run process.

To understand this situation better, let’s look at an example. When one
process (P1) is running, it assumes the TLB might be caching translations
that are valid for it, i.e., that come from P1’s page table. Assume, for this
example, that the 10th virtual page of P1 is mapped to physical frame 100.

In this example, assume another process (P2) exists, and the OS soon
might decide to perform a context switch and run it. Assume here that
the 10th virtual page of P2 is mapped to physical frame 170. If entries for
both processes were in the TLB, the contents of the TLB would be:

VPN PFN valid prot
10 100 1 rwx
— — 0 —
10 170 1 rwx
— — 0 —

In the TLB above, we clearly have a problem: VPN 10 translates to
either PFN 100 (P1) or PFN 170 (P2), but the hardware can’t distinguish
which entry is meant for which process. Thus, we need to do some more
work in order for the TLB to correctly and efficiently support virtualiza-
tion across multiple processes. And thus, a crux:

THE CRUX:
HOW TO MANAGE TLB CONTENTS ON A CONTEXT SWITCH

When context-switching between processes, the translations in the TLB
for the last process are not meaningful to the about-to-be-run process.
What should the hardware or OS do in order to solve this problem?

There are a number of possible solutions to this problem. One ap-
proach is to simply flush the TLB on context switches, thus emptying
it before running the next process. On a software-based system, this
can be accomplished with an explicit (and privileged) hardware instruc-
tion; with a hardware-managed TLB, the flush could be enacted when the
page-table base register is changed (note the OS must change the PTBR
on a context switch anyhow). In either case, the flush operation simply
sets all valid bits to 0, essentially clearing the contents of the TLB.

By flushing the TLB on each context switch, we now have a working
solution, as a process will never accidentally encounter the wrong trans-

c© 2008–19, ARPACI-DUSSEAU
THREE

EASY

PIECES



10 PAGING: FASTER TRANSLATIONS (TLBS)

lations in the TLB. However, there is a cost: each time a process runs, it
must incur TLB misses as it touches its data and code pages. If the OS
switches between processes frequently, this cost may be high.

To reduce this overhead, some systems add hardware support to en-
able sharing of the TLB across context switches. In particular, some hard-
ware systems provide an address space identifier (ASID) field in the
TLB. You can think of the ASID as a process identifier (PID), but usu-
ally it has fewer bits (e.g., 8 bits for the ASID versus 32 bits for a PID).

If we take our example TLB from above and add ASIDs, it is clear
processes can readily share the TLB: only the ASID field is needed to dif-
ferentiate otherwise identical translations. Here is a depiction of a TLB
with the added ASID field:

VPN PFN valid prot ASID
10 100 1 rwx 1
— — 0 — —
10 170 1 rwx 2
— — 0 — —

Thus, with address-space identifiers, the TLB can hold translations
from different processes at the same time without any confusion. Of
course, the hardware also needs to know which process is currently run-
ning in order to perform translations, and thus the OS must, on a context
switch, set some privileged register to the ASID of the current process.

As an aside, you may also have thought of another case where two
entries of the TLB are remarkably similar. In this example, there are two
entries for two different processes with two different VPNs that point to
the same physical page:

VPN PFN valid prot ASID
10 101 1 r-x 1
— — 0 — —
50 101 1 r-x 2
— — 0 — —

This situation might arise, for example, when two processes share a
page (a code page, for example). In the example above, Process 1 is shar-
ing physical page 101 with Process 2; P1 maps this page into the 10th
page of its address space, whereas P2 maps it to the 50th page of its ad-
dress space. Sharing of code pages (in binaries, or shared libraries) is
useful as it reduces the number of physical pages in use, thus reducing
memory overheads.
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PAGING: FASTER TRANSLATIONS (TLBS) 11

19.6 Issue: Replacement Policy

As with any cache, and thus also with the TLB, one more issue that we
must consider is cache replacement. Specifically, when we are installing
a new entry in the TLB, we have to replace an old one, and thus the
question: which one to replace?

THE CRUX: HOW TO DESIGN TLB REPLACEMENT POLICY

Which TLB entry should be replaced when we add a new TLB entry?
The goal, of course, being to minimize the miss rate (or increase hit rate)
and thus improve performance.

We will study such policies in some detail when we tackle the problem
of swapping pages to disk; here we’ll just highlight a few typical policies.
One common approach is to evict the least-recently-used or LRU entry.
LRU tries to take advantage of locality in the memory-reference stream,
assuming it is likely that an entry that has not recently been used is a good
candidate for eviction. Another typical approach is to use a random pol-
icy, which evicts a TLB mapping at random. Such a policy is useful due
to its simplicity and ability to avoid corner-case behaviors; for example,
a “reasonable” policy such as LRU behaves quite unreasonably when a
program loops over n + 1 pages with a TLB of size n; in this case, LRU
misses upon every access, whereas random does much better.

19.7 A Real TLB Entry

Finally, let’s briefly look at a real TLB. This example is from the MIPS
R4000 [H93], a modern system that uses software-managed TLBs; a slightly
simplified MIPS TLB entry can be seen in Figure 19.4.

The MIPS R4000 supports a 32-bit address space with 4KB pages. Thus,
we would expect a 20-bit VPN and 12-bit offset in our typical virtual ad-
dress. However, as you can see in the TLB, there are only 19 bits for the
VPN; as it turns out, user addresses will only come from half the address
space (the rest reserved for the kernel) and hence only 19 bits of VPN
are needed. The VPN translates to up to a 24-bit physical frame number
(PFN), and hence can support systems with up to 64GB of (physical) main
memory (224 4KB pages).

There are a few other interesting bits in the MIPS TLB. We see a global
bit (G), which is used for pages that are globally-shared among processes.
Thus, if the global bit is set, the ASID is ignored. We also see the 8-bit
ASID, which the OS can use to distinguish between address spaces (as
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Figure 19.4: A MIPS TLB Entry
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12 PAGING: FASTER TRANSLATIONS (TLBS)

TIP: RAM ISN’T ALWAYS RAM (CULLER’S LAW)
The term random-access memory, or RAM, implies that you can access
any part of RAM just as quickly as another. While it is generally good to
think of RAM in this way, because of hardware/OS features such as the
TLB, accessing a particular page of memory may be costly, particularly
if that page isn’t currently mapped by your TLB. Thus, it is always good
to remember the implementation tip: RAM isn’t always RAM. Some-
times randomly accessing your address space, particularly if the number
of pages accessed exceeds the TLB coverage, can lead to severe perfor-
mance penalties. Because one of our advisors, David Culler, used to al-
ways point to the TLB as the source of many performance problems, we
name this law in his honor: Culler’s Law.

described above). One question for you: what should the OS do if there
are more than 256 (28) processes running at a time? Finally, we see 3
Coherence (C) bits, which determine how a page is cached by the hardware
(a bit beyond the scope of these notes); a dirty bit which is marked when
the page has been written to (we’ll see the use of this later); a valid bit
which tells the hardware if there is a valid translation present in the entry.
There is also a page mask field (not shown), which supports multiple page
sizes; we’ll see later why having larger pages might be useful. Finally,
some of the 64 bits are unused (shaded gray in the diagram).

MIPS TLBs usually have 32 or 64 of these entries, most of which are
used by user processes as they run. However, a few are reserved for the
OS. A wired register can be set by the OS to tell the hardware how many
slots of the TLB to reserve for the OS; the OS uses these reserved map-
pings for code and data that it wants to access during critical times, where
a TLB miss would be problematic (e.g., in the TLB miss handler).

Because the MIPS TLB is software managed, there needs to be instruc-
tions to update the TLB. The MIPS provides four such instructions: TLBP,
which probes the TLB to see if a particular translation is in there; TLBR,
which reads the contents of a TLB entry into registers; TLBWI, which re-
places a specific TLB entry; and TLBWR, which replaces a random TLB
entry. The OS uses these instructions to manage the TLB’s contents. It is
of course critical that these instructions are privileged; imagine what a
user process could do if it could modify the contents of the TLB (hint: just
about anything, including take over the machine, run its own malicious
“OS”, or even make the Sun disappear).

19.8 Summary

We have seen how hardware can help us make address translation
faster. By providing a small, dedicated on-chip TLB as an address-translation
cache, most memory references will hopefully be handled without having
to access the page table in main memory. Thus, in the common case,
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PAGING: FASTER TRANSLATIONS (TLBS) 13

the performance of the program will be almost as if memory isn’t being
virtualized at all, an excellent achievement for an operating system, and
certainly essential to the use of paging in modern systems.

However, TLBs do not make the world rosy for every program that
exists. In particular, if the number of pages a program accesses in a short
period of time exceeds the number of pages that fit into the TLB, the pro-
gram will generate a large number of TLB misses, and thus run quite a
bit more slowly. We refer to this phenomenon as exceeding the TLB cov-
erage, and it can be quite a problem for certain programs. One solution,
as we’ll discuss in the next chapter, is to include support for larger page
sizes; by mapping key data structures into regions of the program’s ad-
dress space that are mapped by larger pages, the effective coverage of the
TLB can be increased. Support for large pages is often exploited by pro-
grams such as a database management system (a DBMS), which have
certain data structures that are both large and randomly-accessed.

One other TLB issue worth mentioning: TLB access can easily be-
come a bottleneck in the CPU pipeline, in particular with what is called a
physically-indexed cache. With such a cache, address translation has to
take place before the cache is accessed, which can slow things down quite
a bit. Because of this potential problem, people have looked into all sorts
of clever ways to access caches with virtual addresses, thus avoiding the
expensive step of translation in the case of a cache hit. Such a virtually-
indexed cache solves some performance problems, but introduces new
issues into hardware design as well. See Wiggins’s fine survey for more
details [W03].
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Homework (Measurement)

In this homework, you are to measure the size and cost of accessing
a TLB. The idea is based on work by Saavedra-Barrera [SB92], who de-
veloped a simple but beautiful method to measure numerous aspects of
cache hierarchies, all with a very simple user-level program. Read his
work for more details.

The basic idea is to access some number of pages within a large data
structure (e.g., an array) and to time those accesses. For example, let’s say
the TLB size of a machine happens to be 4 (which would be very small,
but useful for the purposes of this discussion). If you write a program
that touches 4 or fewer pages, each access should be a TLB hit, and thus
relatively fast. However, once you touch 5 pages or more, repeatedly in a
loop, each access will suddenly jump in cost, to that of a TLB miss.

The basic code to loop through an array once should look like this:

int jump = PAGESIZE / sizeof(int);

for (i = 0; i < NUMPAGES * jump; i += jump)

a[i] += 1;

In this loop, one integer per page of the array a is updated, up to the
number of pages specified by NUMPAGES. By timing such a loop repeat-
edly (say, a few hundred million times in another loop around this one, or
however many loops are needed to run for a few seconds), you can time
how long each access takes (on average). By looking for jumps in cost as
NUMPAGES increases, you can roughly determine how big the first-level
TLB is, determine whether a second-level TLB exists (and how big it is if
it does), and in general get a good sense of how TLB hits and misses can
affect performance.

1 4 16 64 256 1024
0

20

40

60

80
TLB Size Measurement

Number Of Pages

T
im

e
 P

e
r 

A
c
c
e

s
s
 (

n
s
)

Figure 19.5: Discovering TLB Sizes and Miss Costs
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16 PAGING: FASTER TRANSLATIONS (TLBS)

Figure 19.5 (page 15) shows the average time per access as the number
of pages accessed in the loop is increased. As you can see in the graph,
when just a few pages are accessed (8 or fewer), the average access time
is roughly 5 nanoseconds. When 16 or more pages are accessed, there is
a sudden jump to about 20 nanoseconds per access. A final jump in cost
occurs at around 1024 pages, at which point each access takes around 70
nanoseconds. From this data, we can conclude that there is a two-level
TLB hierarchy; the first is quite small (probably holding between 8 and
16 entries); the second is larger but slower (holding roughly 512 entries).
The overall difference between hits in the first-level TLB and misses is
quite large, roughly a factor of fourteen. TLB performance matters!

Questions

1. For timing, you’ll need to use a timer (e.g., gettimeofday()).
How precise is such a timer? How long does an operation have
to take in order for you to time it precisely? (this will help deter-
mine how many times, in a loop, you’ll have to repeat a page access
in order to time it successfully)

2. Write the program, called tlb.c, that can roughly measure the cost
of accessing each page. Inputs to the program should be: the num-
ber of pages to touch and the number of trials.

3. Now write a script in your favorite scripting language (bash?) to
run this program, while varying the number of pages accessed from
1 up to a few thousand, perhaps incrementing by a factor of two
per iteration. Run the script on different machines and gather some
data. How many trials are needed to get reliable measurements?

4. Next, graph the results, making a graph that looks similar to the
one above. Use a good tool like ploticus or even zplot. Visual-
ization usually makes the data much easier to digest; why do you
think that is?

5. One thing to watch out for is compiler optimization. Compilers
do all sorts of clever things, including removing loops which incre-
ment values that no other part of the program subsequently uses.
How can you ensure the compiler does not remove the main loop
above from your TLB size estimator?

6. Another thing to watch out for is the fact that most systems today
ship with multiple CPUs, and each CPU, of course, has its own TLB
hierarchy. To really get good measurements, you have to run your
code on just one CPU, instead of letting the scheduler bounce it
from one CPU to the next. How can you do that? (hint: look up
“pinning a thread” on Google for some clues) What will happen if
you don’t do this, and the code moves from one CPU to the other?

7. Another issue that might arise relates to initialization. If you don’t
initialize the array a above before accessing it, the first time you
access it will be very expensive, due to initial access costs such as
demand zeroing. Will this affect your code and its timing? What
can you do to counterbalance these potential costs?
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Paging: Smaller Tables

We now tackle the second problem that paging introduces: page tables
are too big and thus consume too much memory. Let’s start out with

a linear page table. As you might recall1, linear page tables get pretty
big. Assume again a 32-bit address space (232 bytes), with 4KB (212 byte)
pages and a 4-byte page-table entry. An address space thus has roughly

one million virtual pages in it ( 2
32

212
); multiply by the page-table entry size

and you see that our page table is 4MB in size. Recall also: we usually
have one page table for every process in the system! With a hundred active
processes (not uncommon on a modern system), we will be allocating
hundreds of megabytes of memory just for page tables! As a result, we
are in search of some techniques to reduce this heavy burden. There are
a lot of them, so let’s get going. But not before our crux:

CRUX: HOW TO MAKE PAGE TABLES SMALLER?
Simple array-based page tables (usually called linear page tables) are

too big, taking up far too much memory on typical systems. How can we
make page tables smaller? What are the key ideas? What inefficiencies
arise as a result of these new data structures?

20.1 Simple Solution: Bigger Pages

We could reduce the size of the page table in one simple way: use
bigger pages. Take our 32-bit address space again, but this time assume
16KB pages. We would thus have an 18-bit VPN plus a 14-bit offset. As-
suming the same size for each PTE (4 bytes), we now have 2

18 entries in
our linear page table and thus a total size of 1MB per page table, a factor

1Or indeed, you might not; this paging thing is getting out of control, no? That said,
always make sure you understand the problem you are solving before moving onto the solution;
indeed, if you understand the problem, you can often derive the solution yourself. Here, the
problem should be clear: simple linear (array-based) page tables are too big.

1



2 PAGING: SMALLER TABLES

ASIDE: MULTIPLE PAGE SIZES

As an aside, do note that many architectures (e.g., MIPS, SPARC, x86-64)
now support multiple page sizes. Usually, a small (4KB or 8KB) page
size is used. However, if a “smart” application requests it, a single large
page (e.g., of size 4MB) can be used for a specific portion of the address
space, enabling such applications to place a frequently-used (and large)
data structure in such a space while consuming only a single TLB en-
try. This type of large page usage is common in database management
systems and other high-end commercial applications. The main reason
for multiple page sizes is not to save page table space, however; it is to
reduce pressure on the TLB, enabling a program to access more of its ad-
dress space without suffering from too many TLB misses. However, as
researchers have shown [N+02], using multiple page sizes makes the OS
virtual memory manager notably more complex, and thus large pages
are sometimes most easily used simply by exporting a new interface to
applications to request large pages directly.

of four reduction in size of the page table (not surprisingly, the reduction
exactly mirrors the factor of four increase in page size).

The major problem with this approach, however, is that big pages lead
to waste within each page, a problem known as internal fragmentation
(as the waste is internal to the unit of allocation). Applications thus end
up allocating pages but only using little bits and pieces of each, and mem-
ory quickly fills up with these overly-large pages. Thus, most systems use
relatively small page sizes in the common case: 4KB (as in x86) or 8KB (as
in SPARCv9). Our problem will not be solved so simply, alas.

20.2 Hybrid Approach: Paging and Segments

Whenever you have two reasonable but different approaches to some-
thing in life, you should always examine the combination of the two to
see if you can obtain the best of both worlds. We call such a combination a
hybrid. For example, why eat just chocolate or plain peanut butter when
you can instead combine the two in a lovely hybrid known as the Reese’s
Peanut Butter Cup [M28]?

Years ago, the creators of Multics (in particular Jack Dennis) chanced
upon such an idea in the construction of the Multics virtual memory sys-
tem [M07]. Specifically, Dennis had the idea of combining paging and
segmentation in order to reduce the memory overhead of page tables.
We can see why this might work by examining a typical linear page ta-
ble in more detail. Assume we have an address space in which the used
portions of the heap and stack are small. For the example, we use a tiny
16KB address space with 1KB pages (Figure 20.1); the page table for this
address space is in Figure 20.2.
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Figure 20.1: A 16KB Address Space With 1KB Pages

PFN valid prot present dirty
10 1 r-x 1 0

- 0 — - -
- 0 — - -
- 0 — - -

23 1 rw- 1 1
- 0 — - -
- 0 — - -
- 0 — - -
- 0 — - -
- 0 — - -
- 0 — - -
- 0 — - -
- 0 — - -
- 0 — - -

28 1 rw- 1 1
4 1 rw- 1 1

Figure 20.2: A Page Table For 16KB Address Space

This example assumes the single code page (VPN 0) is mapped to
physical page 10, the single heap page (VPN 4) to physical page 23, and
the two stack pages at the other end of the address space (VPNs 14 and
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15) are mapped to physical pages 28 and 4, respectively. As you can see
from the picture, most of the page table is unused, full of invalid entries.
What a waste! And this is for a tiny 16KB address space. Imagine the
page table of a 32-bit address space and all the potential wasted space in
there! Actually, don’t imagine such a thing; it’s far too gruesome.

Thus, our hybrid approach: instead of having a single page table for
the entire address space of the process, why not have one per logical seg-
ment? In this example, we might thus have three page tables, one for the
code, heap, and stack parts of the address space.

Now, remember with segmentation, we had a base register that told
us where each segment lived in physical memory, and a bound or limit
register that told us the size of said segment. In our hybrid, we still have
those structures in the MMU; here, we use the base not to point to the
segment itself but rather to hold the physical address of the page table of that
segment. The bounds register is used to indicate the end of the page table
(i.e., how many valid pages it has).

Let’s do a simple example to clarify. Assume a 32-bit virtual address
space with 4KB pages, and an address space split into four segments.
We’ll only use three segments for this example: one for code, one for
heap, and one for stack.

To determine which segment an address refers to, we’ll use the top
two bits of the address space. Let’s assume 00 is the unused segment,
with 01 for code, 10 for the heap, and 11 for the stack. Thus, a virtual
address looks like this:
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Seg VPN Offset

In the hardware, assume that there are thus three base/bounds pairs,
one each for code, heap, and stack. When a process is running, the base
register for each of these segments contains the physical address of a lin-
ear page table for that segment; thus, each process in the system now has
three page tables associated with it. On a context switch, these registers
must be changed to reflect the location of the page tables of the newly-
running process.

On a TLB miss (assuming a hardware-managed TLB, i.e., where the
hardware is responsible for handling TLB misses), the hardware uses the
segment bits (SN) to determine which base and bounds pair to use. The
hardware then takes the physical address therein and combines it with
the VPN as follows to form the address of the page table entry (PTE):

SN = (VirtualAddress & SEG_MASK) >> SN_SHIFT

VPN = (VirtualAddress & VPN_MASK) >> VPN_SHIFT

AddressOfPTE = Base[SN] + (VPN * sizeof(PTE))

This sequence should look familiar; it is virtually identical to what we
saw before with linear page tables. The only difference, of course, is the
use of one of three segment base registers instead of the single page table
base register.
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PAGING: SMALLER TABLES 5

TIP: USE HYBRIDS

When you have two good and seemingly opposing ideas, you should
always see if you can combine them into a hybrid that manages to achieve
the best of both worlds. Hybrid corn species, for example, are known to
be more robust than any naturally-occurring species. Of course, not all
hybrids are a good idea; see the Zeedonk (or Zonkey), which is a cross of
a Zebra and a Donkey. If you don’t believe such a creature exists, look it
up, and prepare to be amazed.

The critical difference in our hybrid scheme is the presence of a bounds
register per segment; each bounds register holds the value of the maxi-
mum valid page in the segment. For example, if the code segment is
using its first three pages (0, 1, and 2), the code segment page table will
only have three entries allocated to it and the bounds register will be set
to 3; memory accesses beyond the end of the segment will generate an ex-
ception and likely lead to the termination of the process. In this manner,
our hybrid approach realizes a significant memory savings compared to
the linear page table; unallocated pages between the stack and the heap
no longer take up space in a page table (just to mark them as not valid).

However, as you might notice, this approach is not without problems.
First, it still requires us to use segmentation; as we discussed before, seg-
mentation is not quite as flexible as we would like, as it assumes a certain
usage pattern of the address space; if we have a large but sparsely-used
heap, for example, we can still end up with a lot of page table waste.
Second, this hybrid causes external fragmentation to arise again. While
most of memory is managed in page-sized units, page tables now can be
of arbitrary size (in multiples of PTEs). Thus, finding free space for them
in memory is more complicated. For these reasons, people continued to
look for better ways to implement smaller page tables.

20.3 Multi-level Page Tables

A different approach doesn’t rely on segmentation but attacks the same
problem: how to get rid of all those invalid regions in the page table in-
stead of keeping them all in memory? We call this approach a multi-level
page table, as it turns the linear page table into something like a tree. This
approach is so effective that many modern systems employ it (e.g., x86
[BOH10]). We now describe this approach in detail.

The basic idea behind a multi-level page table is simple. First, chop up
the page table into page-sized units; then, if an entire page of page-table
entries (PTEs) is invalid, don’t allocate that page of the page table at all.
To track whether a page of the page table is valid (and if valid, where it
is in memory), use a new structure, called the page directory. The page
directory thus either can be used to tell you where a page of the page
table is, or that the entire page of the page table contains no valid pages.
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Figure 20.3: Linear (Left) And Multi-Level (Right) Page Tables

Figure 20.3 shows an example. On the left of the figure is the classic
linear page table; even though most of the middle regions of the address
space are not valid, we still require page-table space allocated for those
regions (i.e., the middle two pages of the page table). On the right is a
multi-level page table. The page directory marks just two pages of the
page table as valid (the first and last); thus, just those two pages of the
page table reside in memory. And thus you can see one way to visualize
what a multi-level table is doing: it just makes parts of the linear page
table disappear (freeing those frames for other uses), and tracks which
pages of the page table are allocated with the page directory.

The page directory, in a simple two-level table, contains one entry per
page of the page table. It consists of a number of page directory entries
(PDE). A PDE (minimally) has a valid bit and a page frame number
(PFN), similar to a PTE. However, as hinted at above, the meaning of
this valid bit is slightly different: if the PDE is valid, it means that at least
one of the pages of the page table that the entry points to (via the PFN)
is valid, i.e., in at least one PTE on that page pointed to by this PDE, the
valid bit in that PTE is set to one. If the PDE is not valid (i.e., equal to
zero), the rest of the PDE is not defined.

Multi-level page tables have some obvious advantages over approaches
we’ve seen thus far. First, and perhaps most obviously, the multi-level ta-
ble only allocates page-table space in proportion to the amount of address
space you are using; thus it is generally compact and supports sparse ad-
dress spaces.

Second, if carefully constructed, each portion of the page table fits
neatly within a page, making it easier to manage memory; the OS can
simply grab the next free page when it needs to allocate or grow a page
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PAGING: SMALLER TABLES 7

TIP: UNDERSTAND TIME-SPACE TRADE-OFFS

When building a data structure, one should always consider time-space
trade-offs in its construction. Usually, if you wish to make access to a par-
ticular data structure faster, you will have to pay a space-usage penalty
for the structure.

table. Contrast this to a simple (non-paged) linear page table2, which
is just an array of PTEs indexed by VPN; with such a structure, the en-
tire linear page table must reside contiguously in physical memory. For
a large page table (say 4MB), finding such a large chunk of unused con-
tiguous free physical memory can be quite a challenge. With a multi-level
structure, we add a level of indirection through use of the page directory,
which points to pieces of the page table; that indirection allows us to place
page-table pages wherever we would like in physical memory.

It should be noted that there is a cost to multi-level tables; on a TLB
miss, two loads from memory will be required to get the right translation
information from the page table (one for the page directory, and one for
the PTE itself), in contrast to just one load with a linear page table. Thus,
the multi-level table is a small example of a time-space trade-off. We
wanted smaller tables (and got them), but not for free; although in the
common case (TLB hit), performance is obviously identical, a TLB miss
suffers from a higher cost with this smaller table.

Another obvious negative is complexity. Whether it is the hardware or
OS handling the page-table lookup (on a TLB miss), doing so is undoubt-
edly more involved than a simple linear page-table lookup. Often we are
willing to increase complexity in order to improve performance or reduce
overheads; in the case of a multi-level table, we make page-table lookups
more complicated in order to save valuable memory.

A Detailed Multi-Level Example

To understand the idea behind multi-level page tables better, let’s do an
example. Imagine a small address space of size 16KB, with 64-byte pages.
Thus, we have a 14-bit virtual address space, with 8 bits for the VPN and
6 bits for the offset. A linear page table would have 2

8 (256) entries, even
if only a small portion of the address space is in use. Figure 20.4 (page 8)
presents one example of such an address space.

In this example, virtual pages 0 and 1 are for code, virtual pages 4 and
5 for the heap, and virtual pages 254 and 255 for the stack; the rest of the
pages of the address space are unused.

To build a two-level page table for this address space, we start with
our full linear page table and break it up into page-sized units. Recall our
full table (in this example) has 256 entries; assume each PTE is 4 bytes

2We are making some assumptions here, i.e., that all page tables reside in their entirety in
physical memory (i.e., they are not swapped to disk); we’ll soon relax this assumption.
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................

Figure 20.4: A 16KB Address Space With 64-byte Pages

in size. Thus, our page table is 1KB (256 × 4 bytes) in size. Given that
we have 64-byte pages, the 1KB page table can be divided into 16 64-byte
pages; each page can hold 16 PTEs.

What we need to understand now is how to take a VPN and use it to
index first into the page directory and then into the page of the page table.
Remember that each is an array of entries; thus, all we need to figure out
is how to construct the index for each from pieces of the VPN.

Let’s first index into the page directory. Our page table in this example
is small: 256 entries, spread across 16 pages. The page directory needs one
entry per page of the page table; thus, it has 16 entries. As a result, we
need four bits of the VPN to index into the directory; we use the top four
bits of the VPN, as follows:

13 12 11 10 9 8 7 6 5 4 3 2 1 0

VPN offset

Page Directory Index

Once we extract the page-directory index (PDIndex for short) from
the VPN, we can use it to find the address of the page-directory entry
(PDE) with a simple calculation: PDEAddr = PageDirBase + (PDIndex

* sizeof(PDE)). This results in our page directory, which we now ex-
amine to make further progress in our translation.

If the page-directory entry is marked invalid, we know that the access
is invalid, and thus raise an exception. If, however, the PDE is valid,
we have more work to do. Specifically, we now have to fetch the page-
table entry (PTE) from the page of the page table pointed to by this page-
directory entry. To find this PTE, we have to index into the portion of the
page table using the remaining bits of the VPN:
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PAGING: SMALLER TABLES 9

13 12 11 10 9 8 7 6 5 4 3 2 1 0

VPN offset

Page Directory Index Page Table Index

This page-table index (PTIndex for short) can then be used to index
into the page table itself, giving us the address of our PTE:

PTEAddr = (PDE.PFN << SHIFT) + (PTIndex * sizeof(PTE))

Note that the page-frame number (PFN) obtained from the page-directory
entry must be left-shifted into place before combining it with the page-
table index to form the address of the PTE.

To see if this all makes sense, we’ll now fill in a multi-level page ta-
ble with some actual values, and translate a single virtual address. Let’s
begin with the page directory for this example (left side of Figure 20.5).

In the figure, you can see that each page directory entry (PDE) de-
scribes something about a page of the page table for the address space.
In this example, we have two valid regions in the address space (at the
beginning and end), and a number of invalid mappings in-between.

In physical page 100 (the physical frame number of the 0th page of the
page table), we have the first page of 16 page table entries for the first 16
VPNs in the address space. See Figure 20.5 (middle part) for the contents
of this portion of the page table.

This page of the page table contains the mappings for the first 16
VPNs; in our example, VPNs 0 and 1 are valid (the code segment), as

Page Directory Page of PT (@PFN:100) Page of PT (@PFN:101)
PFN valid? PFN valid prot PFN valid prot
100 1 10 1 r-x — 0 —
— 0 23 1 r-x — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 80 1 rw- — 0 —
— 0 59 1 rw- — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — — 0 —
— 0 — 0 — 55 1 rw-

101 1 — 0 — 45 1 rw-

Figure 20.5: A Page Directory, And Pieces Of Page Table
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TIP: BE WARY OF COMPLEXITY

System designers should be wary of adding complexity into their sys-
tem. What a good systems builder does is implement the least complex
system that achieves the task at hand. For example, if disk space is abun-
dant, you shouldn’t design a file system that works hard to use as few
bytes as possible; similarly, if processors are fast, it is better to write a
clean and understandable module within the OS than perhaps the most
CPU-optimized, hand-assembled code for the task at hand. Be wary of
needless complexity, in prematurely-optimized code or other forms; such
approaches make systems harder to understand, maintain, and debug.
As Antoine de Saint-Exupery famously wrote: “Perfection is finally at-
tained not when there is no longer anything to add, but when there is no
longer anything to take away.” What he didn’t write: “It’s a lot easier to
say something about perfection than to actually achieve it.”

are 4 and 5 (the heap). Thus, the table has mapping information for each
of those pages. The rest of the entries are marked invalid.

The other valid page of the page table is found inside PFN 101. This
page contains mappings for the last 16 VPNs of the address space; see
Figure 20.5 (right) for details.

In the example, VPNs 254 and 255 (the stack) have valid mappings.
Hopefully, what we can see from this example is how much space savings
are possible with a multi-level indexed structure. In this example, instead
of allocating the full sixteen pages for a linear page table, we allocate only
three: one for the page directory, and two for the chunks of the page table
that have valid mappings. The savings for large (32-bit or 64-bit) address
spaces could obviously be much greater.

Finally, let’s use this information in order to perform a translation.
Here is an address that refers to the 0th byte of VPN 254: 0x3F80, or
11 1111 1000 0000 in binary.

Recall that we will use the top 4 bits of the VPN to index into the
page directory. Thus, 1111 will choose the last (15th, if you start at the
0th) entry of the page directory above. This points us to a valid page
of the page table located at address 101. We then use the next 4 bits
of the VPN (1110) to index into that page of the page table and find
the desired PTE. 1110 is the next-to-last (14th) entry on the page, and
tells us that page 254 of our virtual address space is mapped at physi-
cal page 55. By concatenating PFN=55 (or hex 0x37) with offset=000000,
we can thus form our desired physical address and issue the request to
the memory system: PhysAddr = (PTE.PFN << SHIFT) + offset

= 00 1101 1100 0000 = 0x0DC0.
You should now have some idea of how to construct a two-level page

table, using a page directory which points to pages of the page table. Un-
fortunately, however, our work is not done. As we’ll now discuss, some-
times two levels of page table is not enough!
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More Than Two Levels

In our example thus far, we’ve assumed that multi-level page tables only
have two levels: a page directory and then pieces of the page table. In
some cases, a deeper tree is possible (and indeed, needed).

Let’s take a simple example and use it to show why a deeper multi-
level table can be useful. In this example, assume we have a 30-bit virtual
address space, and a small (512 byte) page. Thus our virtual address has
a 21-bit virtual page number component and a 9-bit offset.

Remember our goal in constructing a multi-level page table: to make
each piece of the page table fit within a single page. Thus far, we’ve only
considered the page table itself; however, what if the page directory gets
too big?

To determine how many levels are needed in a multi-level table to
make all pieces of the page table fit within a page, we start by determining
how many page-table entries fit within a page. Given our page size of 512
bytes, and assuming a PTE size of 4 bytes, you should see that you can fit
128 PTEs on a single page. When we index into a page of the page table,
we can thus conclude we’ll need the least significant 7 bits (log2128) of
the VPN as an index:

29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VPN offset

Page Directory Index Page Table Index

What you also might notice from the diagram above is how many bits
are left into the (large) page directory: 14. If our page directory has 2

14

entries, it spans not one page but 128, and thus our goal of making every
piece of the multi-level page table fit into a page vanishes.

To remedy this problem, we build a further level of the tree, by split-
ting the page directory itself into multiple pages, and then adding another
page directory on top of that, to point to the pages of the page directory.
We can thus split up our virtual address as follows:

29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VPN offset

PD Index 0 PD Index 1 Page Table Index

Now, when indexing the upper-level page directory, we use the very
top bits of the virtual address (PD Index 0 in the diagram); this index
can be used to fetch the page-directory entry from the top-level page di-
rectory. If valid, the second level of the page directory is consulted by
combining the physical frame number from the top-level PDE and the
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1 VPN = (VirtualAddress & VPN_MASK) >> SHIFT

2 (Success, TlbEntry) = TLB_Lookup(VPN)

3 if (Success == True) // TLB Hit

4 if (CanAccess(TlbEntry.ProtectBits) == True)

5 Offset = VirtualAddress & OFFSET_MASK

6 PhysAddr = (TlbEntry.PFN << SHIFT) | Offset

7 Register = AccessMemory(PhysAddr)

8 else

9 RaiseException(PROTECTION_FAULT)

10 else // TLB Miss

11 // first, get page directory entry

12 PDIndex = (VPN & PD_MASK) >> PD_SHIFT

13 PDEAddr = PDBR + (PDIndex * sizeof(PDE))

14 PDE = AccessMemory(PDEAddr)

15 if (PDE.Valid == False)

16 RaiseException(SEGMENTATION_FAULT)

17 else

18 // PDE is valid: now fetch PTE from page table

19 PTIndex = (VPN & PT_MASK) >> PT_SHIFT

20 PTEAddr = (PDE.PFN << SHIFT) + (PTIndex * sizeof(PTE))

21 PTE = AccessMemory(PTEAddr)

22 if (PTE.Valid == False)

23 RaiseException(SEGMENTATION_FAULT)

24 else if (CanAccess(PTE.ProtectBits) == False)

25 RaiseException(PROTECTION_FAULT)

26 else

27 TLB_Insert(VPN, PTE.PFN, PTE.ProtectBits)

28 RetryInstruction()

Figure 20.6: Multi-level Page Table Control Flow

next part of the VPN (PD Index 1). Finally, if valid, the PTE address
can be formed by using the page-table index combined with the address
from the second-level PDE. Whew! That’s a lot of work. And all just to
look something up in a multi-level table.

The Translation Process: Remember the TLB

To summarize the entire process of address translation using a two-level
page table, we once again present the control flow in algorithmic form
(Figure 20.6). The figure shows what happens in hardware (assuming a
hardware-managed TLB) upon every memory reference.

As you can see from the figure, before any of the complicated multi-
level page table access occurs, the hardware first checks the TLB; upon
a hit, the physical address is formed directly without accessing the page
table at all, as before. Only upon a TLB miss does the hardware need to
perform the full multi-level lookup. On this path, you can see the cost of
our traditional two-level page table: two additional memory accesses to
look up a valid translation.
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20.4 Inverted Page Tables

An even more extreme space savings in the world of page tables is
found with inverted page tables. Here, instead of having many page
tables (one per process of the system), we keep a single page table that
has an entry for each physical page of the system. The entry tells us which
process is using this page, and which virtual page of that process maps to
this physical page.

Finding the correct entry is now a matter of searching through this
data structure. A linear scan would be expensive, and thus a hash table
is often built over the base structure to speed up lookups. The PowerPC
is one example of such an architecture [JM98].

More generally, inverted page tables illustrate what we’ve said from
the beginning: page tables are just data structures. You can do lots of
crazy things with data structures, making them smaller or bigger, making
them slower or faster. Multi-level and inverted page tables are just two
examples of the many things one could do.

20.5 Swapping the Page Tables to Disk

Finally, we discuss the relaxation of one final assumption. Thus far,
we have assumed that page tables reside in kernel-owned physical mem-
ory. Even with our many tricks to reduce the size of page tables, it is still
possible, however, that they may be too big to fit into memory all at once.
Thus, some systems place such page tables in kernel virtual memory,
thereby allowing the system to swap some of these page tables to disk
when memory pressure gets a little tight. We’ll talk more about this in
a future chapter (namely, the case study on VAX/VMS), once we under-
stand how to move pages in and out of memory in more detail.

20.6 Summary

We have now seen how real page tables are built; not necessarily just
as linear arrays but as more complex data structures. The trade-offs such
tables present are in time and space — the bigger the table, the faster a
TLB miss can be serviced, as well as the converse — and thus the right
choice of structure depends strongly on the constraints of the given envi-
ronment.

In a memory-constrained system (like many older systems), small struc-
tures make sense; in a system with a reasonable amount of memory and
with workloads that actively use a large number of pages, a bigger ta-
ble that speeds up TLB misses might be the right choice. With software-
managed TLBs, the entire space of data structures opens up to the delight
of the operating system innovator (hint: that’s you). What new struc-
tures can you come up with? What problems do they solve? Think of
these questions as you fall asleep, and dream the big dreams that only
operating-system developers can dream.
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Homework (Simulation)

This fun little homework tests if you understand how a multi-level
page table works. And yes, there is some debate over the use of the term
“fun” in the previous sentence. The program is called, perhaps unsur-
prisingly: paging-multilevel-translate.py; see the README for
details.

Questions

1. With a linear page table, you need a single register to locate the
page table, assuming that hardware does the lookup upon a TLB
miss. How many registers do you need to locate a two-level page
table? A three-level table?

2. Use the simulator to perform translations given random seeds 0,
1, and 2, and check your answers using the -c flag. How many
memory references are needed to perform each lookup?

3. Given your understanding of how cache memory works, how do
you think memory references to the page table will behave in the
cache? Will they lead to lots of cache hits (and thus fast accesses?)
Or lots of misses (and thus slow accesses)?
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Beyond Physical Memory: Mechanisms

Thus far, we’ve assumed that an address space is unrealistically small
and fits into physical memory. In fact, we’ve been assuming that every
address space of every running process fits into memory. We will now
relax these big assumptions, and assume that we wish to support many
concurrently-running large address spaces.

To do so, we require an additional level in the memory hierarchy.
Thus far, we have assumed that all pages reside in physical memory.
However, to support large address spaces, the OS will need a place to
stash away portions of address spaces that currently aren’t in great de-
mand. In general, the characteristics of such a location are that it should
have more capacity than memory; as a result, it is generally slower (if it
were faster, we would just use it as memory, no?). In modern systems,
this role is usually served by a hard disk drive. Thus, in our memory
hierarchy, big and slow hard drives sit at the bottom, with memory just
above. And thus we arrive at the crux of the problem:

THE CRUX: HOW TO GO BEYOND PHYSICAL MEMORY

How can the OS make use of a larger, slower device to transparently pro-
vide the illusion of a large virtual address space?

One question you might have: why do we want to support a single
large address space for a process? Once again, the answer is convenience
and ease of use. With a large address space, you don’t have to worry
about if there is room enough in memory for your program’s data struc-
tures; rather, you just write the program naturally, allocating memory as
needed. It is a powerful illusion that the OS provides, and makes your
life vastly simpler. You’re welcome! A contrast is found in older systems
that used memory overlays, which required programmers to manually
move pieces of code or data in and out of memory as they were needed
[D97]. Try imagining what this would be like: before calling a function or
accessing some data, you need to first arrange for the code or data to be
in memory; yuck!

1



2 BEYOND PHYSICAL MEMORY: MECHANISMS

ASIDE: STORAGE TECHNOLOGIES

We’ll delve much more deeply into how I/O devices actually work later
(see the chapter on I/O devices). So be patient! And of course the slower
device need not be a hard disk, but could be something more modern
such as a Flash-based SSD. We’ll talk about those things too. For now,
just assume we have a big and relatively-slow device which we can use
to help us build the illusion of a very large virtual memory, even bigger
than physical memory itself.

Beyond just a single process, the addition of swap space allows the OS
to support the illusion of a large virtual memory for multiple concurrently-
running processes. The invention of multiprogramming (running multi-
ple programs “at once”, to better utilize the machine) almost demanded
the ability to swap out some pages, as early machines clearly could not
hold all the pages needed by all processes at once. Thus, the combina-
tion of multiprogramming and ease-of-use leads us to want to support
using more memory than is physically available. It is something that all
modern VM systems do; it is now something we will learn more about.

21.1 Swap Space

The first thing we will need to do is to reserve some space on the disk
for moving pages back and forth. In operating systems, we generally refer
to such space as swap space, because we swap pages out of memory to it
and swap pages into memory from it. Thus, we will simply assume that
the OS can read from and write to the swap space, in page-sized units. To
do so, the OS will need to remember the disk address of a given page.

The size of the swap space is important, as ultimately it determines
the maximum number of memory pages that can be in use by a system at
a given time. Let us assume for simplicity that it is very large for now.

In the tiny example (Figure 21.1), you can see a little example of a 4-
page physical memory and an 8-page swap space. In the example, three
processes (Proc 0, Proc 1, and Proc 2) are actively sharing physical mem-
ory; each of the three, however, only have some of their valid pages in
memory, with the rest located in swap space on disk. A fourth process
(Proc 3) has all of its pages swapped out to disk, and thus clearly isn’t
currently running. One block of swap remains free. Even from this tiny
example, hopefully you can see how using swap space allows the system
to pretend that memory is larger than it actually is.

We should note that swap space is not the only on-disk location for
swapping traffic. For example, assume you are running a program binary
(e.g., ls, or your own compiled main program). The code pages from this
binary are initially found on disk, and when the program runs, they are
loaded into memory (either all at once when the program starts execution,
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Figure 21.1: Physical Memory and Swap Space

or, as in modern systems, one page at a time when needed). However, if
the system needs to make room in physical memory for other needs, it
can safely re-use the memory space for these code pages, knowing that it
can later swap them in again from the on-disk binary in the file system.

21.2 The Present Bit

Now that we have some space on the disk, we need to add some ma-
chinery higher up in the system in order to support swapping pages to
and from the disk. Let us assume, for simplicity, that we have a system
with a hardware-managed TLB.

Recall first what happens on a memory reference. The running pro-
cess generates virtual memory references (for instruction fetches, or data
accesses), and, in this case, the hardware translates them into physical
addresses before fetching the desired data from memory.

Remember that the hardware first extracts the VPN from the virtual
address, checks the TLB for a match (a TLB hit), and if a hit, produces the
resulting physical address and fetches it from memory. This is hopefully
the common case, as it is fast (requiring no additional memory accesses).

If the VPN is not found in the TLB (i.e., a TLB miss), the hardware
locates the page table in memory (using the page table base register)
and looks up the page table entry (PTE) for this page using the VPN
as an index. If the page is valid and present in physical memory, the
hardware extracts the PFN from the PTE, installs it in the TLB, and retries
the instruction, this time generating a TLB hit; so far, so good.

If we wish to allow pages to be swapped to disk, however, we must
add even more machinery. Specifically, when the hardware looks in the
PTE, it may find that the page is not present in physical memory. The way
the hardware (or the OS, in a software-managed TLB approach) deter-
mines this is through a new piece of information in each page-table entry,
known as the present bit. If the present bit is set to one, it means the
page is present in physical memory and everything proceeds as above; if
it is set to zero, the page is not in memory but rather on disk somewhere.
The act of accessing a page that is not in physical memory is commonly
referred to as a page fault.
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4 BEYOND PHYSICAL MEMORY: MECHANISMS

ASIDE: SWAPPING TERMINOLOGY AND OTHER THINGS

Terminology in virtual memory systems can be a little confusing and vari-
able across machines and operating systems. For example, a page fault
more generally could refer to any reference to a page table that generates
a fault of some kind: this could include the type of fault we are discussing
here, i.e., a page-not-present fault, but sometimes can refer to illegal mem-
ory accesses. Indeed, it is odd that we call what is definitely a legal access
(to a page mapped into the virtual address space of a process, but simply
not in physical memory at the time) a “fault” at all; really, it should be
called a page miss. But often, when people say a program is “page fault-
ing”, they mean that it is accessing parts of its virtual address space that
the OS has swapped out to disk.

We suspect the reason that this behavior became known as a “fault” re-
lates to the machinery in the operating system to handle it. When some-
thing unusual happens, i.e., when something the hardware doesn’t know
how to handle occurs, the hardware simply transfers control to the OS,
hoping it can make things better. In this case, a page that a process wants
to access is missing from memory; the hardware does the only thing it
can, which is raise an exception, and the OS takes over from there. As
this is identical to what happens when a process does something illegal,
it is perhaps not surprising that we term the activity a “fault.”

Upon a page fault, the OS is invoked to service the page fault. A partic-
ular piece of code, known as a page-fault handler, runs, and must service
the page fault, as we now describe.

21.3 The Page Fault

Recall that with TLB misses, we have two types of systems: hardware-
managed TLBs (where the hardware looks in the page table to find the
desired translation) and software-managed TLBs (where the OS does). In
either type of system, if a page is not present, the OS is put in charge to
handle the page fault. The appropriately-named OS page-fault handler
runs to determine what to do. Virtually all systems handle page faults in
software; even with a hardware-managed TLB, the hardware trusts the
OS to manage this important duty.

If a page is not present and has been swapped to disk, the OS will need
to swap the page into memory in order to service the page fault. Thus, a
question arises: how will the OS know where to find the desired page? In
many systems, the page table is a natural place to store such information.
Thus, the OS could use the bits in the PTE normally used for data such as
the PFN of the page for a disk address. When the OS receives a page fault
for a page, it looks in the PTE to find the address, and issues the request
to disk to fetch the page into memory.
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ASIDE: WHY HARDWARE DOESN’T HANDLE PAGE FAULTS

We know from our experience with the TLB that hardware designers are
loathe to trust the OS to do much of anything. So why do they trust the
OS to handle a page fault? There are a few main reasons. First, page
faults to disk are slow; even if the OS takes a long time to handle a fault,
executing tons of instructions, the disk operation itself is traditionally so
slow that the extra overheads of running software are minimal. Second,
to be able to handle a page fault, the hardware would have to understand
swap space, how to issue I/Os to the disk, and a lot of other details which
it currently doesn’t know much about. Thus, for both reasons of perfor-
mance and simplicity, the OS handles page faults, and even hardware
types can be happy.

When the disk I/O completes, the OS will then update the page table
to mark the page as present, update the PFN field of the page-table entry
(PTE) to record the in-memory location of the newly-fetched page, and
retry the instruction. This next attempt may generate a TLB miss, which
would then be serviced and update the TLB with the translation (one
could alternately update the TLB when servicing the page fault to avoid
this step). Finally, a last restart would find the translation in the TLB and
thus proceed to fetch the desired data or instruction from memory at the
translated physical address.

Note that while the I/O is in flight, the process will be in the blocked
state. Thus, the OS will be free to run other ready processes while the
page fault is being serviced. Because I/O is expensive, this overlap of
the I/O (page fault) of one process and the execution of another is yet
another way a multiprogrammed system can make the most effective use
of its hardware.

21.4 What If Memory Is Full?

In the process described above, you may notice that we assumed there
is plenty of free memory in which to page in a page from swap space.
Of course, this may not be the case; memory may be full (or close to it).
Thus, the OS might like to first page out one or more pages to make room
for the new page(s) the OS is about to bring in. The process of picking a
page to kick out, or replace is known as the page-replacement policy.

As it turns out, a lot of thought has been put into creating a good page-
replacement policy, as kicking out the wrong page can exact a great cost
on program performance. Making the wrong decision can cause a pro-
gram to run at disk-like speeds instead of memory-like speeds; in cur-
rent technology that means a program could run 10,000 or 100,000 times
slower. Thus, such a policy is something we should study in some detail;
indeed, that is exactly what we will do in the next chapter. For now, it is
good enough to understand that such a policy exists, built on top of the
mechanisms described here.
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6 BEYOND PHYSICAL MEMORY: MECHANISMS

1 VPN = (VirtualAddress & VPN_MASK) >> SHIFT

2 (Success, TlbEntry) = TLB_Lookup(VPN)

3 if (Success == True) // TLB Hit

4 if (CanAccess(TlbEntry.ProtectBits) == True)

5 Offset = VirtualAddress & OFFSET_MASK

6 PhysAddr = (TlbEntry.PFN << SHIFT) | Offset

7 Register = AccessMemory(PhysAddr)

8 else

9 RaiseException(PROTECTION_FAULT)

10 else // TLB Miss

11 PTEAddr = PTBR + (VPN * sizeof(PTE))

12 PTE = AccessMemory(PTEAddr)

13 if (PTE.Valid == False)

14 RaiseException(SEGMENTATION_FAULT)

15 else

16 if (CanAccess(PTE.ProtectBits) == False)

17 RaiseException(PROTECTION_FAULT)

18 else if (PTE.Present == True)

19 // assuming hardware-managed TLB

20 TLB_Insert(VPN, PTE.PFN, PTE.ProtectBits)

21 RetryInstruction()

22 else if (PTE.Present == False)

23 RaiseException(PAGE_FAULT)

Figure 21.2: Page-Fault Control Flow Algorithm (Hardware)

21.5 Page Fault Control Flow

With all of this knowledge in place, we can now roughly sketch the
complete control flow of memory access. In other words, when some-
body asks you “what happens when a program fetches some data from
memory?”, you should have a pretty good idea of all the different pos-
sibilities. See the control flow in Figures 21.2 and 21.3 for more details;
the first figure shows what the hardware does during translation, and the
second what the OS does upon a page fault.

From the hardware control flow diagram in Figure 21.2, notice that
there are now three important cases to understand when a TLB miss oc-
curs. First, that the page was both present and valid (Lines 18–21); in
this case, the TLB miss handler can simply grab the PFN from the PTE,
retry the instruction (this time resulting in a TLB hit), and thus continue
as described (many times) before. In the second case (Lines 22–23), the
page fault handler must be run; although this was a legitimate page for
the process to access (it is valid, after all), it is not present in physical
memory. Third (and finally), the access could be to an invalid page, due
for example to a bug in the program (Lines 13–14). In this case, no other
bits in the PTE really matter; the hardware traps this invalid access, and
the OS trap handler runs, likely terminating the offending process.

From the software control flow in Figure 21.3, we can see what the OS
roughly must do in order to service the page fault. First, the OS must find
a physical frame for the soon-to-be-faulted-in page to reside within; if
there is no such page, we’ll have to wait for the replacement algorithm to
run and kick some pages out of memory, thus freeing them for use here.

OPERATING

SYSTEMS

[VERSION 1.00] WWW.OSTEP.ORG
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1 PFN = FindFreePhysicalPage()

2 if (PFN == -1) // no free page found

3 PFN = EvictPage() // run replacement algorithm

4 DiskRead(PTE.DiskAddr, PFN) // sleep (waiting for I/O)

5 PTE.present = True // update page table with present

6 PTE.PFN = PFN // bit and translation (PFN)

7 RetryInstruction() // retry instruction

Figure 21.3: Page-Fault Control Flow Algorithm (Software)

With a physical frame in hand, the handler then issues the I/O request
to read in the page from swap space. Finally, when that slow operation
completes, the OS updates the page table and retries the instruction. The
retry will result in a TLB miss, and then, upon another retry, a TLB hit, at
which point the hardware will be able to access the desired item.

21.6 When Replacements Really Occur

Thus far, the way we’ve described how replacements occur assumes
that the OS waits until memory is entirely full, and only then replaces
(evicts) a page to make room for some other page. As you can imagine,
this is a little bit unrealistic, and there are many reasons for the OS to keep
a small portion of memory free more proactively.

To keep a small amount of memory free, most operating systems thus
have some kind of high watermark (HW ) and low watermark (LW ) to
help decide when to start evicting pages from memory. How this works is
as follows: when the OS notices that there are fewer than LW pages avail-
able, a background thread that is responsible for freeing memory runs.
The thread evicts pages until there are HW pages available. The back-

ground thread, sometimes called the swap daemon or page daemon1,
then goes to sleep, happy that it has freed some memory for running pro-
cesses and the OS to use.

By performing a number of replacements at once, new performance
optimizations become possible. For example, many systems will cluster
or group a number of pages and write them out at once to the swap parti-
tion, thus increasing the efficiency of the disk [LL82]; as we will see later
when we discuss disks in more detail, such clustering reduces seek and
rotational overheads of a disk and thus increases performance noticeably.

To work with the background paging thread, the control flow in Figure
21.3 should be modified slightly; instead of performing a replacement
directly, the algorithm would instead simply check if there are any free
pages available. If not, it would inform the background paging thread
that free pages are needed; when the thread frees up some pages, it would
re-awaken the original thread, which could then page in the desired page
and go about its work.

1The word “daemon”, usually pronounced “demon”, is an old term for a background
thread or process that does something useful. Turns out (once again!) that the source of the
term is Multics [CS94].
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8 BEYOND PHYSICAL MEMORY: MECHANISMS

TIP: DO WORK IN THE BACKGROUND

When you have some work to do, it is often a good idea to do it in the
background to increase efficiency and to allow for grouping of opera-
tions. Operating systems often do work in the background; for example,
many systems buffer file writes in memory before actually writing the
data to disk. Doing so has many possible benefits: increased disk effi-
ciency, as the disk may now receive many writes at once and thus better
be able to schedule them; improved latency of writes, as the application
thinks the writes completed quite quickly; the possibility of work reduc-
tion, as the writes may need never to go to disk (i.e., if the file is deleted);
and better use of idle time, as the background work may possibly be
done when the system is otherwise idle, thus better utilizing the hard-
ware [G+95].

21.7 Summary

In this brief chapter, we have introduced the notion of accessing more
memory than is physically present within a system. To do so requires
more complexity in page-table structures, as a present bit (of some kind)
must be included to tell us whether the page is present in memory or not.
When not, the operating system page-fault handler runs to service the
page fault, and thus arranges for the transfer of the desired page from
disk to memory, perhaps first replacing some pages in memory to make
room for those soon to be swapped in.

Recall, importantly (and amazingly!), that these actions all take place
transparently to the process. As far as the process is concerned, it is just
accessing its own private, contiguous virtual memory. Behind the scenes,
pages are placed in arbitrary (non-contiguous) locations in physical mem-
ory, and sometimes they are not even present in memory, requiring a fetch
from disk. While we hope that in the common case a memory access is
fast, in some cases it will take multiple disk operations to service it; some-
thing as simple as performing a single instruction can, in the worst case,
take many milliseconds to complete.
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10 BEYOND PHYSICAL MEMORY: MECHANISMS

Homework (Measurement)

This homework introduces you to a new tool, vmstat, and how it can
be used to understand memory, CPU, and I/O usage. Read the associ-
ated README and examine the code in mem.c before proceeding to the
exercises and questions below.

Questions

1. First, open two separate terminal connections to the same machine, so that
you can easily run something in one window and the other.

Now, in one window, run vmstat 1, which shows statistics about machine
usage every second. Read the man page, the associated README, and any
other information you need so that you can understand its output. Leave
this window running vmstat for the rest of the exercises below.

Now, we will run the program mem.c but with very little memory usage.
This can be accomplished by typing ./mem 1 (which uses only 1 MB of
memory). How do the CPU usage statistics change when running mem? Do
the numbers in the user time column make sense? How does this change
when running more than one instance of mem at once?

2. Let’s now start looking at some of the memory statistics while running mem.
We’ll focus on two columns: swpd (the amount of virtual memory used) and
free (the amount of idle memory). Run ./mem 1024 (which allocates 1024
MB) and watch how these values change. Then kill the running program
(by typing control-c) and watch again how the values change. What do you
notice about the values? In particular, how does the free column change
when the program exits? Does the amount of free memory increase by the
expected amount when mem exits?

3. We’ll next look at the swap columns (si and so), which indicate how much
swapping is taking place to and from the disk. Of course, to activate these,
you’ll need to run mem with large amounts of memory. First, examine how
much free memory is on your Linux system (for example, by typing cat

/proc/meminfo; type man proc for details on the /proc file system and
the types of information you can find there). One of the first entries in
/proc/meminfo is the total amount of memory in your system. Let’s as-
sume it’s something like 8 GB of memory; if so, start by running mem 4000

(about 4 GB) and watching the swap in/out columns. Do they ever give
non-zero values? Then, try with 5000, 6000, etc. What happens to these
values as the program enters the second loop (and beyond), as compared to
the first loop? How much data (total) are swapped in and out during the
second, third, and subsequent loops? (do the numbers make sense?)

4. Do the same experiments as above, but now watch the other statistics (such
as CPU utilization, and block I/O statistics). How do they change when
mem is running?

5. Now let’s examine performance. Pick an input for mem that comfortably
fits in memory (say 4000 if the amount of memory on the system is 8 GB).
How long does loop 0 take (and subsequent loops 1, 2, etc.)? Now pick a size
comfortably beyond the size of memory (say 12000 again assuming 8 GB of
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BEYOND PHYSICAL MEMORY: MECHANISMS 11

memory). How long do the loops take here? How do the bandwidth num-
bers compare? How different is performance when constantly swapping
versus fitting everything comfortably in memory? Can you make a graph,
with the size of memory used by mem on the x-axis, and the bandwidth of
accessing said memory on the y-axis? Finally, how does the performance of
the first loop compare to that of subsequent loops, for both the case where
everything fits in memory and where it doesn’t?

6. Swap space isn’t infinite. You can use the tool swapon with the -s flag to
see how much swap space is available. What happens if you try to run mem

with increasingly large values, beyond what seems to be available in swap?
At what point does the memory allocation fail?

7. Finally, if you’re advanced, you can configure your system to use different
swap devices using swapon and swapoff. Read the man pages for details.
If you have access to different hardware, see how the performance of swap-
ping changes when swapping to a classic hard drive, a flash-based SSD, and
even a RAID array. How much can swapping performance be improved via
newer devices? How close can you get to in-memory performance?
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22

Beyond Physical Memory: Policies

In a virtual memory manager, life is easy when you have a lot of free
memory. A page fault occurs, you find a free page on the free-page list,
and assign it to the faulting page. Hey, Operating System, congratula-
tions! You did it again.

Unfortunately, things get a little more interesting when little memory
is free. In such a case, this memory pressure forces the OS to start paging
out pages to make room for actively-used pages. Deciding which page
(or pages) to evict is encapsulated within the replacement policy of the
OS; historically, it was one of the most important decisions the early vir-
tual memory systems made, as older systems had little physical memory.
Minimally, it is an interesting set of policies worth knowing a little more
about. And thus our problem:

THE CRUX: HOW TO DECIDE WHICH PAGE TO EVICT

How can the OS decide which page (or pages) to evict from memory?
This decision is made by the replacement policy of the system, which usu-
ally follows some general principles (discussed below) but also includes
certain tweaks to avoid corner-case behaviors.

22.1 Cache Management
Before diving into policies, we first describe the problem we are trying

to solve in more detail. Given that main memory holds some subset of
all the pages in the system, it can rightly be viewed as a cache for virtual
memory pages in the system. Thus, our goal in picking a replacement
policy for this cache is to minimize the number of cache misses, i.e., to
minimize the number of times that we have to fetch a page from disk.
Alternately, one can view our goal as maximizing the number of cache
hits, i.e., the number of times a page that is accessed is found in memory.

Knowing the number of cache hits and misses let us calculate the av-
erage memory access time (AMAT) for a program (a metric computer
architects compute for hardware caches [HP06]). Specifically, given these
values, we can compute the AMAT of a program as follows:

AMAT = TM + (PMiss · TD) (22.1)

1



2 BEYOND PHYSICAL MEMORY: POLICIES

where TM represents the cost of accessing memory, TD the cost of ac-
cessing disk, and PMiss the probability of not finding the data in the
cache (a miss); PMiss varies from 0.0 to 1.0, and sometimes we refer to
a percent miss rate instead of a probability (e.g., a 10% miss rate means
PMiss = 0.10). Note you always pay the cost of accessing the data in
memory; when you miss, however, you must additionally pay the cost of
fetching the data from disk.

For example, let us imagine a machine with a (tiny) address space:
4KB, with 256-byte pages. Thus, a virtual address has two components: a
4-bit VPN (the most-significant bits) and an 8-bit offset (the least-significant
bits). Thus, a process in this example can access 24 or 16 total virtual
pages. In this example, the process generates the following memory ref-
erences (i.e., virtual addresses): 0x000, 0x100, 0x200, 0x300, 0x400, 0x500,
0x600, 0x700, 0x800, 0x900. These virtual addresses refer to the first byte
of each of the first ten pages of the address space (the page number being
the first hex digit of each virtual address).

Let us further assume that every page except virtual page 3 is already
in memory. Thus, our sequence of memory references will encounter the
following behavior: hit, hit, hit, miss, hit, hit, hit, hit, hit, hit. We can
compute the hit rate (the percent of references found in memory): 90%, as
9 out of 10 references are in memory. The miss rate is thus 10% (PMiss =
0.1). In general, PHit + PMiss = 1.0; hit rate plus miss rate sum to 100%.

To calculate AMAT, we need to know the cost of accessing memory
and the cost of accessing disk. Assuming the cost of accessing memory
(TM ) is around 100 nanoseconds, and the cost of accessing disk (TD) is
about 10 milliseconds, we have the following AMAT: 100ns+ 0.1 · 10ms,
which is 100ns + 1ms, or 1.0001 ms, or about 1 millisecond. If our hit
rate had instead been 99.9% (Pmiss = 0.001), the result is quite different:
AMAT is 10.1 microseconds, or roughly 100 times faster. As the hit rate
approaches 100%, AMAT approaches 100 nanoseconds.

Unfortunately, as you can see in this example, the cost of disk access
is so high in modern systems that even a tiny miss rate will quickly dom-
inate the overall AMAT of running programs. Clearly, we need to avoid
as many misses as possible or run slowly, at the rate of the disk. One way
to help with this is to carefully develop a smart policy, as we now do.

22.2 The Optimal Replacement Policy

To better understand how a particular replacement policy works, it
would be nice to compare it to the best possible replacement policy. As it
turns out, such an optimal policy was developed by Belady many years
ago [B66] (he originally called it MIN). The optimal replacement policy
leads to the fewest number of misses overall. Belady showed that a sim-
ple (but, unfortunately, difficult to implement!) approach that replaces
the page that will be accessed furthest in the future is the optimal policy,
resulting in the fewest-possible cache misses.
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TIP: COMPARING AGAINST OPTIMAL IS USEFUL

Although optimal is not very practical as a real policy, it is incredibly
useful as a comparison point in simulation or other studies. Saying that
your fancy new algorithm has a 80% hit rate isn’t meaningful in isolation;
saying that optimal achieves an 82% hit rate (and thus your new approach
is quite close to optimal) makes the result more meaningful and gives it
context. Thus, in any study you perform, knowing what the optimal is
lets you perform a better comparison, showing how much improvement
is still possible, and also when you can stop making your policy better,
because it is close enough to the ideal [AD03].

Hopefully, the intuition behind the optimal policy makes sense. Think
about it like this: if you have to throw out some page, why not throw
out the one that is needed the furthest from now? By doing so, you are
essentially saying that all the other pages in the cache are more important
than the one furthest out. The reason this is true is simple: you will refer
to the other pages before you refer to the one furthest out.

Let’s trace through a simple example to understand the decisions the
optimal policy makes. Assume a program accesses the following stream
of virtual pages: 0, 1, 2, 0, 1, 3, 0, 3, 1, 2, 1. Figure 22.1 shows the behavior
of optimal, assuming a cache that fits three pages.

In the figure, you can see the following actions. Not surprisingly, the
first three accesses are misses, as the cache begins in an empty state; such
a miss is sometimes referred to as a cold-start miss (or compulsory miss).
Then we refer again to pages 0 and 1, which both hit in the cache. Finally,
we reach another miss (to page 3), but this time the cache is full; a re-
placement must take place! Which begs the question: which page should
we replace? With the optimal policy, we examine the future for each page
currently in the cache (0, 1, and 2), and see that 0 is accessed almost imme-
diately, 1 is accessed a little later, and 2 is accessed furthest in the future.
Thus the optimal policy has an easy choice: evict page 2, resulting in

Resulting
Access Hit/Miss? Evict Cache State

0 Miss 0
1 Miss 0, 1
2 Miss 0, 1, 2
0 Hit 0, 1, 2
1 Hit 0, 1, 2
3 Miss 2 0, 1, 3
0 Hit 0, 1, 3
3 Hit 0, 1, 3
1 Hit 0, 1, 3
2 Miss 3 0, 1, 2
1 Hit 0, 1, 2

Figure 22.1: Tracing The Optimal Policy
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4 BEYOND PHYSICAL MEMORY: POLICIES

ASIDE: TYPES OF CACHE MISSES

In the computer architecture world, architects sometimes find it useful
to characterize misses by type, into one of three categories: compulsory,
capacity, and conflict misses, sometimes called the Three C’s [H87]. A
compulsory miss (or cold-start miss [EF78]) occurs because the cache is
empty to begin with and this is the first reference to the item; in con-
trast, a capacity miss occurs because the cache ran out of space and had
to evict an item to bring a new item into the cache. The third type of
miss (a conflict miss) arises in hardware because of limits on where an
item can be placed in a hardware cache, due to something known as set-
associativity; it does not arise in the OS page cache because such caches
are always fully-associative, i.e., there are no restrictions on where in
memory a page can be placed. See H&P for details [HP06].

pages 0, 1, and 3 in the cache. The next three references are hits, but then
we get to page 2, which we evicted long ago, and suffer another miss.
Here the optimal policy again examines the future for each page in the
cache (0, 1, and 3), and sees that as long as it doesn’t evict page 1 (which
is about to be accessed), we’ll be OK. The example shows page 3 getting
evicted, although 0 would have been a fine choice too. Finally, we hit on
page 1 and the trace completes.

We can also calculate the hit rate for the cache: with 6 hits and 5 misses,
the hit rate is Hits

Hits+Misses
which is 6

6+5
or 54.5%. You can also compute

the hit rate modulo compulsory misses (i.e., ignore the first miss to a given
page), resulting in a 85.7% hit rate.

Unfortunately, as we saw before in the development of scheduling
policies, the future is not generally known; you can’t build the optimal

policy for a general-purpose operating system1. Thus, in developing a
real, deployable policy, we will focus on approaches that find some other
way to decide which page to evict. The optimal policy will thus serve
only as a comparison point, to know how close we are to “perfect”.

22.3 A Simple Policy: FIFO

Many early systems avoided the complexity of trying to approach
optimal and employed very simple replacement policies. For example,
some systems used FIFO (first-in, first-out) replacement, where pages
were simply placed in a queue when they enter the system; when a re-
placement occurs, the page on the tail of the queue (the “first-in” page) is
evicted. FIFO has one great strength: it is quite simple to implement.

Let’s examine how FIFO does on our example reference stream (Figure
22.2, page 5). We again begin our trace with three compulsory misses to

1If you can, let us know! We can become rich together. Or, like the scientists who “discov-
ered” cold fusion, widely scorned and mocked [FP89].
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BEYOND PHYSICAL MEMORY: POLICIES 5

Resulting
Access Hit/Miss? Evict Cache State

0 Miss First-in→ 0
1 Miss First-in→ 0, 1
2 Miss First-in→ 0, 1, 2
0 Hit First-in→ 0, 1, 2
1 Hit First-in→ 0, 1, 2
3 Miss 0 First-in→ 1, 2, 3
0 Miss 1 First-in→ 2, 3, 0
3 Hit First-in→ 2, 3, 0
1 Miss 2 First-in→ 3, 0, 1
2 Miss 3 First-in→ 0, 1, 2
1 Hit First-in→ 0, 1, 2

Figure 22.2: Tracing The FIFO Policy

pages 0, 1, and 2, and then hit on both 0 and 1. Next, page 3 is referenced,
causing a miss; the replacement decision is easy with FIFO: pick the page
that was the “first one” in (the cache state in the figure is kept in FIFO
order, with the first-in page on the left), which is page 0. Unfortunately,
our next access is to page 0, causing another miss and replacement (of
page 1). We then hit on page 3, but miss on 1 and 2, and finally hit on 1.

Comparing FIFO to optimal, FIFO does notably worse: a 36.4% hit
rate (or 57.1% excluding compulsory misses). FIFO simply can’t deter-
mine the importance of blocks: even though page 0 had been accessed
a number of times, FIFO still kicks it out, simply because it was the first
one brought into memory.

ASIDE: BELADY’S ANOMALY

Belady (of the optimal policy) and colleagues found an interesting refer-
ence stream that behaved a little unexpectedly [BNS69]. The memory-
reference stream: 1, 2, 3, 4, 1, 2, 5, 1, 2, 3, 4, 5. The replacement policy
they were studying was FIFO. The interesting part: how the cache hit
rate changed when moving from a cache size of 3 to 4 pages.

In general, you would expect the cache hit rate to increase (get better)
when the cache gets larger. But in this case, with FIFO, it gets worse! Cal-
culate the hits and misses yourself and see. This odd behavior is generally
referred to as Belady’s Anomaly (to the chagrin of his co-authors).

Some other policies, such as LRU, don’t suffer from this problem. Can
you guess why? As it turns out, LRU has what is known as a stack prop-
erty [M+70]. For algorithms with this property, a cache of size N + 1
naturally includes the contents of a cache of size N . Thus, when increas-
ing the cache size, hit rate will either stay the same or improve. FIFO and
Random (among others) clearly do not obey the stack property, and thus
are susceptible to anomalous behavior.
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6 BEYOND PHYSICAL MEMORY: POLICIES

Resulting
Access Hit/Miss? Evict Cache State

0 Miss 0
1 Miss 0, 1
2 Miss 0, 1, 2
0 Hit 0, 1, 2
1 Hit 0, 1, 2
3 Miss 0 1, 2, 3
0 Miss 1 2, 3, 0
3 Hit 2, 3, 0
1 Miss 3 2, 0, 1
2 Hit 2, 0, 1
1 Hit 2, 0, 1

Figure 22.3: Tracing The Random Policy

22.4 Another Simple Policy: Random

Another similar replacement policy is Random, which simply picks a
random page to replace under memory pressure. Random has properties
similar to FIFO; it is simple to implement, but it doesn’t really try to be
too intelligent in picking which blocks to evict. Let’s look at how Random
does on our famous example reference stream (see Figure 22.3).

Of course, how Random does depends entirely upon how lucky (or
unlucky) Random gets in its choices. In the example above, Random does
a little better than FIFO, and a little worse than optimal. In fact, we can
run the Random experiment thousands of times and determine how it
does in general. Figure 22.4 shows how many hits Random achieves over
10,000 trials, each with a different random seed. As you can see, some-
times (just over 40% of the time), Random is as good as optimal, achieving
6 hits on the example trace; sometimes it does much worse, achieving 2
hits or fewer. How Random does depends on the luck of the draw.
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Figure 22.4: Random Performance Over 10,000 Trials
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BEYOND PHYSICAL MEMORY: POLICIES 7

Resulting
Access Hit/Miss? Evict Cache State

0 Miss LRU→ 0
1 Miss LRU→ 0, 1
2 Miss LRU→ 0, 1, 2
0 Hit LRU→ 1, 2, 0
1 Hit LRU→ 2, 0, 1
3 Miss 2 LRU→ 0, 1, 3
0 Hit LRU→ 1, 3, 0
3 Hit LRU→ 1, 0, 3
1 Hit LRU→ 0, 3, 1
2 Miss 0 LRU→ 3, 1, 2
1 Hit LRU→ 3, 2, 1

Figure 22.5: Tracing The LRU Policy

22.5 Using History: LRU

Unfortunately, any policy as simple as FIFO or Random is likely to
have a common problem: it might kick out an important page, one that
is about to be referenced again. FIFO kicks out the page that was first
brought in; if this happens to be a page with important code or data
structures upon it, it gets thrown out anyhow, even though it will soon be
paged back in. Thus, FIFO, Random, and similar policies are not likely to
approach optimal; something smarter is needed.

As we did with scheduling policy, to improve our guess at the future,
we once again lean on the past and use history as our guide. For example,
if a program has accessed a page in the near past, it is likely to access it
again in the near future.

One type of historical information a page-replacement policy could
use is frequency; if a page has been accessed many times, perhaps it
should not be replaced as it clearly has some value. A more commonly-
used property of a page is its recency of access; the more recently a page
has been accessed, perhaps the more likely it will be accessed again.

This family of policies is based on what people refer to as the prin-
ciple of locality [D70], which basically is just an observation about pro-
grams and their behavior. What this principle says, quite simply, is that
programs tend to access certain code sequences (e.g., in a loop) and data
structures (e.g., an array accessed by the loop) quite frequently; we should
thus try to use history to figure out which pages are important, and keep
those pages in memory when it comes to eviction time.

And thus, a family of simple historically-based algorithms are born.
The Least-Frequently-Used (LFU) policy replaces the least-frequently-
used page when an eviction must take place. Similarly, the Least-Recently-
Used (LRU) policy replaces the least-recently-used page. These algo-
rithms are easy to remember: once you know the name, you know exactly
what it does, which is an excellent property for a name.

To better understand LRU, let’s examine how LRU does on our exam-
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8 BEYOND PHYSICAL MEMORY: POLICIES

ASIDE: TYPES OF LOCALITY

There are two types of locality that programs tend to exhibit. The first
is known as spatial locality, which states that if a page P is accessed,
it is likely the pages around it (say P − 1 or P + 1) will also likely be
accessed. The second is temporal locality, which states that pages that
have been accessed in the near past are likely to be accessed again in the
near future. The assumption of the presence of these types of locality
plays a large role in the caching hierarchies of hardware systems, which
deploy many levels of instruction, data, and address-translation caching
to help programs run fast when such locality exists.

Of course, the principle of locality, as it is often called, is no hard-and-
fast rule that all programs must obey. Indeed, some programs access
memory (or disk) in rather random fashion and don’t exhibit much or
any locality in their access streams. Thus, while locality is a good thing to
keep in mind while designing caches of any kind (hardware or software),
it does not guarantee success. Rather, it is a heuristic that often proves
useful in the design of computer systems.

ple reference stream. Figure 22.5 (page 7) shows the results. From the
figure, you can see how LRU can use history to do better than stateless
policies such as Random or FIFO. In the example, LRU evicts page 2 when
it first has to replace a page, because 0 and 1 have been accessed more re-
cently. It then replaces page 0 because 1 and 3 have been accessed more
recently. In both cases, LRU’s decision, based on history, turns out to be
correct, and the next references are thus hits. Thus, in our example, LRU

does as well as possible, matching optimal in its performance2.
We should also note that the opposites of these algorithms exist: Most-

Frequently-Used (MFU) and Most-Recently-Used (MRU). In most cases
(not all!), these policies do not work well, as they ignore the locality most
programs exhibit instead of embracing it.

22.6 Workload Examples

Let’s look at a few more examples in order to better understand how
some of these policies behave. Here, we’ll examine more complex work-
loads instead of small traces. However, even these workloads are greatly
simplified; a better study would include application traces.

Our first workload has no locality, which means that each reference
is to a random page within the set of accessed pages. In this simple ex-
ample, the workload accesses 100 unique pages over time, choosing the
next page to refer to at random; overall, 10,000 pages are accessed. In the
experiment, we vary the cache size from very small (1 page) to enough
to hold all the unique pages (100 page), in order to see how each policy
behaves over the range of cache sizes.

2OK, we cooked the results. But sometimes cooking is necessary to prove a point.
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Figure 22.6: The No-Locality Workload

Figure 22.6 plots the results of the experiment for optimal, LRU, Ran-
dom, and FIFO. The y-axis of the figure shows the hit rate that each policy
achieves; the x-axis varies the cache size as described above.

We can draw a number of conclusions from the graph. First, when
there is no locality in the workload, it doesn’t matter much which realistic
policy you are using; LRU, FIFO, and Random all perform the same, with
the hit rate exactly determined by the size of the cache. Second, when
the cache is large enough to fit the entire workload, it also doesn’t matter
which policy you use; all policies (even Random) converge to a 100% hit
rate when all the referenced blocks fit in cache. Finally, you can see that
optimal performs noticeably better than the realistic policies; peeking into
the future, if it were possible, does a much better job of replacement.

The next workload we examine is called the “80-20” workload, which
exhibits locality: 80% of the references are made to 20% of the pages (the
“hot” pages); the remaining 20% of the references are made to the re-
maining 80% of the pages (the “cold” pages). In our workload, there are
a total 100 unique pages again; thus, “hot” pages are referred to most of
the time, and “cold” pages the remainder. Figure 22.7 (page 10) shows
how the policies perform with this workload.

As you can see from the figure, while both random and FIFO do rea-
sonably well, LRU does better, as it is more likely to hold onto the hot
pages; as those pages have been referred to frequently in the past, they
are likely to be referred to again in the near future. Optimal once again
does better, showing that LRU’s historical information is not perfect.
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10 BEYOND PHYSICAL MEMORY: POLICIES
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Figure 22.7: The 80-20 Workload

You might now be wondering: is LRU’s improvement over Random
and FIFO really that big of a deal? The answer, as usual, is “it depends.” If
each miss is very costly (not uncommon), then even a small increase in hit
rate (reduction in miss rate) can make a huge difference on performance.
If misses are not so costly, then of course the benefits possible with LRU
are not nearly as important.

Let’s look at one final workload. We call this one the “looping sequen-
tial” workload, as in it, we refer to 50 pages in sequence, starting at 0,
then 1, ..., up to page 49, and then we loop, repeating those accesses, for a
total of 10,000 accesses to 50 unique pages. The last graph in Figure 22.8
shows the behavior of the policies under this workload.

This workload, common in many applications (including important
commercial applications such as databases [CD85]), represents a worst-
case for both LRU and FIFO. These algorithms, under a looping-sequential
workload, kick out older pages; unfortunately, due to the looping nature
of the workload, these older pages are going to be accessed sooner than
the pages that the policies prefer to keep in cache. Indeed, even with
a cache of size 49, a looping-sequential workload of 50 pages results in
a 0% hit rate. Interestingly, Random fares notably better, not quite ap-
proaching optimal, but at least achieving a non-zero hit rate. Turns out
that random has some nice properties; one such property is not having
weird corner-case behaviors.
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Figure 22.8: The Looping Workload

22.7 Implementing Historical Algorithms

As you can see, an algorithm such as LRU can generally do a better
job than simpler policies like FIFO or Random, which may throw out
important pages. Unfortunately, historical policies present us with a new
challenge: how do we implement them?

Let’s take, for example, LRU. To implement it perfectly, we need to
do a lot of work. Specifically, upon each page access (i.e., each memory
access, whether an instruction fetch or a load or store), we must update
some data structure to move this page to the front of the list (i.e., the
MRU side). Contrast this to FIFO, where the FIFO list of pages is only
accessed when a page is evicted (by removing the first-in page) or when a
new page is added to the list (to the last-in side). To keep track of which
pages have been least- and most-recently used, the system has to do some
accounting work on every memory reference. Clearly, without great care,
such accounting could greatly reduce performance.

One method that could help speed this up is to add a little bit of hard-
ware support. For example, a machine could update, on each page access,
a time field in memory (for example, this could be in the per-process page
table, or just in some separate array in memory, with one entry per phys-
ical page of the system). Thus, when a page is accessed, the time field
would be set, by hardware, to the current time. Then, when replacing a
page, the OS could simply scan all the time fields in the system to find the
least-recently-used page.
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12 BEYOND PHYSICAL MEMORY: POLICIES

Unfortunately, as the number of pages in a system grows, scanning a
huge array of times just to find the absolute least-recently-used page is
prohibitively expensive. Imagine a modern machine with 4GB of mem-
ory, chopped into 4KB pages. This machine has 1 million pages, and thus
finding the LRU page will take a long time, even at modern CPU speeds.
Which begs the question: do we really need to find the absolute oldest
page to replace? Can we instead survive with an approximation?

CRUX: HOW TO IMPLEMENT AN LRU REPLACEMENT POLICY

Given that it will be expensive to implement perfect LRU, can we ap-
proximate it in some way, and still obtain the desired behavior?

22.8 Approximating LRU

As it turns out, the answer is yes: approximating LRU is more fea-
sible from a computational-overhead standpoint, and indeed it is what
many modern systems do. The idea requires some hardware support,
in the form of a use bit (sometimes called the reference bit), the first of
which was implemented in the first system with paging, the Atlas one-
level store [KE+62]. There is one use bit per page of the system, and the
use bits live in memory somewhere (they could be in the per-process page
tables, for example, or just in an array somewhere). Whenever a page is
referenced (i.e., read or written), the use bit is set by hardware to 1. The
hardware never clears the bit, though (i.e., sets it to 0); that is the respon-
sibility of the OS.

How does the OS employ the use bit to approximate LRU? Well, there
could be a lot of ways, but with the clock algorithm [C69], one simple
approach was suggested. Imagine all the pages of the system arranged in
a circular list. A clock hand points to some particular page to begin with
(it doesn’t really matter which). When a replacement must occur, the OS
checks if the currently-pointed to page P has a use bit of 1 or 0. If 1, this
implies that page P was recently used and thus is not a good candidate
for replacement. Thus, the use bit for P is set to 0 (cleared), and the clock
hand is incremented to the next page (P + 1). The algorithm continues
until it finds a use bit that is set to 0, implying this page has not been
recently used (or, in the worst case, that all pages have been and that we
have now searched through the entire set of pages, clearing all the bits).

Note that this approach is not the only way to employ a use bit to
approximate LRU. Indeed, any approach which periodically clears the
use bits and then differentiates between which pages have use bits of 1
versus 0 to decide which to replace would be fine. The clock algorithm of
Corbato’s was just one early approach which met with some success, and
had the nice property of not repeatedly scanning through all of memory
looking for an unused page.
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Figure 22.9: The 80-20 Workload With Clock

The behavior of a clock algorithm variant is shown in Figure 22.9. This
variant randomly scans pages when doing a replacement; when it en-
counters a page with a reference bit set to 1, it clears the bit (i.e., sets it
to 0); when it finds a page with the reference bit set to 0, it chooses it as
its victim. As you can see, although it doesn’t do quite as well as perfect
LRU, it does better than approaches that don’t consider history at all.

22.9 Considering Dirty Pages

One small modification to the clock algorithm (also originally sug-
gested by Corbato [C69]) that is commonly made is the additional con-
sideration of whether a page has been modified or not while in memory.
The reason for this: if a page has been modified and is thus dirty, it must
be written back to disk to evict it, which is expensive. If it has not been
modified (and is thus clean), the eviction is free; the physical frame can
simply be reused for other purposes without additional I/O. Thus, some
VM systems prefer to evict clean pages over dirty pages.

To support this behavior, the hardware should include a modified bit
(a.k.a. dirty bit). This bit is set any time a page is written, and thus can be
incorporated into the page-replacement algorithm. The clock algorithm,
for example, could be changed to scan for pages that are both unused
and clean to evict first; failing to find those, then for unused pages that
are dirty, and so forth.
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14 BEYOND PHYSICAL MEMORY: POLICIES

22.10 Other VM Policies

Page replacement is not the only policy the VM subsystem employs
(though it may be the most important). For example, the OS also has to
decide when to bring a page into memory. This policy, sometimes called
the page selection policy (as it was called by Denning [D70]), presents
the OS with some different options.

For most pages, the OS simply uses demand paging, which means the
OS brings the page into memory when it is accessed, “on demand” as
it were. Of course, the OS could guess that a page is about to be used,
and thus bring it in ahead of time; this behavior is known as prefetching
and should only be done when there is reasonable chance of success. For
example, some systems will assume that if a code page P is brought into
memory, that code page P+1 will likely soon be accessed and thus should
be brought into memory too.

Another policy determines how the OS writes pages out to disk. Of
course, they could simply be written out one at a time; however, many
systems instead collect a number of pending writes together in memory
and write them to disk in one (more efficient) write. This behavior is
usually called clustering or simply grouping of writes, and is effective
because of the nature of disk drives, which perform a single large write
more efficiently than many small ones.

22.11 Thrashing

Before closing, we address one final question: what should the OS do
when memory is simply oversubscribed, and the memory demands of the
set of running processes simply exceeds the available physical memory?
In this case, the system will constantly be paging, a condition sometimes
referred to as thrashing [D70].

Some earlier operating systems had a fairly sophisticated set of mech-
anisms to both detect and cope with thrashing when it took place. For
example, given a set of processes, a system could decide not to run a sub-
set of processes, with the hope that the reduced set of processes’ working
sets (the pages that they are using actively) fit in memory and thus can
make progress. This approach, generally known as admission control,
states that it is sometimes better to do less work well than to try to do
everything at once poorly, a situation we often encounter in real life as
well as in modern computer systems (sadly).

Some current systems take more a draconian approach to memory
overload. For example, some versions of Linux run an out-of-memory
killer when memory is oversubscribed; this daemon chooses a memory-
intensive process and kills it, thus reducing memory in a none-too-subtle
manner. While successful at reducing memory pressure, this approach
can have problems, if, for example, it kills the X server and thus renders
any applications requiring the display unusable.
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22.12 Summary

We have seen the introduction of a number of page-replacement (and
other) policies, which are part of the VM subsystem of all modern operat-
ing systems. Modern systems add some tweaks to straightforward LRU
approximations like clock; for example, scan resistance is an important
part of many modern algorithms, such as ARC [MM03]. Scan-resistant al-
gorithms are usually LRU-like but also try to avoid the worst-case behav-
ior of LRU, which we saw with the looping-sequential workload. Thus,
the evolution of page-replacement algorithms continues.

For many years, the importance of replacement algorithms had de-
creased, as the discrepancy between memory-access and disk-access times
was so large. Specifically, because paging to disk was so expensive, the
cost of frequent paging was prohibitive; simply put, no matter how good
your replacement algorithm was, if you were performing frequent re-
placements, your system became unbearably slow. Thus, the best solu-
tion was a simple (if intellectually unsatisfying) one: buy more memory.

However, recent innovations in much faster storage devices (e.g., Flash-
based SSDs and Intel Optane products) have changed these performance
ratios yet again, leading to a renaissance in page replacement algoriths.
See [SS10,W+21] for recent work in this space.
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Homework (Simulation)

This simulator, paging-policy.py, allows you to play around with
different page-replacement policies. See the README for details.

Questions

1. Generate random addresses with the following arguments: -s 0

-n 10, -s 1 -n 10, and -s 2 -n 10. Change the policy from
FIFO, to LRU, to OPT. Compute whether each access in said address
traces are hits or misses.

2. For a cache of size 5, generate worst-case address reference streams
for each of the following policies: FIFO, LRU, and MRU (worst-case
reference streams cause the most misses possible. For the worst case
reference streams, how much bigger of a cache is needed to improve
performance dramatically and approach OPT?

3. Generate a random trace (use python or perl). How would you
expect the different policies to perform on such a trace?

4. Now generate a trace with some locality. How can you generate
such a trace? How does LRU perform on it? How much better than
RAND is LRU? How does CLOCK do? How about CLOCK with
different numbers of clock bits?

5. Use a program like valgrind to instrument a real application and
generate a virtual page reference stream. For example, running
valgrind --tool=lackey --trace-mem=yes lswill output
a nearly-complete reference trace of every instruction and data ref-
erence made by the program ls. To make this useful for the sim-
ulator above, you’ll have to first transform each virtual memory
reference into a virtual page-number reference (done by masking
off the offset and shifting the resulting bits downward). How big
of a cache is needed for your application trace in order to satisfy a
large fraction of requests? Plot a graph of its working set as the size
of the cache increases.
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A Dialogue on Security

Chapter by Peter Reiher (UCLA)

Professor: Hello again, student!

Student: I thought we were done with all this. We’ve already had three pillars,
and I even stuck around for a few appendices. Will I never be done with this
class?

Professor: That depends on who I am. Some professors want to talk about
security and some don’t. Unfortunately for you, given that you’re here, I’m one
of those who want to.

Student: OK, I suppose we’d better just get on with it.

Professor: That’s the spirit! Soonest begun, soonest done. So, let’s say you
have a peach...

Student: You told me we were at least done with peaches!

Professor: When one is discussing security, lies will always be a part of the
discussion. Anyway, you’ve got a peach. You certainly wouldn’t want to turn
around and find someone had stolen your peach, would you?

Student: Well, if it isn’t as rotten as the one you ended up with, I suppose not.

Professor: And you probably wouldn’t be any happier if you turned around
and discovered someone had swapped out your peach for a turnip, either, would
you?

Student: I guess not, though I do know a couple of good recipes for turnips.

Professor: And you also wouldn’t want somebody slapping your hand away
every time you reached for your peach, right?

Student: No, that would be pretty rude.

Professor: You wouldn’t want that happening to any of the resources your com-
puter controls, either. You might be even unhappier, if they’re really important
resources. You wouldn’t want the love letter you’re in the middle of composing
to leak out, you wouldn’t want someone to reset the saved state in your favorite
game to take you back to the very beginning, and you would be mighty upset if,
at midnight the evening before your project was due, you weren’t allowed to log
into your computer.
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Student: True, those would all pretty much suck.

Professor: Let’s try to keep a professional tone here. After all, this is a class-
room. Kind of. That’s what operating system security is all about, and that’s
what I’m here to tell you about. How can you ensure that secrets remain con-
fidential? How can you guarantee the integrity of your important data? How
can you ensure that you can use your computer resources when you want to?
And these questions apply to all of the resources in your computer, all the time,
forever.

Student: All this sounds a little like reliability stuff we talked about before...

Professor: Yes and no. Bad things can happen more or less by accident or
through poor planning, and reliability is about those sorts of things. But we’re
going a step further. SOMEBODY WANTS YOUR PEACH!!!!

Student: Stop shouting! You were the one asking for a professional tone.

Professor: My apologies, I get excited about this stuff sometimes. The point
I was trying to make is that when we talk about security, we’re talking about
genuine adversaries, human adversaries who are trying to make things go wrong
for you. That has some big implications. They’re likely to be clever, malevolent,
persistent, flexible, and sneaky. You may already feel like the universe has it in
for you (most students feel that way, at any rate), but these folks really, truly are
out to get you. You’re going to have to protect your assets despite anything they
try.

Student: This sounds challenging.

Professor: You have no idea... But you will! YOU WILL!! (maniacal laughter)
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Introduction to Operating System Security

Chapter by Peter Reiher (UCLA)

53.1 Introduction

Security of computing systems is a vital topic whose importance only
keeps increasing. Much money has been lost and many people’s lives
have been harmed when computer security has failed. Attacks on com-
puter systems are so common as to be inevitable in almost any scenario
where you perform computing. Generally, all elements of a computer sys-
tem can be subject to attack, and flaws in any of them can give an attacker
an opportunity to do something you want to prevent. But operating sys-
tems are particularly important from a security perspective. Why?

To begin with, pretty much everything runs on top of an operating
system. As a rule, if the software you are running on top of, whether it
be an operating system, a piece of middleware, or something else, is in-
secure, what’s above it is going to also be insecure. It’s like building a
house on sand. You may build a nice solid structure, but a flood can still
wash away the base underneath your home, totally destroying it despite
the care you took in its construction. Similarly, your application might
perhaps have no security flaws of its own, but if the attacker can misuse
the software underneath you to steal your information, crash your pro-
gram, or otherwise cause you harm, your own efforts to secure your code
might be for naught.

This point is especially important for operating systems. You might
not care about the security of a particular web server or database system
if you don’t run that software, and you might not care about the security
of some middleware platform that you don’t use, but everyone runs an
operating system, and there are relatively few choices of which to run.
Thus, security flaws in an operating system, especially a widely used one,
have an immense impact on many users and many pieces of software.

Another reason that operating system security is so important is that
ultimately all of our software relies on proper behavior of the underlying
hardware: the processor, the memory, and the peripheral devices. What
has ultimate control of those hardware resources? The operating system.
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Thinking about what you have already studied concerning memory
management, scheduling, file systems, synchronization, and so forth, what
would happen with each of these components of your operating system
if an adversary could force it to behave in some arbitrarily bad way? If
you understand what you’ve learned so far, you should find this prospect

deeply disturbing1. Our computing lives depend on our operating sys-
tems behaving as they have been defined to behave, and particularly on
them not behaving in ways that benefit our adversaries, rather than us.

The task of securing an operating system is not an easy one, since mod-
ern operating systems are large and complex. Your experience in writing
code should have already pointed out to you that the more code you’ve
got, and the more complex the algorithms are, the more likely your code
is to contain flaws. Failures in software security generally arise from these
kinds of flaws. Large, complex programs are likely to be harder to secure
than small, simple programs. Not many other programs are as large and
complex as a modern operating system.

Another challenge in securing operating systems is that they are, for
the most part, meant to support multiple processes simultaneously. As
you’ve learned, there are many mechanisms in an operating system meant
to segregate processes from each other, and to protect shared pieces of
hardware from being used in ways that interfere with other processes. If
every process could be trusted to do anything it wants with any hard-
ware resource and any piece of data on the machine without harming
any other process, securing the system would be a lot easier. However,
we typically don’t trust everything equally. When you download and run
a script from a web site you haven’t visited before, do you really want it
to be able to wipe every file from your disk, kill all your other processes,
and start using your network interface to send spam email to other ma-
chines? Probably not, but if you are the owner of your computer, you
have the right to do all those things, if that’s what you want to do. And
unless the operating system is careful, any process it runs, including the
one running that script you downloaded, can do anything you can do.

Consider the issue of operating system security from a different per-
spective. One role of an operating system is to provide useful abstractions
for application programs to build on. These applications must rely on the
OS implementations of the abstractions to work as they are defined. Of-
ten, one part of the definition of such abstractions is their security behav-
ior. For example, we expect that the operating system’s file system will
enforce the access restrictions it is supposed to enforce. Applications can
then build on this expectation to achieve the security goals they require,
such as counting on the file system access guarantees to ensure that a file
they have specified as unwriteable does not get altered. If the applica-
tions cannot rely on proper implementation of security guarantees for OS
abstractions, then they cannot use these abstractions to achieve their own
security goals. At the minimum, that implies a great deal more work on

1If you don’t understand it, you have a lot of re-reading to do. A lot.
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the part of the application developers, since they will need to take extra
measures to achieve their desired security goals. Taking into account our
earlier discussion, they will often be unable to achieve these goals if the
abstractions they must rely on (such as virtual memory or a well-defined
scheduling policy) cannot be trusted.

Obviously, operating system security is vital, yet hard to achieve. So
what do we do to secure our operating system? Addressing that question
has been a challenge for generations of computer scientists, and there is
as yet no complete answer. But there are some important principles and
tools we can use to secure operating systems. These are generally built
into any general-purpose operating system you are likely to work with,
and they alter what can be done with that system and how you go about
doing it. So you might not think you’re interested in security, but you
need to understand what your OS does to secure itself to also understand
how to get the system to do what you want.

CRUX: HOW TO SECURE OS RESOURCES

In the face of multiple possibly concurrent and interacting processes
running on the same machine, how can we ensure that the resources each
process is permitted to access are exactly those it should access, in exactly
the ways we desire? What primitives are needed from the OS? What
mechanisms should be provided by the hardware? How can we use them
to solve the problems of security?

53.2 What Are We Protecting?

We aren’t likely to achieve good protection unless we have a fairly
comprehensive view of what we’re trying to protect when we say our
operating system should be secure. Fortunately, that question is easy to
answer for an operating system, at least at the high level: everything.
That answer isn’t very comforting, but it is best to have a realistic under-
standing of the broad implications of operating system security.

A typical commodity operating system has complete control of all (or
almost all) hardware on the machine and is able to do literally anything
the hardware permits. That means it can control the processor, read and
write all registers, examine any main memory location, and perform any
operation one of its peripherals supports. As a result, among the things
the OS can do are:

• examine or alter any process’s memory
• read, write, delete or corrupt any file on any writeable persistent

storage medium, including hard disks and flash drives
• change the scheduling or even halt execution of any process
• send any message to anywhere, including altered versions of those

a process wished to send
• enable or disable any peripheral device
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ASIDE: SECURITY ENCLAVES

A little bit back, we said the operating system controls “almost all” the
hardware on the machine. That kind of caveat should have gotten you
asking, “well, what parts of the hardware doesn’t it control?” Originally,
it really was all the hardware. But starting in the 1990s, hardware de-
veloper began to see a need to keep some hardware isolated, to a de-
gree, from the operating system. The first such hardware was primar-
ily intended to protect the boot process of the operating system. TPM,
or Trusted Platform Module, provided assurance that you were booting
the version of the operating system you intended to, protecting you from
attacks that tried to boot compromised versions of the system. More re-
cently, more general hardware elements have tried to control what can
be done on the machine, typically with some particularly important data,
often data that is related to cryptography. Such hardware elements are
called security enclaves, since they are meant to allow only safe use of
this data, even by the most powerful, trusted code in the system the
operating system itself. They are often used to support operations in a
cloud computing environment, where multiple operating systems might
be running under virtual machines sharing the same physical hardware.

This turns out to be a harder trick than anyone expected. Security tricks
usually are. Security enclaves often prove not to provide quite as much
isolation as their designers hoped. But the attacks on them tend to be so-
phisticated and difficult, and usually require the ability to run privileged
code on the system already. So even if they don’t achieve their full goals,
they do put an extra protective barrier against compromised operating
system code.

• give any process access to any other process’s resources
• arbitrarily take away any resource a process controls
• respond to any system call with a maximally harmful lie

In essence, processes are at the mercy of the operating system. It is
nearly impossible for a process to ’protect’ any part of itself from a mali-
cious operating system. We typically assume our operating system is not

actually malicious2, but a flaw that allows a malicious process to cause the
operating system to misbehave is nearly as bad, since it could potentially
allow that process to gain any of the powers of the operating system itself.
This point should make you think very seriously about the importance of
designing secure operating systems and, more commonly, applying secu-
rity patches to any operating system you are running. Security flaws in
your operating system can completely compromise everything about the
machine the system runs on, so preventing them and patching any that
are found is vitally important.

2If you suspect your operating system is malicious, it’s time to get a new operating system.
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53.3 Security Goals and Policies

What do we mean when we say we want an operating system, or any
system, to be secure? That’s a rather vague statement. What we really
mean is that there are things we would like to happen in the system and
things we don’t want to happen, and we’d like a high degree of assurance
that we get what we want. As in most other aspects of life, we usually end
up paying for what we get, so it’s worthwhile to think about exactly what
security properties and effects we actually need and then pay only for
those, not for other things we don’t need. What this boils down to is that
we want to specify the goals we have for the security-relevant behavior of
our system and choose defense approaches likely to achieve those goals
at a reasonable cost.

Researchers in security have thought about this issue in broad terms
for a long time. At a high conceptual level, they have defined three big
security-related goals that are common to many systems, including oper-
ating systems. They are:

• Confidentiality – If some piece of information is supposed to be
hidden from others, don’t allow them to find it out. For example,
you don’t want someone to learn what your credit card number is
– you want that number kept confidential.

• Integrity – If some piece of information or component of a system
is supposed to be in a particular state, don’t allow an adversary to
change it. For example, if you’ve placed an online order for delivery
of one pepperoni pizza, you don’t want a malicious prankster to
change your order to 1000 anchovy pizzas. One important aspect of
integrity is authenticity. It’s often important to be sure not only that
information has not changed, but that it was created by a particular
party and not by an adversary.

• Availability – If some information or service is supposed to be avail-
able for your own or others’ use, make sure an attacker cannot pre-
vent its use. For example, if your business is having a big sale,
you don’t want your competitors to be able to block off the streets
around your store, preventing your customers from reaching you.

An important extra dimension of all three of these goals is that we
want controlled sharing in our systems. We share our secrets with some
people and not with others. We allow some people to change our enter-
prise’s databases, but not just anyone. Some systems need to be made
available to a particular set of preferred users (such as those who have
paid to play your on-line game) and not to others (who have not). Who’s
doing the asking matters a lot, in computers as in everyday life.

Another important aspect of security for computer systems is we often
want to be sure that when someone told us something, they cannot later
deny that they did so. This aspect is often called non-repudiation. The
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harder and more expensive it is for someone to repudiate their actions,
the easier it is to hold them to account for those actions, and thus the less
likely people are to perform malicious actions. After all, they might well
get caught and will have trouble denying they did it.

These are big, general goals. For a real system, you need to drill down
to more detailed, specific goals. In a typical operating system, for exam-
ple, we might have a confidentiality goal stating that a process’s memory
space cannot be arbitrarily read by another process. We might have an
integrity goal stating that if a user writes a record to a particular file,
another user who should not be able to write that file can’t change the
record. We might have an availability goal stating that one process run-
ning on the system cannot hog the CPU and prevent other processes from
getting their share of the CPU. If you think back on what you’ve learned
about the process abstraction, memory management, scheduling, file sys-
tems, IPC, and other topics from this class, you should be able to think
of some other obvious confidentiality, integrity, and availability goals we
are likely to want in our operating systems.

For any particular system, even goals at this level are not sufficiently
specific. The integrity goal alluded to above, where a user’s file should
not be overwritten by another user not permitted to do so, gives you a
hint about the extra specificity we need in our security goals for a partic-
ular system. Maybe there is some user who should be able to overwrite
the file, as might be the case when two people are collaborating on writ-
ing a report. But that doesn’t mean an unrelated third user should be able
to write that file, if he is not collaborating on the report stored there. We
need to be able to specify such detail in our security goals. Operating
systems are written to be used by many different people with many dif-
ferent needs, and operating system security should reflect that generality.
What we want in security mechanisms for operating systems is flexibility
in describing our detailed security goals.

Ultimately, of course, the operating system software must do its best to
enforce those flexible security goals, which implies we’ll need to encode
those goals in forms that software can understand. We typically must
convert our vague understandings of our security goals into highly spe-
cific security policies. For example, in the case of the file described above,
we might want to specify a policy like ’users A and B may write to file X,
but no other user can write it.’ With that degree of specificity, backed
by carefully designed and implemented mechanisms, we can hope to
achieve our security goals.

Note an important implication for operating system security: in many
cases, an operating system will have the mechanisms necessary to im-
plement a desired security policy with a high degree of assurance in its
proper application, but only if someone tells the operating system pre-
cisely what that policy is. With some important exceptions (like main-
taining a process’s address space private unless specifically directed oth-
erwise), the operating system merely supplies general mechanisms that
can implement many specific policies. Without intelligent design of poli-
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ASIDE: SECURITY VS. FAULT TOLERANCE

When discussing the process abstraction, we talked about how virtual-
ization protected a process from actions of other processes. For instance,
we did not want our process’s memory to be accidentally overwritten by
another process, so our virtualization mechanisms had to prevent such
behavior. Then we were talking primarily about flaws or mistakes in
processes. Is this actually any different than worrying about malicious
behavior, which is more commonly the context in which we discuss se-
curity? Have we already solved all our problems by virtualizing our re-
sources?
Yes and no. (Isn’t that a helpful phrase?) Yes, if we perfectly virtual-
ized everything and allowed no interactions between anything, we very
likely would have solved most problems of malice. However, most virtu-
alization mechanisms are not totally bulletproof. They work well when
no one tries to subvert them, but may not be perfect against all possible
forms of misbehavior. Second, and perhaps more important, we don’t
really want to totally isolate processes from each other. Processes share
some OS resources by default (such as file systems) and can optionally
choose to share others. These intentional relaxations of virtualization are
not problematic when used properly, but the possibilities of legitimate
sharing they open are also potential channels for malicious attacks. Fi-
nally, the OS does not always have complete control of the hardware...

cies and careful application of the mechanisms, however, what the oper-
ating system should or could do may not be what your operating system
will do.

53.4 Designing Secure Systems

Few of you will ever build your own operating system, nor even make
serious changes to any existing operating system, but we expect many of
you will build large software systems of some kind. Experience of many
computer scientists with system design has shown that there are certain
design principles that are helpful in building systems with security re-
quirements. These principles were originally laid out by Jerome Saltzer
and Michael Schroeder in an influential paper [SS75], though some of
them come from earlier observations by others. While neither the origi-
nal authors nor later commentators would claim that following them will
guarantee that your system is secure, paying attention to them has proven
to lead to more secure systems, while you ignore them at your own peril.
We’ll discuss them briefly here. If you are actually building a large soft-
ware system, it would be worth your while to look up this paper (or more
detailed commentaries on it) and study the concepts carefully.
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8 INTRODUCTION TO OPERATING SYSTEM SECURITY

1. Economy of mechanism – This basically means keep your system
as small and simple as possible. Simple systems have fewer bugs
and it’s easier to understand their behavior. If you don’t under-
stand your system’s behavior, you’re not likely to know if it achieves
its security goals.

2. Fail-safe defaults – Default to security, not insecurity. If policies
can be set to determine the behavior of a system, have the default
for those policies be more secure, not less.

3. Complete mediation – This is a security term meaning that you
should check if an action to be performed meets security policies

every single time the action is taken3.

4. Open design – Assume your adversary knows every detail of your
design. If the system can achieve its security goals anyway, you’re
in good shape. This principle does not necessarily mean that you
actually tell everyone all the details, but base your security on the
assumption that the attacker has learned everything. He often has,
in practice.

5. Separation of privilege – Require separate parties or credentials
to perform critical actions. For example, two-factor authentication,
where you use both a password and possession of a piece of hard-
ware to determine identity, is more secure than using either one of
those methods alone.

6. Least privilege – Give a user or a process the minimum privileges
required to perform the actions you wish to allow. The more privi-
leges you give to a party, the greater the danger that they will abuse
those privileges. Even if you are confident that the party is not mali-
cious, if they make a mistake, an adversary can leverage their error
to use their superfluous privileges in harmful ways.

7. Least common mechanism – For different users or processes, use
separate data structures or mechanisms to handle them. For ex-
ample, each process gets its own page table in a virtual memory
system, ensuring that one process cannot access another’s pages.

8. Acceptability – A critical property not dear to the hearts of many
programmers. If your users won’t use it, your system is worthless.
Far too many promising secure systems have been abandoned be-
cause they asked too much of their users.

3This particular principle is often ignored in many systems, in favor of lower overhead or
usability. An overriding characteristic of all engineering design is that you often must balance
conflicting goals, as we saw earlier in the course, such as in the scheduling chapters. We’ll say
more about that in the context of security later.
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INTRODUCTION TO OPERATING SYSTEM SECURITY 9

These are not the only useful pieces of advice on designing secure sys-
tems out there. There is also lots of good material on taking the next
step, converting a good design into code that achieves the security you
intended, and other material on how to evaluate whether the system you
have built does indeed meet those goals. These issues are beyond the
scope of this course, but are extremely important when the time comes for
you to build large, complex systems. For discussion of approaches to se-
cure programming, you might start with Seacord [SE13], if you are work-
ing in C. If you are working in another language, you should seek out a
similar text specific to that language, since many secure coding problem
are related to details of the language. For a comprehensive treatment on
how to evaluate if your system is secure, start with Dowd et al.’s work
[D+07].

53.5 The Basics of OS Security

In a typical operating system, then, we have some set of security goals,
centered around various aspects of confidentiality, integrity, and avail-
ability. Some of these goals tend to be built in to the operating system
model, while others are controlled by the owners or users of the system.
The built-in goals are those that are extremely common, or must be en-
sured to make the more specific goals achievable. Most of these built-in
goals relate to controlling process access to pieces of the hardware. That’s
because the hardware is shared by all the processes on a system, and un-
less the sharing is carefully controlled, one process can interfere with the
security goals of another process. Other built-in goals relate to services
that the operating system offers, such as file systems, memory manage-
ment, and interprocess communications. If these services are not care-
fully controlled, processes can subvert the system’s security goals.

Clearly, a lot of system security is going to be related to process han-
dling. If the operating system can maintain a clean separation of pro-
cesses that can only be broken with the operating system’s help, then
neither shared hardware nor operating system services can be used to
subvert our security goals. That requirement implies that the operating
system needs to be careful about allowing use of hardware and of its ser-
vices. In many cases, the operating system has good opportunities to
apply such caution. For example, the operating system controls virtual
memory, which in turn completely controls which physical memory ad-
dresses each process can access. Hardware support prevents a process
from even naming a physical memory address that is not mapped into its
virtual memory space. (The software folks among us should remember
to regularly thank the hardware folks for all the great stuff they’ve given
us to work with.)

System calls offer the operating system another opportunity to pro-
vide protection. In most operating systems, processes access system ser-
vices by making an explicit system call, as was discussed in earlier chap-

c© 2008–20, ARPACI-DUSSEAU (OSTEP)
c© 2019–20, REIHER (SECURITY)

THREE

EASY

PIECES



10 INTRODUCTION TO OPERATING SYSTEM SECURITY

TIP: BE CAREFUL OF THE WEAKEST LINK

It’s worthwhile to remember that the people attacking your systems share
many characteristics with you. In particular, they’re probably pretty
smart and they probably are kind of lazy, in the positive sense that they
don’t do work that they don’t need to do. That implies that attackers
tend to go for the easiest possible way to overcome your system’s secu-
rity. They’re not going to search for a zero-day buffer overflow if you’ve
chosen “password” as your password to access the system.

The practical implication for you is that you should spend most of the
time you devote to securing your system to identifying and strengthen-
ing your weakest link. Your weakest link is the least protected part of
your system, the one that’s easiest to attack, the one you can’t hide away
or augment with some external security system. Often, a running sys-
tem’s weakest link is actually its human users, not its software. You will
have a hard time changing the behavior of people, but you can design
the software bearing in mind that attackers may try to fool the legitimate
users into misusing it. Remember that principle of least privilege? If an
attacker can fool a user who has complete privileges into misusing the
system, it will be a lot worse than fooling a user who can only damage
his own assets.

Generally, thinking about security is a bit different than thinking about
many other system design issues. It’s more adversarial. If you want to
learn more about good ways to think about security of the systems you
build, check out Schneier’s book “Secrets and Lies” [SC00].

ters. As you have learned, system calls switch the execution mode from
the processor’s user mode to its supervisor mode, invoking an appropri-
ate piece of operating system code as they do so. That code can deter-
mine which process made the system call and what service the process
requested. Earlier, we only talked about how this could allow the operat-
ing system to call the proper piece of system code to perform the service,
and to keep track of who to return control to when the service had been
completed. But the same mechanism gives the operating system the op-
portunity to check if the requested service should be allowed under the
system’s security policy. Since access to peripheral devices is through de-
vice drivers, which are usually also accessed via system call, the same
mechanism can ensure proper application of security policies for hard-
ware access.

When a process performs a system call, then, the operating system will
use the process identifier in the process control block or similar structure
to determine the identity of the process. The OS can then use access con-
trol mechanisms to decide if the identified process is authorized to per-
form the requested action. If so, the OS either performs the action itself
on behalf of the process or arranges for the process to perform it without
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INTRODUCTION TO OPERATING SYSTEM SECURITY 11

further system intervention. If the process is not authorized, the OS can
simply generate an error code for the system call and return control to the
process, if the scheduling algorithm permits.

53.6 Summary

The security of the operating system is vital for both its own and its
applications’ sakes. Security failures in this software allow essentially
limitless bad consequences. While achieving system security is challeng-
ing, there are known design principles that can help. These principles
are useful not only in designing operating systems, but in designing any
large software system.

Achieving security in operating systems depends on the security goals
one has. These goals will typically include goals related to confidentiality,
integrity, and availability. In any given system, the more detailed particu-
lars of these security goals vary, which implies that different systems will
have different security policies intended to help them meet their specific
security goals. As in other areas of operating system design, we handle
these varying needs by separating the specific policies used by any partic-
ular system from the general mechanisms used to implement the policies
for all systems.

The next question to address is, what mechanisms should our oper-
ating system provide to help us support general security policies? The
virtualization of processes and memory is one helpful mechanism, since
it allows us to control the behavior of processes to a large extent. We will
describe several other useful operating system security mechanisms in
the upcoming chapters.
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Authentication

Chapter by Peter Reiher (UCLA)

54.1 Introduction

Given that we need to deal with a wide range of security goals and
security policies that are meant to achieve those goals, what do we need
from our operating system? Operating systems provide services for pro-
cesses, and some of those services have security implications. Clearly, the
operating system needs to be careful in such cases to do the right thing,
security-wise. But the reason operating system services are allowed at all
is that sometimes they need to be done, so any service that the operating
system might be able to perform probably should be performed – under
the right circumstances.

Context will be everything in operating system decisions on whether
to perform some service or to refuse to do so because it will compro-
mise security goals. Perhaps the most important element of that context
is who’s doing the asking. In the real world, if your significant other
asks you to pick up a gallon of milk at the store on the way home, you’ll
probably do so, while if a stranger on the street asks the same thing, you
probably won’t. In an operating system context, if the system admin-
istrator asks the operating system to install a new program, it probably
should, while if a script downloaded from a random web page asks to in-
stall a new program, the operating system should take more care before
performing the installation. In computer security discussions, we often
refer to the party asking for something as the principal. Principals are
security-meaningful entities that can request access to resources, such as
human users, groups of users, or complex software systems.

So knowing who is requesting an operating system service is crucial in
meeting your security goals. How does the operating system know that?
Let’s work a bit backwards here to figure it out.

Operating system services are most commonly requested by system
calls made by particular processes, which trap from user code into the
operating system. The operating system then takes control and performs
some service in response to the system call. Associated with the calling
process is the OS-controlled data structure that describes the process, so

1



2 AUTHENTICATION

the operating system can check that data structure to determine the iden-
tity of the process. Based on that identity, the operating system now has
the opportunity to make a policy-based decision on whether to perform
the requested operation. In computer security discussions, the process
or other active computing entity performing the request on behalf of a
principal is often called its agent.

The request is for access to some particular resource, which we fre-

quently refer to as the object of the access request1. Either the operating
system has already determined this agent process can access the object or
it hasn’t. If it has determined that the process is permitted access, the OS
can remember that decision and it’s merely a matter of keeping track, pre-
sumably in some per-process data structure like the PCB, of that fact. For
example, as we discovered when investigating virtualization of memory,
per-process data structures like page tables show which pages and page
frames can be accessed by a process at any given time. Any form of data
created and managed by the operating system that keeps track of such
access decisions for future reference is often called a credential.

If the operating system has not already produced a credential showing
that an agent process can access a particular object, however, it needs in-
formation about the identity of the process’s principal to determine if its
request should be granted. Different operating systems have used differ-
ent types of identity for principals. For instance, most operating systems
have a notion of a user identity, where the user is, typically, some hu-
man being. (The concept of a user has been expanded over the years to
increase its power, as we’ll see later.) So perhaps all processes run by a
particular person will have the same identity associated with them. An-
other common type of identity is a group of users. In a manufacturing
company, you might want to give all your salespersons access to your
inventory information, so they can determine how many widgets and
whizz-bangs you have in the warehouse, while it wouldn’t be necessary

for your human resources personnel to have access to that information2.
Yet another form of identity is the program that the process is running.
Recall that a process is a running version of a program. In some systems
(such as the Android Operating System), you can grant certain privileges
to particular programs. Whenever they run, they can use these privileges,
but other programs cannot.

Regardless of the kind of identity we use to make our security deci-
sions, we must have some way of attaching that identity to a particu-
lar process. Clearly, this attachment is a crucial security issue. If you

1Another computer science overloading of the word “object.” Here, it does not refer to
“object oriented,” but to the more general concept of a specific resource with boundaries and
behaviors, such as a file or an IPC channel.

2Remember the principle of least privilege from the previous chapter? Here’s an example
of using it. A rogue human services employee won’t be able to order your warehouse emptied
of pop-doodles if you haven’t given such employees the right to do so. As you read through
the security chapters of this book, keep your eyes out for other applications of the security
principles we discussed earlier.
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AUTHENTICATION 3

misidentify a programmer employee process as an accounting depart-
ment employee process, you could end up with an empty bank account.
(Not to mention needing to hire a new programmer.) Or if you fail to
identify your company president correctly when he or she is trying to
give an important presentation to investors, you may find yourself out
of a job once the company determines that you’re the one who derailed
the next round of startup capital, because the system didn’t allow the
president to access the presentation that would have bowled over some
potential investors.

On the other hand, since everything except the operating system’s
own activities are performed by some process, if we can get this right for
processes, we can be pretty sure we will have the opportunity to check
our policy on every important action. But we need to bear in mind one
other important characteristic of operating systems’ usual approach to
authentication: once a principal has been authenticated, systems will al-
most always rely on that authentication decision for at least the lifetime
of the process. This characteristic puts a high premium on getting it right.
Mistakes won’t be readily corrected. Which leads to the crux:

CRUX: HOW TO SECURELY IDENTIFY PROCESSES

For systems that support processes belonging to multiple principals,
how can we be sure that each process has the correct identity attached?
As new processes are created, how can we be sure the new process has
the correct identity? How can we be sure that malicious entities cannot
improperly change the identity of a process?

54.2 Attaching Identities To Processes
Where do processes come from? Usually they are created by other

processes. One simple way to attach an identity to a new process, then,
is to copy the identity of the process that created it. The child inherits
the parent’s identity. Mechanically, when the operating system services
a call from old process A to create new process B (fork, for example), it
consults A’s process control block to determine A’s identity, creates a new
process control block for B, and copies in A’s identity. Simple, no?

That’s all well and good if all processes always have the same identity.
We can create a primal process when our operating system boots, perhaps
assigning it some special system identity not assigned to any human user.
All other processes are its descendants and all of them inherit that single
identity. But if there really is only one identity, we’re not going to be able
to implement any policy that differentiates the privileges of one process
versus another.

We must arrange that some processes have different identities and use
those differences to manage our security policies. Consider a multi-user
system. We can assign identities to processes based on which human user
they belong to. If our security policies are primarily about some people
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4 AUTHENTICATION

being allowed to do some things and others not being allowed to, we now
have an idea of how we can go about making our decisions.

If processes have a security-relevant identity, like a user ID, we’re go-
ing to have to set the proper user ID for a new process. In most systems,
a user has a process that he or she works with ordinarily: the shell pro-
cess in command line systems, the window manager process in window-
oriented system – you had figured out that both of these had to be pro-
cesses themselves, right? So when you type a command into a shell or
double click on an icon to start a process in a windowing system, you are
asking the operating system to start a new process under your identity.

Great! But we do have another issue to deal with. How did that shell
or window manager get your identity attached to itself? Here’s where a
little operating system privilege comes in handy. When a user first starts
interacting with a system, the operating system can start a process up for
that user. Since the operating system can fiddle with its own data struc-
tures, like the process control block, it can set the new process’s owner-
ship to the user who just joined the system.

Again, well and good, but how did the operating system determine
the user’s identity so it could set process ownership properly? You prob-
ably can guess the answer - the user logged in, implying that the user pro-
vided identity information to the OS proving who the user was. We’ve
now identified a new requirement for the operating system: it must be
able to query identity from human users and verify that they are who
they claim to be, so we can attach reliable identities to processes, so we
can use those identities to implement our security policies. One thing
tends to lead to another in operating systems.

So how does the OS do that? As should be clear, we’re building a tow-
ering security structure with unforeseeable implications based on the OS
making the right decision here, so it’s important. What are our options?

54.3 How To Authenticate Users?

So this human being walks up to a computer...
Assuming we leave aside the possibilities for jokes, what can be done

to allow the system to determine who this person is, with reasonable ac-
curacy? First, if the person is not an authorized user of the system at all,
we should totally reject this attempt to sneak in. Second, if he or she is an
authorized user, we need to determine, which one?

Classically, authenticating the identity of human beings has worked in
one of three ways:

• Authentication based on what you know
• Authentication based on what you have
• Authentication based on what you are

When we say “classically” here, we mean “classically” in the, well,
classical sense. Classically as in going back to the ancient Greeks and
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Romans. For example, Polybius, writing in the second century B.C., de-
scribes how the Roman army used “watchwords” to distinguish friends
from foes [P-46], an example of authentication based on what you know.
A Roman architect named Celer wrote a letter of recommendation (which
still survives) for one of his slaves to be given to an imperial procurator at
some time in the 2nd century AD [C100] – authentication based on what
the slave had. Even further back, in (literally) Biblical times, the Gilea-
dites required refugees after a battle to say the word “shibboleth,” since
the enemies they sought (the Ephraimites) could not properly pronounce
that word [JB-500]. This was a form of authentication by what you are: a
native speaker of the Gileadites’ dialect or of the Ephraimite dialect.

Having established the antiquity of these methods of authentication,
let’s leap past several centuries of history to the Computer Era to discuss
how we use them in the context of computer authentication.

54.4 Authentication By What You Know

Authentication by what you know is most commonly performed by
using passwords. Passwords have a long (and largely inglorious) history
in computer security, going back at least to the CTSS system at MIT in
the early 1960s [MT79]. A password is a secret known only to the party
to be authenticated. By divulging the secret to the computer’s operating
system when attempting to log in, the party proves their identity. (You
should be wondering about whether that implies that the system must
also know the password, and what further implications that might have.
We’ll get to that.) The effectiveness of this form of authentication de-
pends, obviously, on several factors. We’re assuming other people don’t
know the party’s password. If they do, the system gets fooled. We’re as-
suming that no one else can guess it, either. And, of course, that the party
in question must know (and remember) it.

Let’s deal with the problem of other people knowing a password first.
Leaving aside guessing, how could they know it? Someone who already
knows it might let it slip, so the fewer parties who have to know it, the
fewer parties we have to worry about. The person we’re trying to au-
thenticate has to know it, of course, since we’re authenticating this person
based on the person knowing it. We really don’t want anyone else to be
able to authenticate as that person to our system, so we’d prefer no third
parties know the password. Thinking broadly about what a “third party”
means here, that also implies the user shouldn’t write the password down
on a slip of paper, since anyone who steals the paper now knows the pass-
word. But there’s one more party who would seem to need to know the
password: our system itself. That suggests another possible vulnerability,

since the system’s copy of our password might leak out3.

3 “Might” is too weak a word. The first known incident of such stored passwords leaking
is from 1962 [MT79]; such leaks happen to this day with depressing regularity and much larger
scope. [KA16] discusses a leak of over 100 million passwords stored in usable form.
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6 AUTHENTICATION

TIP: AVOID STORING SECRETS

Storing secrets like plaintext passwords or cryptographic keys is a haz-
ardous business, since the secrets usually leak out. Protect your system
by not storing them if you don’t need to. If you do need to, store them
in a hashed form using a strong cryptographic hash. If you can’t do that,
encrypt them with a secure cipher. (Perhaps you’re complaining to your-
self that we haven’t told you about those yet. Be patient.) Store them in
as few places, with as few copies, as possible. Don’t forget temporary ed-
itor files, backups, logs, and the like, since the secrets may be there, too.
Remember that anything you embed into an executable you give to oth-
ers will not remain secret, so it’s particularly dangerous to store secrets in
executables. In some cases, even secrets only kept in the heap of an exe-
cuting program have been divulged, so avoid storing and keeping secrets
even in running programs.

Interestingly enough, though, our system does not actually need to
know the password. Think carefully about what the system is doing
when it checks the password the user provides. It’s checking to see if
the user knows it, not what that password actually is. So if the user pro-
vides us the password, but we don’t know the password, how on earth
could our system do that?

You already know the answer, or at least you’ll slap your forehead
and say “I should have thought of that” once you hear it. Store a hash of
the password, not the password itself. When the user provides you with
what he or she claims to be the password, hash the claim and compare
it to the stored hashed value. If it matches, you believe he or she knows
the password. If it doesn’t, you don’t. Simple, no? And now your system
doesn’t need to store the actual password. That means if you’re not too
careful with how you store the authentication information, you haven’t
actually lost the passwords, just their hashes. By their nature, you can’t
reverse hashing algorithms, so the adversary can’t use the stolen hash
to obtain the password. If the attacker provides the hash, instead of the
password, the hash itself gets hashed by the system, and a hash of a hash
won’t match the hash.

There is a little more to it than that. The benefit we’re getting by stor-
ing a hash of the password is that if the stored copy is leaked to an at-
tacker, the attacker doesn’t know the passwords themselves. But it’s not
quite enough just to store something different from the password. We
also want to ensure that whatever we store offers an attacker no help in
guessing what the password is. If an attacker steals the hashed password,
he or she should not be able to analyze the hash to get any clues about
the password itself. There is a special class of hashing algorithms called
cryptographic hashes that make it infeasible to use the hash to figure
out what the password is, other than by actually passing a guess at the
password through the hashing algorithm. One unfortunate characteris-
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tic of cryptographic hashes is that they’re hard to design, so even smart
people shouldn’t try. They use ones created by experts. That’s what mod-
ern systems should do with password hashing: use a cryptographic hash
that has been thoroughly studied and has no known flaws. At any given
time, which cryptographic hashing algorithms meet those requirements
may vary. At the time of this writing, SHA-3 [B+09] is the US standard
for cryptographic hash algorithms, and is a good choice.

Let’s move on to the other problem: guessing. Can an attacker who
wants to pose as a user simply guess the password? Consider the sim-
plest possible password: a single bit, valued 0 or 1. If your password is
a single bit long, then an attacker can try guessing “0” and have a 50/50
chances of being right. Even if wrong, if a second guess is allowed, the at-
tacker now knows that the password is “1” and will correctly guess that.

Obviously, a one bit password is too easy to guess. How about an 8
bit password? Now there are 256 possible passwords you could choose.
If the attacker guesses 256 times, sooner or later the guess will be right,
taking 128 guesses (on average). Better than only having to guess twice,
but still not good enough. It should be clear to you, at this point, that
the length of the password is critical in being resistant to guessing. The
longer the password, the harder to guess.

But there’s another important factor, since we normally expect hu-
man beings to type in their passwords from keyboards or something
similar. And given that we’ve already ruled out writing the password
down somewhere as insecure, the person has to remember it. Early uses
of passwords addressed this issue by restricting passwords to letters of
the alphabet. While this made them easier to type and remember, it also
cut down heavily on the number of bit patterns an attacker needed to
guess to find someone’s password, since all of the bit patterns that did
not represent alphabetic characters would not appear in passwords. Over
time, password systems have tended to expand the possible characters in
a password, including upper and lower case letters, numbers, and special
characters. The more possibilities, the harder to guess.

So we want long passwords composed of many different types of char-
acters. But attackers know that people don’t choose random strings of
these types of characters as their passwords. They often choose names
or familiar words, because those are easy to remember. Attackers trying
to guess passwords will thus try lists of names and words before trying
random strings of characters. This form of password guessing is called a
dictionary attack, and it can be highly effective. The dictionary here isn’t
Websters (or even the Oxford English Dictionary), but rather is a special-
ized list of words, names, meaningful strings of numbers (like “123456”),
and other character patterns people tend to use for passwords, ordered
by the probability that they will be chosen as the password. A good dic-
tionary attack can figure out 90% of the passwords for a typical site [G13].

If you’re smart in setting up your system, an attacker really should not
be able to run a dictionary attack on a login process remotely. With any
care at all, the attacker will not guess a user’s password in the first five or
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8 AUTHENTICATION

ASIDE: PASSWORD VAULTS

One way you can avoid the problem of choosing passwords is to use
what’s called a password vault or key chain. This is an encrypted file
kept on your computer that stores passwords. It’s encrypted with a pass-
word of its own. To get passwords out of the vault, you must provide the
password for the vault, reducing the problem of remembering a different
password for every site to remembering one password. Also, it ensures
that attackers can only use your passwords if they not only have the spe-
cial password that opens the vault, but they have access to the vault it-
self. Of course, the benefits of securely storing passwords this way are
limited to the strength of the passwords stored in the vault, since guess-
ing and dictionary attacks will still work. Some password vaults will
generate strong passwords for you – not very memorable ones, but that
doesn’t matter, since it’s the vault that needs to remember it, not you. You
can also find password vaults that store your passwords in the cloud. If
you provide them with cleartext versions of your password to store them,
however, you are sharing a password with another entity that doesn’t re-
ally need to know it, thus taking a risk that perhaps you shouldn’t take. If
the cloud stores only your encrypted passwords, the risk is much lower.

six guesses (alas, sometimes no care is taken and the attacker will), and
there’s no good reason your system should allow a remote user to make
15,000 guesses at an account’s password without getting it right. So by
either shutting off access to an account when too many wrong guesses are
made at its password, or (better) by drastically slowing down the process
of password checking after a few wrong guesses (which makes a long
dictionary attack take an infeasible amount of time), you can protect the
account against such attacks.

But what if the attacker stole your password file? Since we assume
you’ve been paying attention, it contains hashes of passwords, not pass-
words itself. But we also assume you paid attention when we told you
to use a widely known cryptographic hash, and if you know it, so does
the person who stole your password file. If the attacker obtained your
hashed passwords, the hashing algorithm, a dictionary, and some com-
pute power, the attacker can crank away at guessing your passwords at
their leisure. Worse, if everyone used the same cryptographic hashing al-
gorithm (which, in practice, they probably will), the attacker only needs
to run each possible password through the hash once and store the re-
sults (essentially, the dictionary has been translated into hashed form).
So when the attacker steals your password file, he or she would just need
to do string comparisons to your hashed passwords and the newly cre-
ated dictionary of hashed passwords, which is much faster.

There’s a simple fix: before hashing a new password and storing it
in your password file, generate a big random number (say 32 or 64 bits)
and concatenate it to the password. Hash the result and store that. You
also need to store that random number, since when the user tries to log
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AUTHENTICATION 9

in and provides the correct password, you’ll need to take what the user
provided, concatenate the stored random number, and run that through
the hashing algorithm. Otherwise, the password hashed by itself won’t
match what you stored. You typically store the random number (which
is called a salt) in the password file right next to the hashed password.
This concept was introduced in Robert Morris and Ken Thompson’s early
paper on password security [MT79].

Why does this help? The attacker can no longer create one transla-
tion of passwords in the dictionary to their hashes. What is needed is
one translation for every possible salt, since the password files that were
stolen are likely to have a different salt for every password. If the salt is
32 bits, that’s 2

32 different translations for each word in the dictionary,
which makes the approach of pre-computing the translations infeasible.
Instead, for each entry in the stolen password file, the dictionary attack
must freshly hash each guess with the password’s salt. The attack is still
feasible if you have chosen passwords badly, but it’s not nearly as cheap.
Any good system that uses passwords and cares about security stores
cryptographically hashed and salted passwords. If yours doesn’t, you’re
putting your users at risk.

There are other troubling issues for the use of passwords, but many of
those are not particular to the OS, so we won’t fling further mud at them
here. Suffice it to say that there is a widely held belief in the computer
security community that passwords are a technology of the past, and are
no longer sufficiently secure for today’s environments. At best, they can
serve as one of several authentication mechanisms used in concert. This
idea is called multi-factor authentication, with two-factor authentica-
tion being the version that gets the most publicity. You’re perhaps already
familiar with the concept: to get money out of an ATM, you need to know
your personal identification number (PIN). That’s essentially a password.
But you also need to provide further evidence of your identity...

54.5 Authentication by What You Have

Most of us have probably been in some situation where we had an
identity card that we needed to show to get us into somewhere. At least,
we’ve probably all attended some event where admission depended on
having a ticket for the event. Those are both examples of authentication
based on what you have, an ID card or a ticket, in these cases.

When authenticating yourself to an operating system, things are a bit
different. In special cases, like the ATM mentioned above, the device
(which has, after all, a computer inside – you knew that, right?) has spe-
cial hardware to read our ATM card. That hardware allows it to deter-
mine that, yes, we have that card, thus providing the further proof to go
along with your PIN. Most desktop computers, laptops, tablets, smart
phones, and the like do not have that special hardware. So how can they
tell what we have?
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10 AUTHENTICATION

ASIDE: LINUX LOGIN PROCEDURES

Linux, in the tradition of earlier Unix systems, authenticates users based on pass-
words and then ties that identity to an initial process associated with the newly
logged in user, much as described above. Here we will provide a more detailed
step-by-step description of what actually goes on when a user steps up to a key-
board and tries to log in to a Unix system, as a solid example of how a real operat-
ing system handles this vital security issue.

1. A special login process running under a privileged system identity displays
a prompt asking for the user to type in his or her identity, in the form of a
generally short user name. The user types in a user name and hits carriage
return. The name is echoed to the terminal.

2. The login process prompts for the user’s password. The user types in the
password, which is not echoed.

3. The login process looks up the name the user provided in the password file.
If it is not found, the login process rejects the login attempt. If it is found,
the login process determines the internal user identifier (a unique user ID
number), the group (another unique ID number) that the user belongs to,
the initial command shell that should be provided to this user once login
is complete, and the home directory that shell should be started in. Also,
the login process finds the salt and the salted, hashed version of the correct
password for this user, which are permanently stored in a secure place in
the system.

4. The login process combines the salt for the user’s password and the pass-
word provided by the user and performs the hash on the combination. It
compares the result to the stored version obtained in the previous step. If
they do not match, the login process rejects the login attempt.

5. If they do match, fork a process. Set the user and group of the forked process
to the values determined earlier, which the privileged identity of the login
process is permitted to do. Change directory to the user’s home directory
and exec the shell process associated with this user (both the directory name
and the type of shell were determined in step 3).

There are some other details associated with ensuring that we can log in another
user on the same terminal after this one logs out that we don’t go into here.

Note that in steps 3 and 4, login can fail either because the user name is not present
in the system or because the password does not match the user name. Linux and
most other systems do not indicate which condition failed, if one of them did. This
choice prevents attackers from learning the names of legitimate users of the system
just by typing in guesses, since they cannot know if they guessed a non-existent
name or guessed the wrong password for a legitimate user name. Not providing
useful information to non-authenticated users is generally a good security idea
that has applicability in other types of systems.

Think a bit about why Linux’s login procedure chooses to echo the typed user
name when it doesn’t echo the password. Is there no security disadvantage to
echoing the user name, is it absolutely necessary to echo the user name, or is it a
tradeoff of security for convenience? Why not echo the password?
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If we have something that plugs into one of the ports on a computer,
such as a hardware token that uses USB, then, with suitable software sup-
port, the operating system can tell whether the user trying to log in has
the proper device or not. Some security tokens (sometimes called don-
gles, an unfortunate choice of name) are designed to work that way.

In other cases, since we’re trying to authenticate a human user any-
way, we make use of the person’s capabilities to transfer information from
whatever it is he or she has to the system where the authentication is re-
quired. For example, some smart tokens display a number or character
string on a tiny built-in screen. The human user types the information
read off that screen into the computer’s keyboard. The operating system
does not get direct proof that the user has the device, but if only someone
with access to the device could know what information was supposed to
be typed in, the evidence is nearly as good.

These kinds of devices rely on frequent changes of whatever infor-
mation the device passes (directly or indirectly) to the operating system,
perhaps every few seconds, perhaps every time the user tries to authenti-
cate himself or herself. Why? Well, if it doesn’t, anyone who can learn the
static information from the device no longer needs the device to pose as
the user. The authentication mechanism has been converted from “some-
thing you have” to “something you know,” and its security now depends
on how hard it is for an attacker to learn that secret.

One weak point for all forms of authentication based on what you
have is, what if you don’t have it? What if you left your smartphone
on your dresser bureau this morning? What if your dongle slipped out
of your pocket on your commute to work? What if a subtle pickpocket
brushed up against you at the coffee shop and made off with your se-
cret authentication device? You now have a two-fold problem. First, you
don’t have the magic item you need to authenticate yourself to the op-
erating system. You can whine at your computer all you want, but it
won’t care. It will continue to insist that you produce the magic item you
lost. Second, someone else has your magic item, and possibly they can
pretend to be you, fooling the operating system that was relying on au-
thentication by what you have. Note that the multi-factor authentication
we mentioned earlier can save your bacon here, too. If the thief stole your
security token, but doesn’t know your password, the thief will still have

to guess that before they can pose as you4.
If you study system security in practice for very long, you’ll find that

there’s a significant gap between what academics (like me) tell you is safe
and what happens in the real world. Part of this gap is because the real
world needs to deal with real issues, like user convenience. Part of it is
because security academics have a tendency to denigrate anything where
they can think of a way to subvert it, even if that way is not itself partic-
ularly practical. One example in the realm of authentication mechanisms

4Assuming, of course, you haven’t written the password with a Sharpie onto the back of
the smart card the thief stole. Well, it seemed like a good idea at the time...
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12 AUTHENTICATION

based on what you have is authenticating a user to a system by sending
a text message to the user’s cell phone. The user then types a message
into the computer. Thinking about this in theory, it sounds very weak.
In addition to the danger of losing the phone, security experts like to
think about exotic attacks where the text message is misdirected to the
attacker’s phone, allowing the attacker to provide the secret information
from the text message to the computer.

In practice, people usually have their phone with them and take rea-
sonable care not to lose it. If they do lose it, they notice that quickly and
take equally quick action to fix their problem. So there is likely to be a
relatively small window of time between when your phone is lost and
when systems learn that they can’t authenticate you using that phone.
Also in practice, redirecting text messages sent to cell phones is possible,
but far from trivial. The effort involved is likely to outweigh any benefit
the attacker would get from fooling the authentication system, at least in
the vast majority of cases. So a mechanism that causes security purists to
avert their gazes in horror in actual use provides quite reasonable secu-

rity5. Keep this lesson in mind. Even if it isn’t on the test6, it may come in
handy some time in your later career.

54.6 Authentication by What You Are

If you don’t like methods like passwords and you don’t like having
to hand out smart cards or security tokens to your users, there is another
option. Human beings (who are what we’re talking about authenticating
here) are unique creatures with physical characteristics that differ from all
others, sometimes in subtle ways, sometimes in obvious ones. In addition
to properties of the human body (from DNA at the base up to the appear-
ance of our face at the top), there are characteristics of human behavior
that are unique, or at least not shared by very many others. This obser-
vation suggests that if our operating system can only accurately measure
these properties or characteristics, it can distinguish one person from an-
other, solving our authentication problem.

This approach is very attractive to many people, most especially to
those who have never tried to make it work. Going from the basic obser-
vation to a working, reliable authentication system is far from easy. But it
can be made to work, to much the same extent as the other authentication
mechanisms. We can use it, but it won’t be perfect, and has its own set of
problems and challenges.

5However, in 2016 the United States National Institute of Standards and Technology is-
sued draft guidance deprecating the use of this technique for two-factor authentication, at
least in some circumstances. Here’s another security lesson: what works today might not
work tomorrow.

6We don’t know about you, but every time the word “test” or “quiz” or “exam” comes
up, our heart skips a beat or two. Too many years of being a student will do this to a person.
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Remember that we’re talking about a computer program (either the OS
itself or some separate program it invokes for the purpose) measuring a
human characteristic and determining if it belongs to a particular person.
Think about what that entails. What if we plan to use facial recognition
with the camera on a smart phone to authenticate the owner of the phone?
If we decide it’s the right person, we allow whoever we took the picture
of to use the phone. If not, we give them the raspberry (in the cyber sense)
and keep them out.

You should have identified a few challenges here. First, the camera
is going to take a picture of someone who is, presumably, holding the
phone. Maybe it’s the owner, maybe it isn’t. That’s the point of taking
the picture. If it isn’t, we should assume whoever it is would like to fool
us into thinking that they are the actual owner. What if it’s someone who
looks a lot like the right user, but isn’t? What if the person is wearing a
mask? What if the person holds up a photo of the right user, instead of
their own face? What if the lighting is dim, or the person isn’t fully facing
the camera? Alternately, what if it is the right user and the person is not
facing the camera, or the lighting is dim, or something else has changed
about the person’s look? (e.g., hairstyle)

Computer programs don’t recognize faces the way people do. They
do what programs always do with data: they convert it to zeros and ones
and process it using some algorithm. So that “photo” you took is actually
a collection of numbers, indicating shadow and light, shades of color,
contrasts, and the like. OK, now what? Time to decide if it’s the right
person’s photo or not! How?

If it were a password, we could have stored the right password (or,
better, a hash of the right password) and done a comparison of what got
typed in (or its hash) to what we stored. If it’s a perfect match, authenti-
cate. Otherwise, don’t. Can we do the same with this collection of zeros
and ones that represent the picture we just took? Can we have a picture
of the right user stored permanently in some file (also in the form of zeros
and ones) and compare the data from the camera to that file?

Probably not in the same way we compared the passwords. Consider
one of those factors we just mentioned above: lighting. If the picture we
stored in the file was taken under bright lights and the picture coming out
of the camera was taken under dim lights, the two sets of zeros and ones
are most certainly not going to match. In fact, it’s quite unlikely that two
pictures of the same person, taken a second apart under identical condi-
tions, would be represented by exactly the same set of bits. So clearly we
can’t do a comparison based on bit-for-bit equivalence.

Instead, we need to compare based on a higher-level analysis of the
two photos, the stored one of the right user and the just-taken one of the
person who claims to be that user. Generally this will involve extracting
higher-level features from the photos and comparing those. We might,
for example, try to calculate the length of the nose, or determine the color
of the eyes, or make some kind of model of the shape of the mouth. Then
we would compare the same feature set from the two photos.
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Figure 54.1: Crossover Error Rate

Even here, though, an exact match is not too likely. The lighting, for
example, might slightly alter the perceived eye color. So we’ll need to
allow some sloppiness in our comparison. If the feature match is “close
enough,” we authenticate. If not, we don’t. We will look for close matches,
not perfect matches, which brings the nose of the camel of tolerances into
our authentication tent. If we are intolerant of all but the closest matches,
on some days we will fail to match the real user’s picture to the stored
version. That’s called a false negative, since we incorrectly decided not
to authenticate. If we are too tolerant of differences in measured versus
stored data, we will authenticate a user whom is not who they claim to
be. That’s a false positive, since we incorrectly decided to authenticate.

The nature of biometrics is that any implementation will have a char-
acteristic false positive and false negative rate. Both are bad, so you’d like
both to be low. For any given implementation of some biometric authen-
tication technique, you can typically tune it to achieve some false positive
rate, or tune it to achieve some false negative rate. But you usually can’t
minimize both. As the false positive rate goes down, the false negative
rate goes up, and vice versa. The sensitivity describes how close the
match must be.

Figure 54.1 shows the typical relationship between these error rates.
Note the circle at the point where the two curves cross. That point repre-
sents the crossover error rate, a common metric for describing the accu-
racy of a biometric. It represents an equal tradeoff between the two kinds
of errors. It’s not always the case that one tunes a biometric system to
hit the crossover error rate, since you might care more about one kind of
error than the other. For example, a smart phone that frequently locks its
legitimate user out because it doesn’t like today’s fingerprint reading is
not going to be popular, while the chances of a thief who stole the phone
having a similar fingerprint are low. Perhaps low false negatives matter
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more here. On the other hand, if you’re opening a bank vault with a reti-
nal scan, requiring the bank manager to occasionally provide a second
scan isn’t too bad, while allowing a robber to open the vault with a bogus
fake eye would be a disaster. Low false positives might be better here.

Leaving aside the issues of reliability of authentication using biomet-
rics, another big issue for using human characteristics to authenticate is
that many of the techniques for measuring them require special hardware
not likely to be present on most machines. Many computers (including
smart phones, tablets, and laptops) are likely to have cameras, but em-
bedded devices and server machines probably don’t. Relatively few ma-
chines have fingerprint readers, and even fewer are able to measure more
exotic biometrics. While a few biometric techniques (such as measuring
typing patterns) require relatively common hardware that is likely to be
present on many machines anyway, there aren’t many such techniques.
Even if a special hardware device is available, the convenience of using
them for this purpose can be limiting.

One further issue you want to think about when considering using
biometric authentication is whether there is any physical gap between
where the biometric quantity is measured and where it is checked. In par-
ticular, checking biometric readings provided by an untrusted machine
across the network is hazardous. What comes in across the network is
simply a pattern of bits spread across one or more messages, whether it
represents a piece of a web page, a phoneme in a VoIP conversation, or
part of a scanned fingerprint. Bits are bits, and anyone can create any
bit pattern they want. If a remote adversary knows what the bit pattern
representing your fingerprint looks like, they may not need your finger,
or even a fingerprint scanner, to create it and feed it to your machine.
When the hardware performing the scanning is physically attached to
your machine, there is less opportunity to slip in a spurious bit pattern
that didn’t come from the device. When the hardware is on the other side
of the world on a machine you have no control over, there is a lot more
opportunity. The point here is to be careful with biometric authentication
information provided to you remotely.

In all, it sort of sounds like biometrics are pretty terrible for authen-
tication, but that’s the wrong lesson. For that matter, previous sections
probably made it sound like all methods of authentication are terrible.
Certainly none of them are perfect, but your task as a system designer
is not to find the perfect authentication mechanism, but to use mecha-
nisms that are well suited to your system and its environment. A good
fingerprint reader built in to a smart phone might do its job quite well.
A long, unguessable password can provide a decent amount of security.
Well-designed smart cards can make it nearly impossible to authenticate
yourself without having them in your hand. And where each type of
mechanism fails, you can perhaps correct for that failure by using a sec-
ond or third authentication mechanism that doesn’t fail in the same cases.
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54.7 Authenticating Non-Humans

No, we’re not talking about aliens or extra-dimensional beings, or
even your cat. If you think broadly about how computers are used to-
day, you’ll see that there are many circumstances in which no human
user is associated with a process that’s running. Consider a web server.
There really isn’t some human user logged in whose identity should be
attached to the web server. Or think about embedded devices, such as
a smart light bulb. Nobody logs in to a light bulb, but there is certainly
code running there, and quite likely it is process-oriented code.

Mechanically, the operating system need not have a problem with the
identities of such processes. Simply set up a user called webserver or
lightbulb on the system in question and attach the identity of that
“user” to the processes that are associated with running the web server or
turning the light bulb on and off. But that does lead to the question of how
you make sure that only real web server processes are tagged with that
identity. We wouldn’t want some arbitrary user on the web server ma-
chine creating processes that appear to belong to the server, rather than
to that user.

One approach is to use passwords for these non-human users, as well.
Simply assign a password to the web server user. When does it get used?
When it’s needed, which is when you want to create a process belonging
to the web server, but you don’t already have one in existence. The system
administrator could log in as the web server user, creating a command
shell and using it to generate the actual processes the server needs to do
its business. As usual, the processes created by this shell process would
inherit their parent’s identity, webserver, in this case. More commonly,
we skip the go-between (here, the login) and provide some mechanism
whereby the privileged user is permitted to create processes that belongs
not to that user, but to some other user such as webserver. Alternately,
we can provide a mechanism that allows a process to change its owner-
ship, so the web server processes would start off under some other user’s
identity (such as the system administrator’s) and change their ownership
to webserver. Yet another approach is to allow a temporary change
of process identity, while still remembering the original identity. (We’ll
say more about this last approach in a future chapter.) Obviously, any
of these approaches require strong controls, since they allow one user to
create processes belonging to another user.

As mentioned above, passwords are the most common authentication
method used to determine if a process can be assigned to one of these
non-human users. Sometimes no authentication of the non-human user
is required at all, though. Instead, certain other users (like trusted sys-
tem administrators) are given the right to assign new identities to the
processes they create, without providing any further authentication in-
formation than their own. In Linux and other Unix systems, the sudo
command offers this capability. For example, if you type the following:

sudo -u webserver apache2
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ASIDE: OTHER AUTHENTICATION POSSIBILITIES

Usually, what you know, what you have, and what you are cover the
useful authentication possibilities, but sometimes there are other options.
Consider going into the Department of Motor Vehicles to apply for a
driver’s license. You probably go up to a counter and talk to some em-
ployee behind that counter, perhaps giving the person a bunch of per-
sonal information, maybe even money to cover a fee for the license. Why
on earth did you believe that person was actually a DMV employee who
was able to get you a legitimate driver’s license? You probably didn’t
know the person; you weren’t shown an official ID card; the person didn’t
recite the secret DMV mantra that proved he or she was an initiate of that
agency. You believed it because the person was standing behind a par-
ticular counter, which is the counter DMV employees stand behind. You
authenticated the person based on location.

Once in a while, that approach can be handy in computer systems, most
frequently in mobile or pervasive computing. If you’re tempted to use it,
think carefully about how you’re obtaining the evidence that the subject
really is in a particular place. It’s actually fairly tricky.

What else? Perhaps you can sometimes authenticate based on what some-
one does. If you’re looking for personally characteristic behavior, like
their typing pattern or delays between commands, that’s a type of bio-
metric. (Google introduced multi-factor authentication of this kind in its
Android phones, for example.) But you might be less interested in au-
thenticating exactly who they are versus authenticating that they belong
to the set of Well Behaved Users. Many web sites, for example, care less
about who their visitors are and more about whether they use the web
site properly. In this case, you might authenticate their membership in
the set by their ongoing interactions with your system.

This would indicate that the apache2 program should be started un-
der the identity of webserver, rather than under the identity of whoever
ran the sudo command. This command might require the user running
it to provide their own authentication credentials (for extra certainty that
it really is the privileged user asking for it, and not some random visi-
tor accessing the computer during the privileged user’s coffee break), but
would not require authentication information associated with webserver.
Any sub-processes created by apache2 would, of course, inherit the iden-
tity of webserver. We’ll say more about sudo in the chapter on access
control.

One final identity issue we alluded to earlier is that sometimes we
wish to identify not just individual users, but groups of users who share
common characteristics, usually security-related characteristics. For ex-
ample, we might have four or five system administrators, any one of
whom is allowed to start up the web server. Instead of associating the
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privilege with each one individually, it’s advantageous to create a system-
meaningful group of users with that privilege. We would then indicate
that the four or five administrators are members of that group. This kind
of group is another example of a security-relevant principal, since we will
make our decisions on the basis of group membership, rather than indi-
vidual identity. When one of the system administrators wished to do
something requiring group membership, we would check that he or she
was a member. We can either associate a group membership with each
process, or use the process’s individual identity information as an index
into a list of groups that people belong to. The latter is more flexible, since
it allows us to put each user into an arbitrary number of groups.

Most modern operating systems, including Linux and Windows, sup-
port these kinds of groups, since they provide ease and flexibility in deal-
ing with application of security policies. They handle group membership
and group privileges in manners largely analogous to those for individu-
als. For example, a child process will usually have the same group-related
privileges as its parent. When working with such systems, it’s important
to remember that group membership provides a second path by which a
user can obtain access to a resource, which has its benefits and its dangers.

54.8 Summary

If we want to apply security policies to actions taken by processes in
our system, we need to know the identity of the processes, so we can
make proper decisions. We start the entire chain of processes by creating
a process at boot time belonging to some system user whose purpose is
to authenticate users. They log in, providing authentication information
in one or more forms to prove their identity. The system verifies their
identity using this information and assigns their identity to a new process
that allows the user to go about their business, which typically involves
running other processes. Those other processes will inherit the user’s
identity from their parent process. Special secure mechanisms can allow
identities of processes to be changed or to be set to something other than
the parent’s identity. The system can then be sure that processes belong
to the proper user and can make security decisions accordingly.

Historically and practically, the authentication information provided
to the system is either something the authenticating user knows (like a
password or PIN), something the user has (like a smart card or proof of
possession of a smart phone), or something the user is (like the user’s
fingerprint or voice scan). Each of these approaches has its strengths and
weaknesses. A higher degree of security can be obtained by using multi-
factor authentication, which requires a user to provide evidence of more
than one form, such as requiring both a password and a one-time code
that was texted to the user’s smart phone.
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Access Control

Chapter by Peter Reiher (UCLA)

55.1 Introduction

So we know what our security goals are, we have at least a general
sense of the security policies we’d like to enforce, and we have some ev-
idence about who is requesting various system services that might (or
might not) violate our policies. Now we need to take that information
and turn it into something actionable, something that a piece of software
can perform for us.

There are two important steps here:

1. Figure out if the request fits within our security policy.
2. If it does, perform the operation. If not, make sure it isn’t done.

The first step is generally referred to as access control. We will deter-
mine which system resources or services can be accessed by which par-
ties in which ways under which circumstances. Basically, it boils down
to another of those binary decisions that fit so well into our computing
paradigms: yes or no. But how to make that decision? To make the prob-
lem more concrete, consider this case. User X wishes to read and write
file /var/foo. Under the covers, this case probably implies that a process
being run under the identity of User X issued a system call such as:

open(”/var/foo”, O RDWR)

Note here that we’re not talking about the Linux open() call, which
is a specific implementation that handles access control a specific way.
We’re talking about the general idea of how you might be able to control
access to a file open system call. Hence the different font, to remind you.

How should the system handle this request from the process, making
sure that the file is not opened if the security policy to be enforced forbids
it, but equally making sure that the file is opened if the policy allows it?
We know that the system call will trap to the operating system, giving
it the opportunity to do something to make this decision. Mechanically
speaking, what should that “something” be?

1



2 ACCESS CONTROL

THE CRUX OF THE PROBLEM:
HOW TO DETERMINE IF AN ACCESS REQUEST SHOULD BE GRANTED?

How can the operating system decide if a particular request made by
a particular process belonging to a particular user at some given moment
should or should not be granted? What information will be used to make
this decision? How can we set this information to encode the security
policies we want to enforce for our system?

55.2 Important Aspects Of The Access Control Problem

As usual, the system will run some kind of algorithm to make this
decision. It will take certain inputs and produce a binary output, a yes-or-
no decision on granting access. At the high level, access control is usually
spoken of in terms of subjects, objects, and access. A subject is the entity
that wants to perform the access, perhaps a user or a process. An object
is the thing the subject wants to access, perhaps a file or a device. Access
is some particular mode of dealing with the object, such as reading it or
writing it. So an access control decision is about whether a particular
subject is allowed to perform a particular mode of access on a particular
object. We sometimes refer to the process of determining if a particular

subject is allowed to perform a particular form of access on a particular1

object as authorization.
One relevant issue is when will access control decisions be made? The

system must run whatever algorithm it uses every time it makes such a
decision. The code that implements this algorithm is called a reference
monitor, and there is an obvious incentive to make sure it is implemented
both correctly and efficiently. If it’s not correct, you make the wrong ac-
cess decisions – obviously bad. Its efficiency is important because it will
inject some overhead whenever it is used. Perhaps we wish to minimize
these overheads by not checking access control on every possible oppor-
tunity. On the other hand, remember that principle of complete medi-
ation we introduced a couple of chapters back? That principle said we
should check security conditions every time someone asked for some-
thing.

Clearly, we’ll need to balance costs against security benefits. But if
we can find some beneficial special cases where we can achieve low cost
without compromising security, we can possibly manage to avoid trading
off one for the other, at least in those cases.

One way to do so is to give subjects objects that belong only to them.
If the object is inherently theirs, by its very nature and unchangeably so,
the system can let the subject (a process, in the operating system case) ac-

1Wow. You know how hard it is to get so many instances of the word “particular” to line
up like this? It’s a column of particulars! But, perhaps, not particularly interesting.
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ACCESS CONTROL 3

cess it freely. Virtualization allows us to create virtual objects of this kind.
Virtual memory is an excellent example. A process is allowed to access its

virtual memory freely2, with no special operating system access control
check at the moment the process tries to use it. A good thing, too, since
otherwise we would need to run our access control algorithm on every
process memory reference, which would lead to a ridiculously slow sys-
tem. We can play similar virtualization tricks with peripheral devices. If
a process is given access to some virtual device, which is actually backed
up by a real physical device controlled by the OS, and if no other process
is allowed to use that device, the operating system need not check for
access control every time the process wants to use it. For example, a pro-
cess might be granted control of a GPU based on an initial access control
decision, after which the process can write to the GPU’s memory or issue
instructions directly to it without further intervention by the OS.

Of course, as discussed earlier, virtualization is mostly an operating-
system provided illusion. Processes share memory, devices, and other
computing resources. What appears to be theirs alone is actually shared,
with the operating system running around behind the scenes to keep the
illusion going, sometimes assisted by special hardware. That means the
operating system, without the direct knowledge and participation of the
applications using the virtualized resource, still has to make sure that
only proper forms of access to it are allowed. So merely relying on vir-
tualization to ensure proper access just pushes the problem down to pro-
tecting the virtualization functionality of the OS. Even if we leave that
issue aside, sooner or later we have to move past cheap special cases and
deal with the general problem. Subject X wants to read and write object
/tmp/foo. Maybe it’s allowable, maybe it isn’t. Now what?

Computer scientists have come up with two basic approaches to solv-
ing this question, relying on different data structures and different meth-
ods of making the decision. One is called access control lists and the
other is called capabilities. It’s actually a little inaccurate to claim that
computer scientists came up with these approaches, since they’ve been in
use in non-computer contexts for millennia. Let’s look at them in a more
general perspective before we consider operating system implementa-
tions.

Let’s say we want to start an exclusive nightclub (called, perhaps,

Chez Andrea3) restricted to only the best operating system researchers
and developers. We don’t want to let any of those database or program-
ming language people slip in, so we’ll need to make sure only our ap-
proved customers get through the door. How might we do that? One

2Almost. Remember the bits in the page table that determine whether a particular page
can be read, written, or executed? But it’s not the operating system doing the runtime check
here, it’s the virtual memory hardware.

3The authors Arpaci-Dusseau would like to note that author Reiher is in charge of these
name choices for the security chapters, and did not strong-arm him into using their names
throughout this and other examples. We now return you to your regular reading...
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4 ACCESS CONTROL

way would be to hire a massive intimidating bouncer who has a list of
all the approved members. When someone wants to enter the club, they
would prove their identity to the bouncer, and the bouncer would see
if they were on the list. If it was Linus Torvalds or Barbara Liskov, the
bouncer would let them in, but would keep out the hoi polloi networking
folks who had failed to distinguish themselves in operating systems.

Another approach would be to put a really great lock on the door of
the club and hand out keys to that lock to all of our OS buddies. If Jerome
Saltzer wanted to get in to Chez Andrea, he’d merely pull out his key and
unlock the door. If some computer architects with no OS chops wanted
to get in, they wouldn’t have a key and thus would be stuck outside.
Compared to the other approach, we’d save on the salary of the bouncer,

though we would have to pay for the locks and keys4. As new luminaries
in the OS field emerge who we want to admit, we’ll need new keys for
them, and once in a while we may make a mistake and hand out a key to
someone who doesn’t deserve it, or a member might lose a key, in which
case we need to make sure that key no longer opens the club door.

The same ideas can be used in computer systems. Early computer sci-
entists decided to call the approach that’s kind of like locks and keys a
capability-based system, while the approach based on the bouncer and
the list of those to admit was called an access control list system. Ca-
pabilities are thus like keys, or tickets to a movie, or tokens that let you
ride a subway. Access control lists are thus like, well, lists. How does this
work in an operating system? If you’re using capabilities, when a pro-
cess belonging to user X wants to read and write file /tmp/foo, it hands
a capability specific to that file to the system. (And precisely what, you
may ask, is a capability in this context? Good question! We’ll get to that.)
If you’re using access control lists (ACLs, for short), the system looks up
user X on an ACL associated with /tmp/foo, only allowing the access if
the user is on the list. In either case, the check can be made at the moment
the access (an open() call, in our example) is requested. The check is
made after trapping to the operating system, but before the access is ac-
tually permitted, with an early exit and error code returned if the access
control check fails.

At a high level, these two options may not sound very different, but
when you start thinking about the algorithm you’ll need to run and the
data structures required to support that algorithm, you’ll quickly see that
there are major differences. Let’s walk through each in turn.

4Note that for both access control lists and capabilities, we are assuming we’ve already
authenticated the person trying to enter the club. If some nobody wearing a Linus Torvalds or
Barbara Liskov mask gets past our bouncer, or if we aren’t careful to determine that it really
is Jerome Saltzer before handing a random person the key, we’re not going to keep the riffraff
out. Abandoning the cute analogy, absolutely the same issue applies in real computer systems,
which is why the previous chapter discussed authentication in detail.
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55.3 Using ACLs For Access Control

What if, in the tradition of old British clubs, Chez Andrea gives each
member his own private room, in addition to access to the library, the
dining room, the billiard parlor, and other shared spaces? In this case,
we need to ensure not just that only members get into the club at all, but
that Ken Thompson (known to be a bit of a scamp [T84]) can’t slip into
Whitfield Diffie’s room and short-sheet his bed. We could have one big
access control list that specifies allowable access to every room, but that
would get unmanageable. Instead, why not have one ACL for each room
in the club?

We do the same thing with files in a typical OS that relies on ACLs
for access control. Each file has its own access control list, resulting in
simpler, shorter lists and quicker access control checks. So our open()
call in an ACL system will examine a list for /tmp/foo, not an ACL
encoding all accesses for every file in the system.

When this open() call traps to the operating system, the OS consults
the running process’s PCB to determine who owns the process. That data
structure indicates that user X owns the process. The system then must
get hold of the access control list for /tmp/foo. This ACL is more file
metadata, akin to the things we discussed in the chapter titled ”Files and
Directories.” So it’s likely to be stored with or near the rest of the metadata
for this file. Somehow, we obtain that list from persistent storage. We now
look up X on the list. Either X is there or isn’t. If not, no access for X. If
yes, we’ll typically go a step further to determine if the ACL entry for X
allows the type of access being requested. In our example, X wanted to
open /tmp/foo for read and write. Perhaps the ACL allows X to open
that file for read, but not for write. In that case, the system will deny the
access and return an error to the process.

In principle, this isn’t too complicated, but remember the devil being
in the details? He’s still there. Consider some of those details. For ex-
ample, where exactly is the ACL persistently stored? It really does need
to be persistent for most resources, since the ACLs effectively encode our
chosen security policy, which is probably not changing very often. So it’s
somewhere on the flash drive or disk. Unless it’s cached, we’ll need to
read it off that device every time someone tries to open the file. In most
file systems, as was discussed in the sections on persistence, you already
need to perform several device reads to actually obtain any information
from a file. Are we going to require another read to also get the ACL for
the file? If so, where on the device do we put the ACL to ensure that it’s
quick to access? It would be best if it was close to, or even part of, some-
thing we’re already reading, which suggests a few possible locations: the
file’s directory entry, the file’s inode, or perhaps the first data block of the
file. At the minimum, we want to have the ACL close to one of those
locations, and it might be better if it was actually in one of them, such as
the inode.

That leads to another vexing detail: how big is this list? If we do the
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6 ACCESS CONTROL

obvious thing and create a list of actual user IDs and access modes, in
principle the list could be of arbitrary size, up to the number of users
known to the system. For some systems, that could be thousands of en-
tries. But typically files belong to one user and are often available only to
that user and perhaps a couple friends. So we wouldn’t want to reserve
enough space in every ACL for every possible user to be listed, since most
users wouldn’t appear in most ACLs. With some exceptions, of course:
a lot of files should be available in some mode (perhaps read or execute)
to all users. After all, commonly used executables (like ls and mv) are
stored in files, and we’ll be applying access control to them, just like any
other file. Our users will share the same font files, configuration files for
networking, and so forth. We have to allow all users to access these files
or they won’t be able to do much of anything on the system.

So the obvious implementation would reserve a big per-file list that
would be totally filled for some files and nearly empty for others. That’s
clearly wasteful. For the totally filled lists, there’s another worrying de-
tail: every time we want to check access in the list, we’ll need to search it.
Modern computers can search a list of a thousand entries rather quickly,
but if we need to perform such searches all the time, we’ll add a lot of
undesirable overhead to our system. We could solve the problem with
variable-sized access control lists, only allocating the space required for
each list. Spend a few moments thinking about how you would fit that
kind of metadata into the types of file systems we’ve studied, and the
implications for performance.

Fortunately, in most circumstances we can benefit from a bit of legacy
handed down to us from the original Bell Labs Unix system. Back in
those primeval days when computer science giants roamed the Earth (or
at least certain parts of New Jersey), persistent storage was in short sup-
ply and pretty expensive. There was simply no way they could afford to
store large ACLs for each file. In fact, when they worked it out, they fig-
ured they could afford about nine bits for each file’s ACL. Nine bits don’t
go far, but fortunately those early Unix designers had plenty of clever-
ness to make up for their lack of hardware. They thought about their
problem and figured out that there were effectively three modes of access
they cared about (read, write, and execute, for most files), and they could
handle most security policies with only three entries on each access con-
trol list. Of course, if they were going to use one bit per access mode per
entry, they would have already used up their nine bits, leaving no bits
to specify who the entry pertained to. So they cleverly partitioned the
entries on their access control list into three groups. One is the owner of
the file, whose identity they had already stored in the inode. One is the
members of a particular group or users; this group ID was also stored in
the inode. The final one is everybody else, i.e., everybody who wasn’t the
owner or a member of his group. No need to use any bits to store that,
since it was just the complement of the user and group.

This solution not only solved the problem of the amount of storage
eaten up by ACLs, but also solved the problem of the cost of accessing
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ACCESS CONTROL 7

and checking them. You already needed to access a file’s inode to do
almost anything with it, so if the ACL was embedded in the inode, there
would be no extra seeks and reads to obtain it. And instead of a search
of an arbitrary sized list, a little simple logic on a few bits would provide
the answer to the access control question. And that logic is still providing
the answer in most systems that use Posix-compliant file systems to this
very day. Of course, the approach has limitations, since it cannot express
complex access modes and sharing relationships. For that reason, some
modern systems (such as Windows) allow extensions that permit the use
of more general ACLs, but many rely on the tried-and-true Unix-style

nine-bit ACLs5.
There are some good features of ACLs and some limiting features.

Good points first. First, what if you want to figure out who is allowed
to access a resource? If you’re using ACLs, that’s an easy question to an-
swer, since you can simply look at the ACL itself. Second, if you want to
change the set of subjects who can access an object, you merely need to
change the ACL, since nothing else can give the user access. Third, since
the ACL is typically kept either with or near the file itself, if you can get
to the file, you can get to all relevant access control information. This is
particularly important in distributed systems, but it also has good perfor-
mance implications for all systems, as long as your design keeps the ACL
near the file or its inode.

Now for the less desirable features. First, ACLs require you to solve
problems we mentioned earlier: having to store the access control infor-
mation somewhere near the file and dealing with potentially expensive
searches of long lists. We described some practical solutions that work
pretty well in most systems, but these solutions limit what ACLs can do.
Second, what if you want to figure out the entire set of resources some
principal (a process or a user) is permitted to access? You’ll need to check
every single ACL in the system, since that principal might be on any of
them. Third, in a distributed environment, you need to have a common
view of identity across all the machines for ACLs to be effective. If a user
on cs.ucla.edu wants to access a file stored on cs.wisconsin.edu,
the Wisconsin machine is going to check some identity provided by UCLA
against an access control list stored at Wisconsin. Does user remzi at
UCLA actually refer to the same principal as user remzi at Wisconsin?
If not, you may allow a remote user to access something he shouldn’t.
But trying to maintain a consistent name space of users across multiple
different computing domains is challenging.

5The history is a bit more complicated than this. The CTSS system offered a more limited
form of condensed ACL than Unix did [C+63], and the Multics system included the concept of
groups in a more general access control list consisting of character string names of users and
groups [S74]. Thus, the Unix approach was a cross-breeding of these even earlier systems.
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ASIDE: NAME SPACES

We just encountered one of the interesting and difficult problems in dis-
tributed systems: what do names mean on different machines? This name
space problem is relatively easy on a single computer. If the name chosen
for a new thing is already in use, don’t allow it to be assigned. So when a
particular name is issued on that system by any user or process, it means
the same thing. /etc/password is the same file for you and for all the
other users on your computer.

But what about distributed systems composed of multiple computers?
If you want the same guarantee about unique names understood by all,
you need to make sure someone on a machine at UCLA does not create a
name already being used at the University of Wisconsin. How to do that?

Different answers have different pluses and minuses. One approach is
not to bother and to understand that the namespaces are different – that’s
what we do with process IDs, for example. Another approach is to require
an authority to approve name selection – that’s more or less how AFS
handles file name creation. Another approach is to hand out portions of
the name space to each participant and allow them to assign any name
from that portion, but not any other name – that’s how the World Wide
Web and the IPv4 address space handle the issue. None of these answers
are universally right or wrong. Design your name space for your needs,
but understand the implications.

55.4 Using Capabilities For Access Control

Access control lists are not your only option for controlling access in
computer systems. Almost, but not quite. You can also use capabilities,
the option that’s more like keys or tickets. Chez Andrea could give keys
to its members to allow admission. Different rooms could have different
keys, preventing the more mischievous members from leaving little sur-
prises in other members’ rooms. Each member would carry around a set
of keys that would admit him or her to the particular areas of the club
she should have access to. Like ACLs, capabilities have a long history of
use in computer systems, with Dennis and van Horn [DV64] being per-
haps the earliest example. Wulf et al. [W+74] describe the Hydra Operat-
ing System, which used capabilities as a fundamental control mechanism.
Levy [L84] gives a book-length summary of the use of capabilities in early
hardware and software systems. In capability systems, a running process
has some set of capabilities that specify its access permissions. If you’re
using a pure capability system, there is no ACL anywhere, and this set
is the entire encoding of the access permissions for this process. That’s
not how Linux or Windows work, but other operating systems, such as
Hydra, examined this approach to handling access control.

How would we perform that open() call in this kind of pure capabil-
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ity system? When the call is made, either your application would provide
a capability permitting your process to open the file in question as a pa-
rameter, or the operating system would find the capability for you. In
either case, the operating system would check that the capability does or
does not allow you to perform a read/write open on file /tmp/foo. If
it does, the OS opens it for you. If not, back comes an error to your pro-
cess, chiding it for trying to open a file it does not have a capability for.
(Remember, we’re not talking about Linux here. Linux uses ACLs, not
capabilities, to determine if an open() call should be allowed.)

There are some obvious questions here. What, precisely, is a capabil-
ity? Clearly we’re not talking about metal keys or paper tickets. Also,
how does the OS check the validity of capability? And where do capa-
bilities come from, in the first place? Just like all other information in
a computer, capabilities are bunches of bits. They are data. Given that
there are probably lots of resources to protect, and capabilities must be
specific to a resource, capabilities are likely to be fairly long, and perhaps
fairly complex. But, ultimately, they’re just bits. Anything composed of a
bunch of bits has certain properties we must bear in mind. For example,
anyone can create any bunch of bits they want. There are no proprietary
or reserved bit patterns that processes cannot create. Also, if a process
has one copy of a particular set of bits, it’s trivial to create more copies of
it. The first characteristic implies that it’s possible for anyone at all to cre-
ate any capability they want. The second characteristic implies that once
someone has a working capability, they can make as many copies of it as
they want, and can potentially store them anywhere they want, including
on an entirely different machine.

That doesn’t sound so good from a security perspective. If a process
needs a capability with a particular bit pattern to open /tmp/foo for read
and write, maybe it can just generate that bit pattern and successfully
give itself the desired access to the file. That’s not what we’re looking for
in an access control mechanism. We want capabilities to be unforgeable.
Even if we can get around that problem, the ability to copy a capability
would suggest we can’t take access permission away, once granted, since

the process might have copies of the capability stashed away elsewhere6.
Further, perhaps the process can grant access to another process merely
by using IPC to transfer a copy of the capability to that other process.

We typically deal with these issues when using capabilities for access
control by never letting a process get its metaphoric hands on any ca-
pability. The operating system controls and maintains capabilities, stor-
ing them somewhere in its protected memory space. Processes can per-
form various operations on capabilities, but only with the mediation of
the operating system. If, for example, process A wishes to give process
B read/write access to file /tmp/foo using capabilities, A can’t merely

6This ability is commonly called revocation. Revocation is easy with ACLs, since you
just go to the ACL and change it. Depending on implementation, it can be easy or hard for
capabilities.
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send B the appropriate bit pattern. Instead, A must make a system call
requesting the operating system to give the appropriate capability to B.
That gives the OS a chance to decide whether its security policy permits
B to access /tmp/foo and deny the capability transfer if it does not.

So if we want to rely on capabilities for access control, the operating
system will need to maintain its own protected capability list for each pro-
cess. That’s simple enough, since the OS already has a per-process pro-
tected data structure, the PCB. Slap a pointer to the capability list (stored
in kernel memory) into the process’ PCB and you’re all set. Now when
the process attempts to open /tmp/foo for read/write, the call traps to
the OS, the OS consults the capability list for that process to see if there is a
relevant capability for the operation on the list and proceeds accordingly.

In a general system, keeping an on-line capability list of literally every-
thing some principal is permitted to access would incur high overheads.
If we used capabilities for file-based access control, a user might have
thousands of capabilities, one for each file the user was allowed to access
in any way. Generally, if one is using capabilities, the system persistently
stores the capabilities somewhere safe, and imports them as needed. So a
capability list attached to a process is not necessarily very long, but there
is an issue of deciding which capabilities of the immense set users have
at their discretion to give to each process they run.

There is another option. Capabilities need not be stored in the oper-
ating system. Instead, they can be cryptographically protected. If capa-
bilities are relatively long and are created with strong cryptography, they
cannot be guessed in a practical way and can be left in the user’s hands.
Cryptographic capabilities make most sense in a distributed system, so
we’ll talk about them in the chapter on distributed system security.

There are good and bad points about capabilities, just as there were for
access control lists. With capabilities, it’s easy to determine which system
resources a given principal can access. Just look through the principal’s
capability list. Revoking access merely requires removing the capability
from the list, which is easy enough if the OS has exclusive access to the ca-
pability (but much more difficult if it does not). If you have the capability
readily available in memory, it can be quite cheap to check it, particularly
since the capability can itself contain a pointer to the data or software
associated with the resource it protects. Perhaps merely having such a
pointer is the system’s core implementation of capabilities.

On the other hand, determining the entire set of principals who can
access a resource becomes more expensive. Any principal might have a
capability for the resource, so you must check all principals’ capability
lists to tell. Simple methods for making capability lists short and man-
ageable have not been as well developed as the Unix method of providing
short ACLs. Also, the system must be able to create, store, and retrieve
capabilities in a way that overcomes the forgery problem, which can be
challenging.

One neat aspect of capabilities is that they offer a good way to create
processes with limited privileges. With access control lists, a process in-
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ACCESS CONTROL 11

herits the identity of its parent process, also inheriting all of the privileges
of that principal. It’s hard to give the process just a subset of the parent’s
privileges. Either you need to create a new principal with those limited
privileges, change a bunch of access control lists, and set the new pro-
cess’s identity to that new principal, or you need some extension to your
access control model that doesn’t behave quite the way access control lists
ordinarily do. With capabilities, it’s easy. If the parent has capabilities for
X, Y, and Z, but only wants the child process to have the X and Y capabil-
ities, when the child is created, the parent transfers X and Y, not Z.

In practice, user-visible access control mechanisms tend to use access
control lists, not capabilities, for a number of reasons. However, under
the covers operating systems make extensive use of capabilities. For ex-
ample, in a typical Linux system, that open() call we were discussing
uses ACLs for access control. However, assuming the Linux open() was
successful, as long as the process keeps the file open, the ACL is not ex-
amined on subsequent reads and writes. Instead, Linux creates a data
structure that amounts to a capability indicating that the process has read
and write privileges for that file. This structure is attached to the process’s
PCB. On each read or write operation, the OS can simply consult this data
structure to determine if reading and writing are allowed, without hav-
ing to find the file’s access control list. If the file is closed, this capability-
like structure is deleted from the PCB and the process can no longer access
the file without performing another open() which goes back to the ACL.
Similar techniques can be used to control access to hardware devices and
IPC channels, especially since UNIX-like systems treat these resources as
if they were files. This combined use of ACLs and capabilities allows the
system to avoid some of the problems associated with each mechanism.
The cost of checking an access control list on every operation is saved be-
cause this form of capability is easy to check, being merely the presence
or absence of a pointer in an operating system data structure. The cost of
managing capabilities for all accessible objects is avoided because the ca-
pability is only set up after a successful ACL check. If the object is never
accessed by a process, the ACL is never checked and no capability is re-
quired. Since any given process typically opens only a tiny fraction of all
the files it is permitted to open, the scaling issue doesn’t usually arise.

55.5 Mandatory And Discretionary Access Control

Who gets to decide what the access control on a computer resource
should be? For most people, the answer seems obvious: whoever owns
the resource. In the case of a user’s file, the user should determine access
control settings. In the case of a system resource, the system administra-
tor, or perhaps the owner of the computer, should determine them. How-
ever, for some systems and some security policies, that’s not the right an-
swer. In particular, the parties who care most about information security
sometimes want tighter controls than that.
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12 ACCESS CONTROL

The military is the most obvious example. We’ve all heard of Top Se-
cret information, and probably all understand that even if you are al-
lowed to see Top Secret information, you’re not supposed to let other
people see it, too. And that’s true even if the information in question is in
a file that you created yourself, such as a report that contains statistics or
quotations from some other Top Secret document. In these cases, the sim-
ple answer of the creator controlling access permissions isn’t right. Who-
ever is in overall charge of information security in the organization needs
to make those decisions, which implies that principal has the power to
set the access controls for information created by and belonging to other
users, and that those users can’t override his decisions. The more com-
mon case is called discretionary access control. Whether almost anyone
or almost no one is given access to a resource is at the discretion of the
owning user. The more restrictive case is called mandatory access con-
trol. At least some elements of the access control decisions in such sys-
tems are mandated by an authority, who can override the desires of the
owner of the information. The choice of discretionary or mandatory ac-
cess control is orthogonal to whether you use ACLs or capabilities, and
is often independent of other aspects of the access control mechanism,
such as how access information is stored and handled. A mandatory ac-
cess control system can also include discretionary elements, which allow
further restriction (but not loosening) of mandatory controls.

Many people will never work with a system running mandatory ac-
cess controls, so we won’t go further into how they work, beyond ob-
serving that clearly the operating system is going to be involved in en-
forcing them. Should you ever need to work in an environment where
mandatory access control is important, you can be sure you will hear
about it. You should learn more about it at that point, since when some-
one cares enough to use mandatory access control mechanisms, they also
care enough to punish users who don’t follow the rules. Loscocco [L01]
describes a special version of Linux that incorporates mandatory access
control. This is a good paper to start with if you want to learn more about
the characteristics of such systems.

55.6 Practicalities Of Access Control Mechanisms

Most systems expose either a simple or more powerful access control
list mechanism to their users, and most of them use discretionary access
control. However, given that a modern computer can easily have hun-
dreds of thousands, or even millions of files, having human users indi-
vidually set access control permissions on them is infeasible. Generally,
the system allows each user to establish a default access permission that
is used for every file he creates. If one uses the Linux open() call to cre-
ate a file, one can specify which access permissions to initially assign to
that file. Access permissions on newly created files in Unix/Linux sys-
tems can be further controlled by the umask() call, which applies to all
new file creations by the process that performed it.
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ASIDE: THE ANDROID ACCESS CONTROL MODEL

The Android system is one of the leading software platforms for today’s mobile
computing devices, especially smart phones. These devices pose different access
control challenges than classic server computers, or even personal desktop com-
puters or laptops. Their functionality is based on the use of many relatively small
independent applications, commonly called apps, that are downloaded, installed,
and run on a device belonging to only a single user. Thus, there is no issue of
protecting multiple users on one machine from each other. If one used a standard
access control model, these apps would run under that user’s identity. But apps
are developed by many entities, and some may be malicious. Further, most apps
have no legitimate need for most of the resources on the device. If they are granted
too many privileges, a malicious app can access the phone owner’s contacts, make
phone calls, or buy things over the network, among many other undesirable be-
haviors. The principle of least privilege implies that we should not give apps the
full privileges belonging to owner, but they must have some privileges if they are
to do anything interesting.

Android runs on top of a version of Linux, and an application’s access limitations
are achieved in part by generating a new user ID for each installed app. The app
runs under that ID and its accesses can be controlled on that basis. However, the
Android middleware offers additional facilities for controlling access. Application
developers define accesses required by their app. When a user considers installing
an app on their device, they are shown what permissions it requires. The user can
either grant the app those permissions, not install the app, or limit its permissions,
though the latter choice may also limit app utility. Also, the developer specifies
ways in which other apps can communicate with the new app. The data structure
used to encode this access information is called a permission label. An app’s
permission labels (both what it can access and what it provides to others) are set
at app design time, and encoded into a particular Android system at the moment
the app is installed on that machine.

Permission labels are thus like capabilities, since possession of them by the app
allows the app to do something, while lacking a label prevents the app from doing
that thing. An app’s set of permission labels is set statically at install time. The user
can subsequently change those permissions, although limiting them may damage
app functionality. Permission labels are a form of mandatory access control. The
Android security model is discussed in detail by Enck et al. [E+09].

The Android security approach is interesting, but not perfect. In particular, users
are not always aware of the implications of granting an application access to some-
thing, and, faced with the choice of granting the access or not being able to effec-
tively use the app, they will often grant it. This behavior can be problematic, if the
app is malicious.

If desired, the owner can alter that initial ACL, but experience shows
that users rarely do. This tendency demonstrates the importance of prop-
erly chosen defaults. Here, as in many other places in an operating sys-
tem, a theoretically changeable or tunable setting will, in practice, be used
unaltered by almost everyone almost always.
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14 ACCESS CONTROL

However, while many will never touch access controls on their re-
sources, for an important set of users and systems these controls are of
vital importance to achieve their security goals. Even if you mostly rely
on defaults, many software installation packages use some degree of care
in setting access controls on executables and configuration files they cre-
ate. Generally, you should exercise caution in fiddling around with access
controls in your system. If you don’t know what you’re doing, you might
expose sensitive information or allow attackers to alter critical system set-
tings. If you tighten existing access controls, you might suddenly cause a
bunch of daemon programs running in the background to stop working.

One practical issue that many large institutions discovered when try-
ing to use standard access control methods to implement their security
policies is that people performing different roles within the organization
require different privileges. For example, in a hospital, all doctors might
have a set of privileges not given to all pharmacists, who themselves have
privileges not given to the doctors. Organizing access control on the ba-
sis of such roles and then assigning particular users to the roles they are
allowed to perform makes implementation of many security policies eas-
ier. This approach is particularly valuable if certain users are permitted to
switch roles depending on the task they are currently performing, since
then one need not worry about setting or changing the individual’s access
permissions on the fly, but simply switch their role from one to another.
Usually they will hold the role’s permission only as long as they maintain
that role. Once they exit the particular role (perhaps to enter a different
role with different privileges), they lose the privileges of the role they exit.

This observation led to the development of Role-Based Access Con-
trol, or RBAC. The core ideas had been around for some time before
they were more formally laid out in a research paper by Ferraiolo and
Kuhn [FK92]. Now RBAC is in common use in many organizations, par-
ticularly large ones. Large organizations face more serious management
challenges than small ones, so approaches like RBAC that allow groups of
users to be dealt with in one operation can significantly ease the manage-
ment task. For example, if a company determines that all programmers
should be granted access to a new library that has been developed, but
accountants should not, RBAC would achieve this effect with a single op-
eration that assigns the necessary privilege to the Programmer role. If a
programmer is promoted to a management position for which access to
the library is unnecessary, the company can merely remove the Program-
mer role from the set of roles the manager could take on.

Such restrictions do not necessarily imply that you suspect your ac-
countants of being dishonest and prone to selling your secret library code

to competitors7. Remember the principle of least privilege: when you
give someone access to something, you are relying not just on their hon-
esty, but on their caution. If accountants can’t access the library at all,

7Dishonest accountants are generally good to avoid, so you probably did your best to hire
honest ones, after all. Unless you’re Bernie Madoff [W20], perhaps...
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then neither malice nor carelessness on their part can lead to an accoun-
tant’s privileges leaking your library code. Least privilege is not just a
theoretically good idea, but a vital part of building secure systems in the
real world.

RBAC sounds a bit like using groups in access control lists, and there
is some similarity, but RBAC systems are a good deal more powerful than
mere group access permissions; RBAC systems allow a particular user to
take on multiple disjoint roles. Perhaps our programmer was promoted
to a management position, but still needs access to the library, for exam-
ple when another team member’s code needs to be tested. An RBAC sys-
tem would allow our programmer to switch between the role of manager
and programmer, temporarily leaving behind rights associated with the
manager and gaining rights associated with the programmer role. When
the manager tested someone else’s new code, the manager would have
permission to access the library, but would not have permission to ac-
cess team member performance reviews. Thus, if a sneaky programmer
slipped malicious code into the library (e.g., that tried to read other team
members’ performance reviews, or learn their salaries), the manager run-
ning that code would not unintentionally leak that information; using the
proper role at the proper time prevents it.

These systems often require a new authentication step to take on an
RBAC role, and usually taking on Role A requires relinquishing priv-
ileges associated with one’s previous role, say Role B. The manager’s
switch to the code testing role would result in temporarily relinquish-
ing privileges to examine the performance reviews. On completing the
testing, the manager would switch back to the role allowing access to the
reviews, losing privilege to access the library. RBAC systems may also
offer finer granularity than merely being able to read or write a file. A
particular role (Salesperson, for instance) might be permitted to add a pur-
chase record for a particular product to a file, but would not be permitted
to add a re-stocking record for the same product to the same file, since
salespeople don’t do re-stocking. This degree of control is sometimes
called type enforcement. It associates detailed access rules to particular
objects using what is commonly called a security context for that object.
How exactly this is done has implications for performance, storage of the
security context information, and authentication.

One can build a very minimal RBAC system under Linux and similar
OSes using ACLs and groups. These systems have a feature in their ac-
cess control mechanism called privilege escalation. Privilege escalation
allows careful extension of privileges, typically by allowing a particular
program to run with a set of privileges beyond those of the user who in-
vokes them. In Unix and Linux systems, this feature is called setuid,
and it allows a program to run with privileges associated with a different
user, generally a user who has privileges not normally available to the
user who runs the program. However, those privileges are only granted
during the run of that program and are lost when the program exits. A
carefully written setuid program will only perform a limited set of oper-
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16 ACCESS CONTROL

TIP: PRIVILEGE ESCALATION CONSIDERED DANGEROUS

We just finished talking about how we could use privilege escalation to
temporarily change what one of our users can do, and how this offers us
new security options. But there’s a dangerous side to privilege escalation.
An attacker who breaks into your system frequently compromises a pro-
gram running under an identity with very limited privileges. Perhaps all
it’s supposed to be able to do is work with a few simple informational
files and provide remote users with their content, and maybe run stan-
dard utilities on those files. It might not even have write access to its files.
You might think that this type of compromise has done little harm to the
system, since the attacker cannot use the access to do very much.

This is where the danger of privilege escalation comes into play. Attack-
ers who have gained any kind of a foothold on a system will then look
around for ways to escalate their privileges. Even a fairly unprivileged
application can do a lot of things that an outsider cannot directly do, so at-
tackers look for flaws in the code or configuration that the compromised
application can access. Such attempts to escalate privilege are usually an
attacker’s first order of business upon successful compromise of a system.

In many systems, there is a special user, often called the superuser or
root user. This user has a lot more privilege than any other user on the
system, since its purpose is to allow for the most vital and far-reaching
system administration changes on that system. The paramount goal of
an attacker with a foothold on your system is to use privilege escalation
to become the root user. An attacker who can do that will effectively
have total control of your system. Such an attacker can look at any file,
alter any program, change any configuration, and perhaps even install a
different operating system. This danger should point out how critical it
is to be careful in allowing any path that permits privilege escalation up
to superuser privilege.

ations using those privileges, ensuring that privileges cannot be abused8.
One could create a simple RBAC system by defining an artificial user for
each role and associating desired privileges with that user. Programs us-
ing those privileges could be designated as setuid to that user.

The Linux sudo command, which we encountered in the authentica-
tion chapter, offers this kind of functionality, allowing some designated
users to run certain programs under another identity. For example,

sudo -u Programmer install newprogram

would run this install command under the identity of user Programmer,
rather than the identity of the user who ran the command, assuming that
user was on a system-maintained list of users allowed to take on the iden-
tity Programmer. Secure use of this approach requires careful configura-

8Unfortunately, not all programs run with the setuid feature are carefully written, which
has led to many security problems over the years. Perhaps true for all security features, alas?
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tion of system files controlling who is allowed to execute which programs
under which identities. Usually the sudo command requires a new au-
thentication step, as with other RBAC systems.

For more advanced purposes, RBAC systems typically support finer
granularity and more careful tracking of role assignment than setuid

and sudo operations allow. Such an RBAC system might be part of the
operating system or might be some form of add-on to the system, or per-
haps a programming environment. Often, if you’re using RBAC, you
also run some degree of mandatory access control. If not, in the example
of sudo above, the user running under the Programmer identity could
run a command to change the access permissions on files, making the
install command available to non- programmers. With mandatory ac-
cess control, a user could take on the role of Programmer to do the in-
stallation, but could not use that role to allow salespeople or accountants
to perform the installation.

55.7 Summary

Implementing most security policies requires controlling which users
can access which resources in which ways. Access control mechanisms
built in to the operating system provide the necessary functionality. A
good access control mechanism will provide complete mediation (or close
to it) of security-relevant accesses through use of a carefully designed and
implemented reference monitor.

Access control lists and capabilities are the two fundamental mecha-
nisms used by most access control systems. Access control lists specify
precisely which subjects can access which objects in which ways. Pres-
ence or absence on the relevant list determines if access is granted. Ca-
pabilities work more like keys in a lock. Possession of the correct ca-
pability is sufficient proof that access to a resource should be permitted.
User-visible access control is more commonly achieved with a form of
access control list, but capabilities are often built in to the operating sys-
tem at a level below what the user sees. Neither of these access control
mechanisms is inherently better or worse than the other. Rather, like so
many options in system design, they have properties that are well suited
to some situations and uses and poorly suited to others. You need to
understand how to choose which one to use in which circumstance.

Access control mechanisms can be discretionary or mandatory. Some
systems include both. Enhancements like type enforcement and role-
based access control can make it easier to achieve the security policy you
require.

Even if the access control mechanism is completely correct and ex-
tremely efficient, it can do no more than implement the security policies
that it is given. Security failures due to faulty access control mechanisms
are rare. Security failures due to poorly designed policies implemented
by those mechanisms are not.
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Protecting Information With Cryptography

Chapter by Peter Reiher (UCLA)

56.1 Introduction

In previous chapters, we’ve discussed clarifying your security goals,
determining your security policies, using authentication mechanisms to
identify principals, and using access control mechanisms to enforce poli-
cies concerning which principals can access which computer resources in
which ways. While we identified a number of shortcomings and prob-
lems inherent in all of these elements of securing your system, if we re-
gard those topics as covered, what’s left for the operating system to worry
about, from a security perspective? Why isn’t that everything?

There are a number of reasons why we need more. Of particular im-
portance: not everything is controlled by the operating system. But per-
haps you respond, you told me the operating system is all-powerful! Not
really. It has substantial control over a limited domain – the hardware on
which it runs, using the interfaces of which it is given control. It has no
real control over what happens on other machines, nor what happens if
one of its pieces of hardware is accessed via some mechanism outside the
operating system’s control.

But how can we expect the operating system to protect something
when the system does not itself control access to that resource? The an-
swer is to prepare the resource for trouble in advance. In essence, we
assume that we are going to lose the data, or that an opponent will try to
alter it improperly. And we take steps to ensure that such actions don’t
cause us problems. The key observation is that if an opponent cannot un-
derstand the data in the form it is obtained, our secrets are safe. Further, if
the attacker cannot understand it, it probably can’t be altered, at least not
in a controllable way. If the attacker doesn’t know what the data means,
how can it be changed into something the attacker prefers?

The core technology we’ll use is cryptography, a set of techniques to
convert data from one form to another, in controlled ways with expected
outcomes. We will convert the data from its ordinary form into another
form using cryptography. If we do it right, the opponent will not be able
to determine what the original data was by examining the protected form.
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Of course, if we ever want to use it again ourselves, we must be able
to reverse that transformation and return the data to its ordinary form.
That must be hard for the opponent to do, as well. If we can get to that
point, we can also provide some protection for the data from alteration,
or, more precisely, prevent opponents from altering the data to suit their
desires, and even know when opponents have tampered with our data.
All through the joys of cryptography!

But using cryptography properly is not easy, and many uses of cryp-
tography are computationally expensive. So we need to be selective about
where and when we use cryptography, and careful in how we implement
it and integrate it into our systems. Well chosen uses that are properly
performed will tremendously increase security. Poorly chosen uses that
are badly implemented won’t help at all, and may even hurt.

THE CRUX OF THE PROBLEM:
HOW TO PROTECT INFORMATION OUTSIDE THE OS’S DOMAIN

How can we use cryptography to ensure that, even if others gain ac-
cess to critical data outside the control of the operating system, they will
be unable to either use or alter it? What cryptographic technologies are
available to assist in this problem? How do we properly use those tech-
nologies? What are the limitations on what we can do with them?

56.2 Cryptography

Many books have been written about cryptography, but we’re only
going to spend a chapter on it. We’ll still be able to say useful things
about it because, fortunately, there are important and complex issues of
cryptography that we can mostly ignore. That’s because we aren’t going
to become cryptographers ourselves. We’re merely going to be users of
the technology, relying on experts in that esoteric field to provide us with
tools that we can use without having full understanding of their work-

ings1. That sounds kind of questionable, but you are already doing just
that. Relatively few of us really understand the deep details of how our
computer hardware works, yet we are able to make successful use of it,
because we have good interfaces and know that smart people have taken
great care in building the hardware for us. Similarly, cryptography pro-
vides us with strong interfaces, well-defined behaviors, and better than
usual assurance that there is a lot of brain power behind the tools we use.

That said, cryptography is no magic wand, and there is a lot you need
to understand merely to use it correctly. That, particularly in the context
of operating system use, is what we’re going to concentrate on here.

1If you’d like to learn more about the fascinating history of cryptography, check out Kahn
[K96]. If more technical detail is your desire, Schneier [S96] is a good start.
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PROTECTING INFORMATION WITH CRYPTOGRAPHY 3

The basic idea behind cryptography is to take a piece of data and use
an algorithm (often called a cipher), usually augmented with a second
piece of information (which is called a key), to convert the data into a
different form. The new form should look nothing like the old one, but,
typically, we want to be able to run another algorithm, again augmented
with a second piece of information, to convert the data back to its original
form.

Let’s formalize that just a little bit. We start with data P (which we
usually call the plaintext), a key K, and an encryption algorithm E(). We
end up with C, the altered form of P , which we usually call the cipher-
text:

C = E(P,K) (56.1)

For example, we might take the plaintext “Transfer $100 to my savings
account” and convert it into ciphertext “Sqzmredq #099 sn lx rzuhmfr
zbbntms.” This example actually uses a pretty poor encryption algorithm
called a Caesar cipher. Spend a minute or two studying the plaintext and
ciphertext and see if you can figure out what the encryption algorithm
was in this case.

The reverse transformation takes C, which we just produced, a de-
cryption algorithm D(), and the key K:

P = D(C,K) (56.2)

So we can decrypt “Sqzmredq #099 sn lx rzuhmfr zbbntms” back into
“Transfer $100 to my savings account.” If you figured out how we en-
crypted the data in the first place, it should be easy to figure out how to
decrypt it.

We use cryptography for a lot of things, but when discussing it gener-
ally, it’s common to talk about messages being sent and received. In such
discussions, the plaintext P is the message we want to send and the ci-
phertext C is the protected version of that message that we send out into
the cold, cruel world.

For the encryption process to be useful, it must be deterministic, so
the first transformation always converts a particular P using a particu-
lar K to a particular C, and the second transformation always converts a
particular C using a particular K to the original P . In many cases, E()
and D() are actually the same algorithm, but that is not required. Also, it
should be very hard to figure out P from C without knowing K. Impossi-
ble would be nice, but we’ll usually settle for computationally infeasible.
If we have that property, we can show C to the most hostile, smartest
opponent in the world and they still won’t be able to learn what P is.

Provided, of course, that ...
This is where cleanly theoretical papers and messy reality start to col-

lide. We only get that pleasant assurance of secrecy if the opponent does
not know both D() and our key K. If they are known, the opponent will
apply D() and K to C and extract the same information P that we can.
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4 PROTECTING INFORMATION WITH CRYPTOGRAPHY

It turns out that we usually can’t keep E() and D() secret. Since we’re
not trying to be cryptographers, we won’t get into the why of the matter,
but it is extremely hard to design good ciphers. If the cipher has weak-
nesses, then an opponent can extract the plaintext P even without K. So
we need to have a really good cipher, which is hard to come by. Most
of us don’t have a world-class cryptographer at our fingertips to design a
new one, so we have to rely on one of a relatively small number of known
strong ciphers. AES, a standard cipher that was carefully designed and
thoroughly studied, is one good example that you should think about
using.

It sounds like we’ve thrown away half our protection, since now the
cryptography’s benefit relies entirely on the secrecy of the key. Precisely.
Let’s say that again in all caps, since it’s so important that you really
need to remember it: THE CRYPTOGRAPHY’S BENEFIT RELIES EN-
TIRELY ON THE SECRECY OF THE KEY. It probably wouldn’t hurt
for you to re-read that statement a few dozen times, since the landscape
is littered with insecure systems that did not take that lesson to heart.

The good news is that if you’re using a strong cipher and are careful
about maintaining key secrecy, your cryptography is strong. You don’t
need to worry about anything else. The bad news is that maintaining key
secrecy in practical systems for real uses of cryptography isn’t easy. We’ll
talk more about that later.

For the moment, revel in the protection we have achieved, and re-
joice to learn that we’ve gotten more than secrecy from our proper use
of cryptography! Consider the properties of the transformations we’ve
performed. If our opponent gets access to our encrypted data, it can’t be
understood. But what if the opponent can alter it? What’s being altered
is the encrypted form, i.e., making some changes in C to convert it to, say,
C′. What will happen when we try to decrypt C? Well, it won’t decrypt
to P . It will decrypt to something else, say P ′. For a good cipher of the
type you should be using, it will be difficult to determine what a piece of
ciphertext C′ will decrypt to, unless you know K. That means it will be
hard to predict which ciphertext you need to have to decrypt to a partic-
ular plaintext. Which in turn means that the attacker will have no idea
what the altered ciphertext C′ will decrypt to.

Out of all possible bit patterns it could decrypt to, the chances are good
that P ′ will turn out to be garbage, when considered in the context of
what we expected to see: ASCII text, a proper PDF file, or whatever. If
we’re careful, we can detect that P ′ isn’t what we started with, which
would tell us that our opponent tampered with our encrypted data. If we
want to be really sure, we can perform a hashing function on the plaintext
and include the hash with the message or encrypted file. If the plaintext
we get out doesn’t produce the same hash, we will have a strong indica-
tion that something is amiss.

So we can use cryptography to help us protect the integrity of our data,
as well.
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PROTECTING INFORMATION WITH CRYPTOGRAPHY 5

TIP: DEVELOPING YOUR OWN CIPHERS: DON’T DO IT

Don’t.

It’s tempting to leave it at that, since it’s really important that you
follow this guidance. But you may not believe it, so we’ll expand a little.
The world’s best cryptographers often produce flawed ciphers. Are you
one of the world’s best cryptographers? If you aren’t, and the top experts
often fail to build strong ciphers, what makes you think you’ll do better,
or even as well?

We know what you’ll say next: but the cipher I wrote is so strong that
I can’t even break it myself. Well, pretty much anyone who puts their
mind to it can create a cipher they can’t break themselves. But remember
those world-class cryptographers we talked about? How did they get to
be world class? By careful study of the underpinnings of cryptography
and by breaking other people’s ciphers. They’re very good at it, and if it’s
worth their trouble, they will break yours. They might ignore it if you just
go around bragging about your wonderful cipher (since they hear that all
the time), but if you actually use it for something important, you will
unfortunately draw their attention. Following which your secrets will be
revealed, following which you will look foolish for designing your own
cipher instead of using something standard like AES, which is easier to
do, anyway.

So, don’t.

Wait, there’s more! What if someone hands you a piece of data that
has been encrypted with a key K that is known only to you and your
buddy Remzi? You know you didn’t create it, so if it decrypts properly
using key K, you know that Remzi must have created it. After all, he’s the
only other person who knew key K, so only he could have performed the
encryption. Voila, we have used cryptography for authentication! Unfor-
tunately, cryptography will not clean your room, do your homework for
you, or make thousands of julienne fries in seconds, but it’s a mighty fine
tool, anyway.

The form of cryptography we just described is often called symmet-
ric cryptography, because the same key is used to encrypt and decrypt
the data. For a long time, everyone believed that was the only form of
cryptography possible. It turns out everyone was wrong.

56.3 Public Key Cryptography

When we discussed using cryptography for authentication, you might
have noticed a little problem. In order to verify the authenticity of a piece
of encrypted information, you need to know the key used to encrypt it. If
we only care about using cryptography for authentication, that’s incon-
venient. It means that we need to communicate the key we’re using for
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6 PROTECTING INFORMATION WITH CRYPTOGRAPHY

that purpose to whoever might need to authenticate us. What if we’re
Microsoft, and we want to authenticate ourselves to every user who has
purchased our software? We can’t use just one key to do this, because
we’d need to send that key to hundreds of millions of users and, once
they had that key, they could pretend to be Microsoft by using it to en-
crypt information. Alternately, Microsoft could generate a different key
for each of those hundreds of millions of users, but that would require
secretly delivering a unique key to hundreds of millions of users, not to
mention keeping track of all those keys. Bummer.

Fortunately, our good friends, the cryptographic wizards, came up
with a solution. What if we use two different keys for cryptography, one
to encrypt and one to decrypt? Our encryption operation becomes

C = E(P,Kencrypt) (56.3)

And our decryption operation becomes

P = D(C,Kdecrypt) (56.4)

Life has just become a lot easier for Microsoft. They can tell every-
one their decryption key Kdecrypt, but keep their encryption key Kencrypt

secret. They can now authenticate their data by encrypting it with their
secret key, while their hundreds of millions of users can check the authen-
ticity using the key Microsoft made public. For example, Microsoft could
encrypt an update to their operating system with Kencrypt and send it out
to all their users. Each user could decrypt it with Kdecrypt. If it decrypted
into a properly formatted software update, the user could be sure it was
created by Microsoft. Since no one else knows that private key, no one
else could have created the update.

Sounds like magic, but it isn’t. It’s actually mathematics coming to our
rescue, as it so frequently does. We won’t get into the details here, but you
have to admit it’s pretty neat. This form of cryptography is called public
key cryptography, since one of the two keys can be widely known to the
entire public, while still achieving desirable results. The key everyone
knows is called the public key, and the key that only the owner knows
is called the private key. Public key cryptography (often abbreviated as
PK) has a complicated invention history, which, while interesting, is not
really germane to our discussion. Check out a paper by a pioneer in the
field, Whitfield Diffie, for details [D88].

Public key cryptography avoids one hard issue that faced earlier forms
of cryptography: securely distributing a secret key. Here, the private key
is created by one party and kept secret by him. It’s never distributed to
anyone else. The public key must be distributed, but generally we don’t
care if some third party learns this key, since they can’t use it to sign
messages. Distributing a public key is an easier problem than distributing
a secret key, though, alas, it’s harder than it sounds. We’ll get to that.

Public key cryptography is actually even neater, since it works the
other way around. You can use the decryption key Kdecrypt to encrypt,
in which case you need the encryption key Kencrypt to decrypt. We still
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PROTECTING INFORMATION WITH CRYPTOGRAPHY 7

expect the encryption key to be kept secret and the decryption key to be
publicly known, so doing things in this order no longer allows authenti-
cation. Anyone could encrypt with Kdecrypt, after all. But only the owner
of the key can decrypt such messages using Kencrypt. So that allows any-
one to send an encrypted message to someone who has a private key,
provided you know their public key. Thus, PK allows authentication if
you encrypt with the private key and secret communication if you en-
crypt with the public key.

What if you want both, as you very well might? You’ll need two differ-
ent key pairs to do that. Let’s say Alice wants to use PK to communicate
secretly with her pal Bob, and also wants to be sure Bob can authenti-
cate her messages. Let’s also say Alice and Bob each have their own PK
pair. Each of them knows his or her own private key and the other party’s
public key. If Alice encrypts her message with her own private key, she’ll
authenticate the message, since Bob can use her public key to decrypt and
will know that only Alice could have created that message. But everyone
knows Alice’s public key, so there would be no secrecy achieved. How-
ever, if Alice takes the authenticated message and encrypts it a second
time, this time with Bob’s public key, she will achieve secrecy as well.
Only Bob knows the matching private key, so only Bob can read the mes-
sage. Of course, Bob will need to decrypt twice, once with his private key
and then a second time with Alice’s public key.

Sounds expensive. It’s actually worse than you think, since it turns out
that public key cryptography has a shortcoming: it’s much more compu-
tationally expensive than traditional cryptography that relies on a single
shared key. Public key cryptography can take hundreds of times longer
to perform than standard symmetric cryptography. As a result, we really
can’t afford to use public key cryptography for everything. We need to
pick and choose our spots, using it to achieve the things it’s good at.

There’s another important issue. We rather blithely said that Alice
knows Bob’s public key and Bob knows Alice’s. How did we achieve
this blissful state of affairs? Originally, only Alice knew her public key
and only Bob knew his public key. We’re going to need to do something
to get that knowledge out to the rest of the world if we want to benefit
from the magic of public key cryptography. And we’d better be careful
about it, since Bob is going to assume that messages encrypted with the
public key he thinks belongs to Alice were actually created by Alice. What
if some evil genius, called, perhaps, Eve, manages to convince Bob that
Eve’s public key actually belongs to Alice? If that happens, messages
created by Eve would be misidentified by Bob as originating from Alice,
subverting our entire goal of authenticating the messages. We’d better
make sure Eve can’t fool Bob about which public key belongs to Alice.

This leads down a long and shadowy road to the arcane realm of key
distribution infrastructures. You will be happier if you don’t try to travel
that road yourself, since even the most well prepared pioneers who have
hazarded it often come to grief. We’ll discuss how, in practice, we dis-
tribute public keys in a chapter on distributed system security. For the
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8 PROTECTING INFORMATION WITH CRYPTOGRAPHY

moment, bear in mind that the beautiful magic of public key cryptogra-
phy rests on the grubby and uncertain foundation of key distribution.

One more thing about PK cryptography: THE CRYPTOGRAPHY’S
BENEFIT RELIES ENTIRELY ON THE SECRECY OF THE KEY. (Bet
you’ve heard that before.) In this case, the private key. But the secrecy of
that private key is every bit as important to the overall benefit of public
key cryptography as the secrecy of the single shared key in the case of
symmetric cryptography. Never divulge private keys. Never share pri-
vate keys. Take great care in your use of private keys and in how you
store them. If you lose a private key, everything you used it for is at risk,
and whoever gets hold of it can pose as you and read your secret mes-
sages. That wouldn’t be very good, would it?

56.4 Cryptographic Hashes

As we discussed earlier, we can protect data integrity by using cryp-
tography, since alterations to encrypted data will not decrypt properly.
We can reduce the costs of that integrity check by hashing the data and
encrypting just the hash, instead of encrypting the entire thing. However,
if we want to be really careful, we can’t use just any hash function, since
hash functions, by their very nature, have hash collisions, where two dif-
ferent bit patterns hash to the same thing. If an attacker can change the
bit pattern we intended to send to some other bit pattern that hashes to
the same thing, we would lose our integrity property.

So to be particularly careful, we can use a cryptographic hash to en-
sure integrity. Cryptographic hashes are a special category of hash func-
tions with several important properties:

• It is computationally infeasible to find two inputs that will produce
the same hash value.

• Any change to an input will result in an unpredictable change to
the resulting hash value.

• It is computationally infeasible to infer any properties of the input
based only on the hash value.

Based on these properties, if we only care about data integrity, rather
than secrecy, we can take the cryptographic hash of a piece of data, en-
crypt only that hash, and send both the encrypted hash and the unen-
crypted data to our partner. If an opponent fiddles with the data in tran-
sit, when we decrypt the hash and repeat the hashing operation on the

data, we’ll see a mismatch and detect the tampering2.

2Why do we need to encrypt the cryptographic hash? Well, anyone, including our oppo-
nent, can run a cryptographic hashing algorithm on anything, including an altered version of
the message. If we don’t encrypt the hash, the attacker will change the message, compute a
new hash, replace both the original message and the original hash with these versions, and
send the result. If the hash we sent is encrypted, though, the attacker can’t know what the
encrypted version of the altered hash should be.
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PROTECTING INFORMATION WITH CRYPTOGRAPHY 9

To formalize it a bit, to perform a cryptographic hash we take a plain-
text P and a hashing algorithm H(). Note that there is not necessarily
any key involved. Here’s what happens:

S = H(P ) (56.5)

Since cryptographic hashes are a subclass of hashes in general, we nor-
mally expect S to be shorter than P , perhaps a lot shorter. That implies
there will be collisions, situations in which two different plaintexts P and
P ′ both hash to S. However, the properties of cryptographic hashes out-
lined above will make it difficult for an adversary to make use of colli-
sions. Even if you know both S and P , it should be hard to find any

other plaintext P ′ that hashes to S3. It won’t be hard to figure out what S’
should be for an altered value of plaintext P ′, since you can simply apply
the cryptographic hashing algorithm directly to P ′. But even a slightly al-
tered version of P , such as a P ′ differing only in one bit, should produce
a hash S’ that differs from S in completely unpredictable ways.

Cryptographic hashes can be used for other purposes than ensuring
integrity of encrypted data, as well. They are the class of hashes of choice
for storing salted hashed passwords, for example, as discussed in the
chapter on authentication. They can be used to determine if a stored file
has been altered, a function provided by well-known security software
like Tripwire. They can also be used to force a process to perform a certain
amount of work before submitting a request, an approach called “proof
of work.” The submitter is required to submit a request that hashes to
a certain value using some specified cryptographic hash, which, because
of the properties of such hashes, requires them to try a lot of request for-
mats before finding one that hashes to the required value. Since each hash
operation takes some time, submitting a proper request will require a pre-
dictable amount of work. This use of hashes, in varying forms, occurs in
several applications, including spam prevention and blockchains.

Like other cryptographic algorithms, you’re well advised to use stan-
dard algorithms for cryptographic hashing. For example, the SHA-3 al-
gorithm is commonly regarded as a good choice. However, there is a
history of cryptographic hashing algorithms becoming obsolete, so if you
are designing a system that uses one, it’s wise to first check to see what
current recommendations are for choices of such an algorithm.

56.5 Cracking Cryptography

Chances are that you’ve heard about people cracking cryptography.
It’s a popular theme in film and television. How worried should you be
about that?

3Every so often, a well known cryptographic hashing function is “broken” in the sense
that someone figures out how to create a P

′ that uses the function to produce the same hash
as P . That happened to a hashing function known as SHA-1 in 2017, rendering that function
unsafe and unusable for integrity purposes [G17].
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10 PROTECTING INFORMATION WITH CRYPTOGRAPHY

Well, if you didn’t take our earlier advice and went ahead and built
your own cipher, you should be very worried. Worried enough that you
should stop reading this, rip out your own cipher from your system, and
replace it with a well-known respected standard. Go ahead, we’ll still be
here when you get back.

What if you did use one of those standards? In that case, you’re prob-
ably OK. If you use a modern standard, with a few unimportant excep-
tions, there are no known ways to read data encrypted with these algo-
rithms without obtaining the key. Which isn’t to say your system is se-
cure, but probably no one will break into it by cracking the cryptographic
algorithm.

How will they do it, then? Probably by exploiting software flaws in
your system having nothing to do with the cryptography, but there’s
some chance they will crack it by obtaining your keys or exploiting some
other flaw in your management of cryptography. How? Software flaws
in how you create and use your keys are a common problem. In dis-
tributed environments, flaws in the methods used to share keys are also
a common weakness that can be exploited. Peter Gutmann produced a
nice survey of the sorts of problems improper management of cryptogra-
phy frequently causes [G02]. Examples include distributing secret keys
in software shared by many people, incorrectly transmitting plaintext
versions of keys across a network, and choosing keys from a seriously
reduced set of possible choices, rather than the larger theoretically pos-
sible set. More recently, the Heartbleed attack demonstrated a way to
obtain keys being used in OpenSSL sessions from the memory of a re-
mote computer, which allowed an attacker to decrypt the entire session,
despite no flaws in either the cipher itself or its implementation, nor in its
key selection procedures. This flaw allowed attackers to read the traffic
of something between 1/4 and 1/2 of all sites using HTTPS, the crypto-
graphically protected version of HTTP [D+14].

One way attackers deal with cryptography is by guessing the key. Do-
ing so doesn’t actually crack the cryptography at all. Cryptographic al-
gorithms are designed to prevent people who don’t know the key from
obtaining the secrets. If you know the key, it’s not supposed to make
decryption hard.

So an attacker could try simply guessing each possible key and trying
it. That’s called a brute force attack, and it’s why you should use long
keys. For example, AES keys are at least 128 bits. Assuming you generate
your AES key at random, an attacker will need to make 2127 guesses at
your key, on average, before he gets it right. That’s a lot of guesses and
will take a lot of time. Of course, if a software flaw causes your system
to select one out of thirty two possible AES keys, instead of one out of
2128, a brute force attack may become trivial. Key selection is a big deal
for cryptography.

For example, the original 802.11 wireless networking standard included
no cryptographic protection of data being streamed through the air. The
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TIP: SELECTING KEYS

One important aspect of key secrecy is selecting a good one to begin with.
For public key cryptography, you need to run an algorithm to select one
of the few possible pairs of keys you will use. But for symmetric cryp-
tography, you are free to select any of the possible keys. How should you
choose?

Randomly. If you use any deterministic method to select your key, your
opponent’s problem of finding out your key has just been converted into
a problem of figuring out your method. Worse, since you’ll probably
generate many keys over the course of time, once he knows your method,
he’ll get all of them. If you use random chance to generate keys, though,
figuring out one of them won’t help your opponent figure out any of your
other keys. This highly desirable property in a cryptographic system is
called perfect forward secrecy.

Unfortunately, true randomness is hard to come by. The best source for
operating system purposes is to examine hardware processes that are be-
lieved to be random in nature, like low order bits of the times required
for pieces of hardware to perform operations, and convert the results into
random numbers. That’s called gathering entropy. In Linux, this is done
for you automatically, and you can use the gathered entropy by reading
/dev/random. Windows has a similar entropy-gathering feature. Use
these to generate your keys. They’re not perfect, but they’re good enough
for many purposes.

first attempt to add such protection was called WEP (Wired Equivalent
Protocol, a rather optimistic name). WEP was constrained by the need
to fit into the existing standard, but the method it used to generate and
distribute symmetric keys was seriously flawed. Merely by listening in
on wireless traffic on an 802.11 network, an attacker could determine the
key being used in as little as a minute. There are widely available tools

that allow anyone to do so4.
As another example, an early implementation of the Netscape web

browser generated cryptographic keys using some easily guess-able val-
ues as seeds to a random number generator, such as the time of day and
the ID of the process requesting the key. Researchers discovered they
could guess the keys produced in around 30 seconds [GW96].

You might have heard that PK systems use much longer keys, 2K or 4K
bits. Sounds much safer, no? Shouldn’t that at least make them stronger
against brute force attacks? However, you can’t select keys for this type of

4WEP got replaced by WPA. Unfortunately, WPA proved to have its own weaknesses, so
it was replaced by WPA2. Unfortunately, WPA2 proved to have its own weaknesses, so it
is being replaced by WPA3, as of 2018. The sad fate of providing cryptography for wireless
networks should serve as a lesson to any of you tempted to underestimate the difficulties in
getting this stuff right.
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12 PROTECTING INFORMATION WITH CRYPTOGRAPHY

cryptosystem at random. Only a relatively few pairs of public and private
keys are possible. That’s because the public and private keys must be
related to each other for the system to work. The relationship is usually
mathematical, and usually intended to be mathematically hard to derive,
so knowing the public key should not make it easy to learn the private
key. However, with the public key in hand, one can use the mathematical
properties of the system to derive the private key eventually. That’s why
PK systems use such big keys – to make sure “eventually” is a very long
time.

But that only matters if you keep the private key secret. By now, we
hope this sounds obvious, but many makers of embedded devices use PK
to provide encryption for those devices, and include a private key in the
device’s software. All too often, the same private key is used for all de-
vices of a particular model. Such shared private keys invariably become,
well, public. In September 2016, one study found 4.5 million embedded
devices relying on these private keys that were no longer so private [V16].
Anyone could pose as any of these devices for any purpose, and could
read any information sent to them using PK. In essence, the cryptography
performed by these devices was little more than window dressing and
did not increase the security of the devices by any appreciable amount.

To summarize, cracking cryptography is usually about learning the
key. Or, as you might have guessed: THE CRYPTOGRAPHY’S BENE-
FIT RELIES ENTIRELY ON THE SECRECY OF THE KEY.

56.6 Cryptography And Operating Systems

Cryptography is fascinating, but lots of things are fascinating5, while
having no bearing on operating systems. Why did we bother spending
half a chapter on cryptography? Because we can use it to protect operat-
ing systems.

But not just anywhere and for all purposes. We’ve pounded into your
head that key secrecy is vital for effective use of cryptography. That
should make it clear that any time the key can’t be kept secret, you can’t
effectively use cryptography. Casting your mind back to the first chap-
ter on security, remember that the operating system has control of and
access to all resources on a computer. Which implies that if you have en-
crypted information on the computer, and you have the necessary key to
decrypt it on the same computer, the operating system on that machine

can decrypt the data, whether that was the effect you wanted or not6.

5For example, the late piano Sonatas of Beethoven. One movement of his last Sonata,
Opus 111, even sounds like jazz, while being written in the 1820s!

6But remember our discussion of security enclaves in an earlier chapter, hardware that
does not allow the operating system full access to information that the enclave protects. Think
for a moment what the implications of that are for cryptography on a computer using such an
enclave, and what new possibilities it offers.
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PROTECTING INFORMATION WITH CRYPTOGRAPHY 13

Either you trust your operating system or you don’t. If you don’t,
life is going to be unpleasant anyway, but one implication is that the un-
trusted operating system, having access at one time to your secret key,
can copy it and re-use it whenever it wants to. If, on the other hand, you
trust your operating system, you don’t need to hide your data from it, so
cryptography isn’t necessary in this case. This observation has relevance
to any situation in which you provide your data to something you don’t
trust. For instance, if you don’t trust your cloud computing facility with
your data, you won’t improve the situation by giving them your data in
plaintext and asking them to encrypt it. They’ve seen the plaintext and
can keep a copy of the key.

If you’re sure your operating system is trustworthy right now, but are
concerned it might not be later, you can encrypt something now and
make sure the key is not stored on the machine. Of course, if you’re
wrong about the current security of the operating system, or if you ever
decrypt the data on the machine after the OS goes rogue, your cryptog-
raphy will not protect you, since that ever-so-vital secrecy of the key will
be compromised.

One can argue that not all compromises of an operating system are
permanent. Many are, but some only give an attacker temporary access
to system resources, or perhaps access to only a few particular resources.
In such cases, if the encrypted data is not stored in plaintext and the de-
cryption key is not available at the time or in the place the attacker can
access, encrypting that data may still provide benefit. The tricky issue
here is that you can’t know ahead of time whether successful attacks on
your system will only occur at particular times, for particular durations,
or on particular elements of the system. So if you take this approach,
you want to minimize all your exposure: decrypt infrequently, dispose
of plaintext data quickly and carefully, and don’t keep a plaintext ver-
sion of the key in the system except when performing the cryptographic
operations. Such minimization can be difficult to achieve.

If cryptography won’t protect us completely against a dishonest oper-
ating system, what OS uses for cryptography are there? We saw a spe-
cialized example in the chapter on authentication. Some cryptographic
operations are one-way: they can encrypt, but never decrypt. We can use
these to securely store passwords in encrypted form, even if the OS is

compromised, since the encrypted passwords can’t be decrypted7.

What else? In a distributed environment, if we encrypt data on one
machine and then send it across the network, all the intermediate com-
ponents won’t be part of our machine, and thus won’t have access to the
key. The data will be protected in transit. Of course, our partner on the

7But if the legitimate user ever provides the correct password to a compromised OS, all
bets are off, alas. The compromised OS will copy the password provided by the user and hand
it off to whatever villain is working behind the scenes, before it runs the password through the
one-way cryptographic hashing algorithm.
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14 PROTECTING INFORMATION WITH CRYPTOGRAPHY

final destination machine will need the key if he or she is to use the data.
As we promised before, we’ll get to that issue in another chapter.

Anything else? Well, what if someone can get access to some of our
hardware without going through our operating system? If the data stored
on that hardware is encrypted, and the key isn’t on that hardware it-
self, the cryptography will protect the data. This form of encryption is
sometimes called at-rest data encryption, to distinguish it from encrypt-
ing data we’re sending between machines. It’s useful and important, so
let’s examine it in more detail.

56.7 At-Rest Data Encryption
As we saw in the chapters on persistence, data can be stored on a disk

drive, flash drive, or other medium. If it’s sensitive data, we might want
some of our desirable security properties, such as secrecy or integrity, to
be applied to it. One technique to achieve these goals for this data is to
store it in encrypted form, rather than in plaintext. Of course, encrypted
data cannot be used in most computations, so if the machine where it is
stored needs to perform a general computation on the data, it must first

be decrypted8. If the purpose is merely to preserve a safe copy of the data,
rather than to use it, decryption may not be necessary, but that is not the
common case.

The data can be encrypted in different ways, using different ciphers
(DES, AES, Blowfish), at different granularities (records, data blocks, in-
dividual files, entire file systems), by different system components (ap-
plications, libraries, file systems, device drivers). One common general
use of at-rest data encryption is called full disk encryption. This usu-
ally means that the entire contents (or almost the entire contents) of the
storage device are encrypted. Despite the name, full-disk encryption can
actually be used on many kinds of persistent storage media, not just hard
disk drives. Full disk encryption is usually provided either in hardware
(built into the storage device) or by system software (a device driver or
some element of a file system). In either case, the operating system plays
a role in the protection provided. Windows BitLocker and Apple’s File-
Vault are examples of software-based full disk encryption.

Generally, at boot time either the decryption key or information usable
to obtain that key (such as a passphrase – like a password, but possibly
multiple words) is requested from the user. If the right information is
provided, the key or keys necessary to perform the decryption become
available (either to the hardware or the operating system). As data is
placed on the device, it is encrypted. As data moves off the device, it is

8 There’s one possible exception worth mentioning. Those cryptographic wizards have
created a form of cryptography called homomorphic cryptography, which allows you to per-
form operations on the encrypted form of the data without decrypting it. For example, you
could add one to an encrypted integer without decrypting it first. When you decrypted the re-
sult, sure enough, one would have been added to the original number. Homomorphic ciphers
have been developed, but high computational and storage costs render them impractical for
most purposes, as of the writing of this chapter. Perhaps that will change, with time.
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decrypted. The data remains decrypted as long as it is stored anywhere
in the machine’s memory, including in shared buffers or user address
space. When new data is to be sent to the device, it is first encrypted.
The data is never placed on the storage device in decrypted form. After
the initial request to obtain the decryption key is performed, encryption
and decryption are totally transparent to users and applications. They
never see the data in encrypted form and are not asked for the key again,
until the machine reboots.

Cryptography is a computationally expensive operation, particularly
if performed in software. There will be overhead associated with per-
forming software-based full disk encryption. Reports of the amount of
overhead vary, but a few percent extra latency for disk-heavy operations
is common. For operations making less use of the disk, the overhead
may be imperceptible. For hardware-based full disk encryption, the rated
speed of the disk drive will be achieved, which may or may not be slower
than a similar model not using full disk encryption.

What does this form of encryption protect against?

• It offers no extra protection against users trying to access data they
should not be allowed to see. Either the standard access control
mechanisms that the operating system provides work (and such
users can’t get to the data because they lack access permissions)
or they don’t (in which case such users will be given equal use of
the decryption key as anyone else).

• It does not protect against flaws in applications that divulge data.
Such flaws will permit attackers to pose as the user, so if the user
can access the unencrypted data, so can the attacker. For example,
it offers little protection against buffer overflows or SQL injections.

• It does not protect against dishonest privileged users on the system,
such as a system administrator. Administrator’s privileges may al-
low the admin to pose as the user who owns the data or to install
system components that provide access to the user’s data; thus, the
admin could access decrypted copies of the data on request.

• It does not protect against security flaws in the OS itself. Once the
key is provided, it is available (directly in memory, or indirectly by
asking the hardware to use it) to the operating system, whether that
OS is trustworthy and secure or compromised and insecure.

So what benefit does this form of encryption provide? Consider this
situation. If a hardware device storing data is physically moved from
one machine to another, the OS on the other machine is not obligated to
honor the access control information stored on the device. In fact, it need
not even use the same file system to access that device. For example, it
can treat the device as merely a source of raw data blocks, rather than an
organized file system. So any access control information associated with
files on the device might be ignored by the new operating system.

However, if the data on the device is encrypted via full disk encryp-
tion, the new machine will usually be unable to obtain the encryption
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16 PROTECTING INFORMATION WITH CRYPTOGRAPHY

key. It can access the raw blocks, but they are encrypted and cannot be
decrypted without the key. This benefit would be useful if the hardware
in question was stolen and moved to another machine, for example. This
situation is a very real possibility for mobile devices, which are frequently
lost or stolen. Disk drives are sometimes resold, and data belonging to the
former owner (including quite sensitive data) has been found on them by
the re-purchaser. These are important cases where full disk encryption
provides real benefits.

For other forms of encryption of data at rest, the system must still ad-
dress the issues of how much is encrypted, how to obtain the key, and
when to encrypt and decrypt the data, with different types of protection
resulting depending on how these questions are addressed. Generally,
such situations require that some software ensures that the unencrypted
form of the data is no longer stored anywhere, including caches, and that
the cryptographic key is not available to those who might try to illicitly
access the data. There are relatively few circumstances where such pro-
tection is of value, but there are a few common examples:

• Archiving data that might need to be copied and must be preserved,
but need not be used. In this case, the data can be encrypted at
the time of its creation, and perhaps never decrypted, or only de-
crypted under special circumstances under the control of the data’s
owner. If the machine was uncompromised when the data was first
encrypted and the key is not permanently stored on the system, the
encrypted data is fairly safe. Note, however, that if the key is lost,
you will never be able to decrypt the archived data.

• Storing sensitive data in a cloud computing facility, a variant of the
previous example. If one does not completely trust the cloud com-
puting provider (or one is uncertain of how careful that provider
is – remember, when you trust another computing element, you’re
trusting not only its honesty, but also its carefulness and correct-
ness), encrypting the data before sending it to the cloud facility is
wise. Many cloud backup products include this capability. In this
case, the cryptography and key use occur before moving the data
to the untrusted system, or after it is recovered from that system.

• User-level encryption performed through an application. For ex-
ample, a user might choose to encrypt an email message, with any
stored version of it being in encrypted form. In this case, the cryp-
tography will be performed by the application, and the user will
do something to make a cryptographic key available to the appli-
cation. Ideally, that application will ensure that the unencrypted
form of the data and the key used to encrypt it are no longer readily
available after encryption is completed. Remember, however, that
while the key exists, the operating system can obtain access to it
without your application knowing.

One important special case for encrypting selected data at rest is a
password vault (also known as a key ring), which we discussed in the
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authentication chapter. Typical users interact with many remote sites that
require them to provide passwords (authentication based on “what you
know”, remember?) The best security is achieved if one uses a different
password for each site, but doing so places a burden on the human user,
who generally has a hard time remembering many passwords. A solution
is to encrypt all the different passwords and store them on the machine,
indexed by the site they are used for. When one of the passwords is re-
quired, it is decrypted and provided to the site that requires it.

For password vaults and all such special cases, the system must have
some way of obtaining the required key whenever data needs to be en-
crypted or decrypted. If an attacker can obtain the key, the cryptography
becomes useless, so safe storage of the key becomes critical. Typically,
if the key is stored in unencrypted form anywhere on the computer in
question, the encrypted data is at risk, so well designed encryption sys-
tems tend not to do so. For example, in the case of password vaults, the
key used to decrypt the passwords is not stored in the machine’s stable
storage. It is obtained by asking the user for it when required, or asking
for a passphrase used to derive the key. The key is then used to decrypt
the needed password. Maximum security would suggest destroying the
key as soon as this decryption was performed (remember the principle of
least privilege?), but doing so would imply that the user would have to
re-enter the key each time a password was needed (remember the prin-
ciple of acceptability?). A compromise between usability and security is
reached, in most cases, by remembering the key after first entry for a sig-
nificant period of time, but only keeping it in RAM. When the user logs
out, or the system shuts down, or the application that handles the pass-
word vault (such as a web browser) exits, the key is “forgotten.” This
approach is reminiscent of single sign-on systems, where a user is asked
for a password when the system is first accessed, but is not required to
re-authenticate again until logging out. It has the same disadvantages as
those systems, such as permitting an unattended terminal to be used by
unauthorized parties to use someone else’s access permissions. Both have
the tremendous advantage that they don’t annoy their users so much that
they are abandoned in favor of systems offering no security whatsoever.

56.8 Cryptographic Capabilities
Remember from our chapter on access control that capabilities had the

problem that we could not leave them in users’ hands, since then users
could forge them and grant themselves access to anything they wanted.
Cryptography can be used to create unforgeable capabilities. A trusted
entity could use cryptography to create a sufficiently long and securely
encrypted data structure that indicated that the possessor was allowed
to have access to a particular resource. This data structure could then
be given to a user, who would present it to the owner of the matching
resource to obtain access. The system that actually controlled the resource
must be able to check the validity of the data structure before granting
access, but would not need to maintain an access control list.
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18 PROTECTING INFORMATION WITH CRYPTOGRAPHY

Such cryptographic capabilities could be created either with symmet-
ric or public key cryptography. With symmetric cryptography, both the
creator of the capability and the system checking it would need to share
the same key. This option is most feasible when both of those entities are
the same system, since otherwise it requires moving keys around between
the machines that need to use the keys, possibly at high speed and scale,
depending on the use scenario. One might wonder why the single ma-
chine would bother creating a cryptographic capability to allow access,
rather than simply remembering that the user had passed an access check,
but there are several possible reasons. For example, if the machine con-
trolling the resource worked with vast numbers of users, keeping track
of the access status for each of them would be costly and complex, par-
ticularly in a distributed environment where the system needed to worry
about failures and delays. Or if the system wished to give transferable
rights to the access, as it might if the principal might move from machine
to machine, it would be more feasible to allow the capability to move with
the principal and be used from any location. Symmetric cryptographic ca-
pabilities also make sense when all of the machines creating and checking
them are inherently trusted and key distribution is not problematic.

If public key cryptography is used to create the capabilities, then the
creator and the resource controller need not be co-located and the trust re-
lationships need not be as strong. The creator of the capability needs one
key (typically the secret key) and the controller of the resource needs the
other. If the content of the capability is not itself secret, then a true public
key can be used, with no concern over who knows it. If secrecy (or at least
some degree of obscurity) is required, what would otherwise be a public
key can be distributed only to the limited set of entities that would need

to check the capabilities9. A resource manager could create a set of cre-
dentials (indicating which principal was allowed to use what resources,
in what ways, for what period of time) and then encrypt them with a pri-
vate key. Any one else can validate those credentials by decrypting them
with the manager’s public key. As long as only the resource manager
knows the private key, no one can forge capabilities.

As suggested above, such cryptographic capabilities can hold a good
deal of information, including expiration times, identity of the party who
was given the capability, and much else. Since strong cryptography will
ensure integrity of all such information, the capability can be relied upon.
This feature allows the creator of the capability to prevent arbitrary copy-
ing and sharing of the capability, at least to a certain extent. For example,
a cryptographic capability used in a network context can be tied to a par-
ticular IP address, and would only be regarded as valid if the message
carrying it came from that address.

9Remember, however, that if you are embedding a key in a piece of widely distributed
software, you can count on that key becoming public knowledge. So even if you believe the
matching key is secret, not public, it is unwise to rely too heavily on that belief.
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Many different encryption schemes can be used. The important point
is that the encrypted capabilities must be long enough that it is compu-
tationally infeasible to find a valid capability by brute force enumeration
or random guessing (e.g., the number of invalid bit patterns is 1015 times
larger than the number of valid bit patterns).

We’ll say a bit more about cryptographic capabilities in the chapter on
distributed system security.

56.9 Summary

Cryptography can offer certain forms of protection for data even when
that data is no longer in a system’s custody. These forms of protection in-
clude secrecy, integrity, and authentication. Cryptography achieves such
protection by converting the data’s original bit pattern into a different bit
pattern, using an algorithm called a cipher. In most cases, the transforma-
tion can be reversed to obtain the original bit pattern. Symmetric ciphers
use a single secret key shared by all parties with rights to access the data.
Asymmetric ciphers use one key to encrypt the data and a second key
to decrypt the data, with one of the keys kept secret and the other com-
monly made public. Cryptographic hashes, on the other hand, do not
allow reversal of the cryptography and do not require the use of keys.

Strong ciphers make it computationally infeasible to obtain the orig-
inal bit pattern without access to the required key. For symmetric and
asymmetric ciphers, this implies that only holders of the proper key can
obtain the cipher’s benefits. Since cryptographic hashes have no key, this
implies that no one should be able to obtain the original bit pattern from
the hash.

For operating systems, the obvious situations in which cryptography
can be helpful are when data is sent to another machine, or when hard-
ware used to store the data might be accessed without the intervention of
the operating system. In the latter case, data can be encrypted on the de-
vice (using either hardware or software), and decrypted as it is delivered
to the operating system.

Ciphers are generally not secret, but rather are widely known and
studied standards. A cipher’s ability to protect data thus relies entirely on
key secrecy. If attackers can learn, deduce, or guess the key, all protection
is lost. Thus, extreme care in key selection and maintaining key secrecy
is required if one relies on cryptography for protection. A good princi-
ple is to store keys in as few places as possible, for as short a duration as
possible, available to as few parties as possible.
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